


We now have a much more 
flexible platform ... but our users 

can still utilize the system in the ways 
they've grown accustomed to AIM~ 

Every year Britain spends approaching £2 billion (US$3.2 billion) 
to help develop some of the poorest nations of the world . With 
offices in London and East Kilbride near Glasgow, the Department for 
International Development is the government agency responsible for 
managing this budget. Its task is to promote development and reduce 
poverty, and to administer ex-colonial pension schemes. 

Evolving while retaining popular systems 
Like many organizations world-wide, the Department for 
International Development has had to face up to the challenge 
of evolving IT systems that are rapidly approaching the end of their 
lifecycle. These systems had become expensive to maintain and 
difficult to develop, yet provided users with all the information they 
needed. So although one strategy was to upgrade or migrate to 
modern systems, the business challenge was to ensure that users 
didn't feel that they were losing the systems they were comfortable with. 

So the Department for International Development turned to Transoft, 
the international supplier of application modernization and client! 
server software products and services, who provided its AIM 
(Automated INFOS Migration) product and consultancy services in 
a transition project va lued at £130,OOO/U S$208,OOO. 

The Department's main application is the Pens ion's 
Integrated Payments System (PIPS). It is a large system with several 
component sub-systems and holds details of, and pays on a regular 
basis, around 30,000 pensioners and about 62,000 pensions. 
The value of the monthly payment run is around £8 million (US$13 
million). rising to £11 million (US$18 million) on the quarterly runs. 
About 21 ,000 payments are made each month via the Bankers 
Automated Clearing System (BACS). 

"A more flexible environment, but with as little 
change as possible" 
PIPS resided on a proprietary Data General (DG) machine 
running DG/SQL, a non-standard relational database. The Department 
decided to move to Open Systems, but preserve the user 
elements of the system as far as possible. The Department liked 
Transoft's product range, and its professional approach. The task 
facing Transoft was to migrate AOSNS COBOL to Micro Focus COBOL, 
and the DG/SQL database to Oracle, running on an HP9000 machine. 

The project took six months to complete, after which a period of 
extensive testing followed. Today 455 online and batch sources are 
supported by 820 library files, comprising 500,000 lines of Micro 
Focus COBOL. Embedded Oracle Procedure Language (P/L) 
statements then access relational database tables. 

Des Donachie, Information Systems Development Manager 
at the Department for International Development sums up: 
"We know our business well, and knew exactly what we needed 
to do. We'd invested a great deal of time developing the business 
rules which users didn't want to dismantle. They wanted to 
change as little as possible. Transoft's consultancy and tools 
have ensured we met our objectives. We now have a much //lore 
flexible platform upon which to base our operations, but our 
business users can still utilize the system in the ways they've 
grown accustomed to, and have been successful with. It's meant 
we've been able to apply change only where it's been needed, 
rather than for change's sake." 

If you're interested in finding out more, please visit our Web site, or contact Transoft today! 
Web site - http://www.transoft.com email: transoft@transoft.com 

Transoft Inc., 
2000 RiverEdge Pkwy 
Suite 450, 
Atlanta, 
GA30328 USA 
Tel: +1 (770) 933 1965 
Fax: +1 (770) 933 3464 

Transoft Inc., 
7086 Corporate Way 
Dayton, 
OH 45459 USA 
Tel: +1 (937) 438 5553 
Fax: +1 (937) 438 5377 

Transoft Inc., 
6404 ancy Ridge Dr. 
San Diego, 
CA 92121 USA 
Tel: +1 (858) 587 0467 
Fax: +1 (858) 587 0466 

Transoft Ltd., ~ 
Transoft House r I 
5) Langley Busine 5 Centre Transofte 
StatiOn Road, Langley, lough 
SL3 80S, England 
Tel: +44 (0) 1753 778000 I ~ Liberating the Legacy .... 
Fax: +44 (0) 1753 773050 ~ 

TrllllSOft, Liberating tlte Legacy and AIM ore either regi.\Iered Ircu/emarks (lml/or trademarks ofTrt",~oft Group Ltd. companie.\ in 1'arions ('oullIries throllghoUlthe world. 
All olher prOllllcllIl""es.lrade "ames a"d IOgOl may be tflulemarks o/the;r respect;1'e comptm;el. 



If it's business critical to you, 

it's mission critical to us. 

Ask yourself this .... Do I have the right strategy for deploying 
business,critical Windows 2000® applications in my company? 

At Data General, we believe that server consolidation 
is the best method for deployment of mission,critical 

Windows 2000 applications. It gives you the high availability, 
scalability, and manageability you need. We have the experience, 

the platforms, and the right people to work with you 
to achieve your business,critical goals. 

Call us today ... We'll help you simplify, control, 
and consolidate your Windows 2000 environment 

with business,critical results. 

1-800-DATAGEN 
www.dg.com 

t. Data General 
-----

A Divis ion of EMC 

Copyright . 2000 Data General, a Division of EMC. Windows 2000 is a registered trademark 01 Microsoft Corporation. 
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by David Nov), 
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by Kathy Ivens 

A "beta" chapter from an upcoming O'Reilly book 



D G NEWS 

CustornExpress For Baan 
Unique Offering Combines a Tailor-made Approach With a Pre-packaged Solution 

D ata General has announced Custom Express for Baan, a 
revolutionary new way to tailor pre-packaged Microsoft 

Windows-based Baan solutions to an organization's unique 
needs. Using sophisticated web-based tools, customers can de
sign their own fully customized system based upon leading 
Enterprise Business Applications from Baan Company and a 
wide range of different technology options. 

Solutions are factory built around customers' specifica
tions and rapidly delivered by Data General with installation 
services and training. Customers can start implementation im
mediately and choose whichever Baan license reseller and im
plementation partner they wish. 

"With CustomExpress for Baan, Data General is demon
strating a robust capability to deploy Baan solutions in Mi
crosoft Windows and Intel environments," said Katrina Roche, 
Senior Vice President and Chief Marketing Officer at Baan. 

Custom Express for Baan 

CustomExpress for Baan is available with four different levels 
of high availability designed to satisfy a range of customer re
quirements, from those needing data integrity on a limited 
budget to the most demanding requirements. The solution is 

R EPAIR, SERVICE, UPGRADE 

• II' Data General 
BUY SELL LEASE RENT 

800-999-4NPA 
780 Chadbourne Road, Suite A 

Fairfield, CA 94585 
Fax (707) 427·1234 

Email Usatdgsales@npa.com 

also designed to scale to hundreds of concurrent users. In ad
dition, storage options are based on EMC' indu try-leading 
CLARiiON fibre channel technology for performance, data in
tegrity and robustness. Additional features of CustomExpress 
include the following Baan enterprise business applications: 
Baan ERP, BaanFrontOffice, and Baan Supply Chain Solutions, 
Baan supported localization and languages, and Preloading 
on Windows NT with any of the following technology op
tions: 

• Microsoft SQL Server or Oracle database 
• High availability with Microsoft Cluster Server 
• Backup technology (Legato Networker) 
• Terminal Server technology (Citrix Metaframe) 
• Automated monitoring of performance using DG/Man-

ageSuite, Data General's enterprise management solution 
• A single point of contact for international projects 
• Documentation 
• Unique web site providing electronic documentation, 

download capability, and customers' unique system speci
fication files 

• On site delivery with installation training and services 
• Lease financing from Data General Leasing /)" 

AI.I.·lnclusive Service 

• CEQ Migrations 
CABINET CONVERTER, 
EAGLE's automated migration 
tool 

OGFOCUS 3 
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Better Than the 
Bunny! 
NADGUG Keeps on Keeping On 

On December 6, a number of NADGUG Board mem
bers met with a number of the new Data General Di
vision staff to forge a program that should prove to 

be of mutual benefit. As we move into the new year, this new 
program will add new life to the oldest users group in the in
dustry. 

Of special interest to our advertisers, NADUG will be 
sending promotional copies of DGFocus to a new list provid
ed by the Data General division. Every copy of the magazine 
will be received by a recently verified DG user. That, of 
course, will also help NADGUG with its membership efforts. 

The Data General division also promises to help with 
technical articles that will be of interest to our readers. If 
there are any technical issues that you would like to have ad
dressed in these pages, please contact the editor and we'll do 
our best to get the coverage you need. 

So, you can rest assured now that all is well: the Y2K 
bug has been beaten, the Energizer Bunny is still marching, 
and NADGUG keeps on truckin'. Happy New Year! tJ. 

CQCS: Clayton Overholts-coverholts@malg.com;904-363.6339,ext.0729 
AOS & AOS/vS: Ed Undberg-elindber@Wnec.edu; 413-782- 1246 

Communications: vacant 

Healthcare: vacant 

ICOBOL: Tim Boyer-tlm@denmantire.com; 330-675-4249 

INFOS: vacant 

Windows NT: Ardavan Tajbakhsh-ardavan@ccs.carleton.ca; 613-520-2600 ext. 2510 

Oracle: Clayton Overholts-<overholts@maig.com 

PERF: Phillip Webster-1lhilllp.webster@bmhcc.org; 901-227-5314 

UNIX: Tim Boyer-tim@denmantire.com; 330-675-4249 
Electronic Commerce: vacant 



Business 
Intelligence 
Boot Camp 
Refines Business Processes for Customers 

D ata General has unveiled the 
Business Intelligence Solution 
Center (BISC), a unique combi

nation of technology solutions designed 
to enable organizations to achieve com
petitive advantage by quickly designing 
and deploying a robust Business Intelli
gence platform. 

The BISC, which is located in CffiER's 
Mclean, Virginia office, combines Mi
crosoft's SQl Server 7.0 and OlAP Ser
vices technology, Data General's high
performance A ViiON Windows NT serv
er solutions, EMC's ClARiiON fibre 
channel storage solutions, and CIBER's 
data warehousing expertise. The Busi
ness Intelligence platform provides com
petitive advantage for organizations by 
empowering decision-makers to make 
better decisions faster, refine business 
processes quickly and efficiently, and en
hance customer service. 

The core BISC service offering, the 
Business Intelligence Boot Camp (BI 
Boot Camp) provides in-depth data 
warehouse design, implementation, and 
training, and allows customers to utilize 
and test the performance and scalability 
of SQl Server 7.0 with their own data. 

"Business Intelligence Boot Camp 
saved us considerable time and expense 
and put us well on our way to data 

warehousing success," stated David 
Barondess, application development 
manager of Financial Technologies, a BI 
Boot Camp participant. 

"Our customers today require more 
control over their data in order to make 
informed business decisions and pro
vide better citizen services," said Pete 
Hayes, General Manager, Microsoft 
Federal Systems. "We're delighted to 
work with technology leaders like 
CIBER and Data General to help deliver 
the benefits of SQl Server 7.0 and 
OlAP Services technology. With the 
BISC, our customers can begin seeing 
results today." 

"The BISC exists to show customers 
how they can leverage technology to 
make Business Intelligence a reality for 
their organization," commented Brian 
Moran, CIBER's database solutions 
practice leader. "Microsoft's SQl Server 
7.0 and OlAP Services, combined with 
Data General's A ViiON servers and 
EMC's ClARiiON storage systems, de
liver a robust foundation for deploying 
the most powerful business intelligence 
solutions." 

Additional information about the 
Business Intelligence Solution Center 
is available by email at BISC@Ciber 
.com. ~ 
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Interactive Cobol has it all ... 

o Highest performance 

o Lowest cost 

o Easiest maintenance 

o Greatest flexibility 

o Fastest development 

o Coolest features 

o Exciting new features: ICDGTERM, 
WATCH, ICNETD, CISAM support 

Everything you need 

o Interactive Runtime Systems for 
MS-DOS and DOS networks, 
Windows, Windows 95, 
Windows NT, AOSNS and 
virtually any flavor of Unix 
(SCO, AIX, HP/UX ... ) 

o New ODBC interface for PC 
programs - Microsoft Access, 
Excel, Crystal Reports, etc. 

o Interactive Development System 

o Fast Interactive Cobol Compilers 
produce both CX and PD/DD files. 

o Cross Reference Utility 

o Code Dumper Utility 

o Multi-Windowed Debugger 

o Link Kit and User Library provides 
direct interface with C programs 

Gerry Manning & Associates 
9324 Menaul Blvd., NE 

Albuquerque, NM 87112 
Phone: (505) 293-1746 

Fax: (505) 293-1 843 

Our U.KJEurope Distributor 
Broadnet Ltd., Falcon House 

North Feltham Trading Estate 
Feltham, Middlesex, TW14 QUQ 

Phone: 0181893 1515 
Fax: 0181 8932183 

Contact: Roland Eckert 



DATA GENERAL NEWS 

Bob Dutkowsky Outlines 
Vision for Data General 

Data General, 
(a Division of EMC), 
recently announced 

an aggressive strategy 
to extend its leader

ship in the rapidly 
growing server 

consolidation market
place. Bob Dutkowsky, 

formerly 
executive vice president 

for Markets & Channels at 
EMC was designated its 

new President October 18. 
DGFocus had the 

opportunity to ask 
him some questions 

about where the new Data 
General Division is going. 

DG Focus: What's driving the new strategy? 

Bob: With the dramatic growth in Internet u e and increased torage requirement, many 
customers have recognized the significant advantages of centralized storage. The same kinds 
of benefits can be realized through a consolidated server model that addresses the need for 
high-availability, lower cost of ownership, and effective management and cost control. 

As Microsoft NT and Windows 2000 play an increasingly important role in the mis
sion-critical application environment, there is an excellent opportunity for Data General to 
extend its leadership in server consolidation. Data General wilJ do for computing what 
EMC did for storage. Our vision is to simplify, control, and consolidate computing. 

Our customers can achieve greater information availability while lowering their cost 
of ownership by simplifying their information environment and centralizing control 
through consolidation. 

DG Focus: What does "server consolidation" mean for customers? 

Bob: It lets them protect their infrastructure investments, create flexible architectures to 
handle fluctuating workloads, deploy new servers safely, and eliminate single points of 
failure. It does all this while improving server management and control and reducing total 
cost of ownership. Those benefits are highlighted in this table. 

The Benefits of Server Consolidation 

• Infrastructure for investment protection 
• Flexible architecture for various workloads 
• Fail safe deployment with service levels for capacity, performance, and high availability 
• Easier to manage and control servers, appliances, storage, and networks 
• Elimination of single points of failure 
• Lower total cost of ownership 

DG Focus: What experiei.1Ce does Data General have in the server consolidation market? 

Bob: We have been delivering a level of server consolidation, which highlights packaged, 
point solutions, for several years. Our existing pre-loaded, pre-configured "in-a-Box" solu
tions - Cluster-in-a-Box, Exchange-in-a-Box, and TermServer-in-a-Box - are a first phase of 
server consolidation, while giving our customers the tools to get online quicker. We'l! ex
pand this concept with additional pre-packaged rack solutions and function-specific 
servers that provide increased management capabilities and enable customers to more ef
ficiently meet their computing needs. 

Our A VFlex NUMA (non-uniform memory access) partitioning solutions satisfy another 
facet of server consolidation by combining UNIX and NT into one rack-mounted system. 

DG Focus: What markets will Data General address? 
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DATA GENERAL NEWS 

Bob: Our target will be the middle market, companies with 
500 to 5,000 employees, which represents the level below the 
Global 2000, a segment that values the "high-touch" model of 
ervice that Data General provides. 

We will also leverage the success we have seen in the 
healthcare market. As our strategy evolves in the coming year, 
we expect to re-energize our efforts in the financial services 
market as well. 

DC Focus: Why is Data General focusing on NT? 

Bob: Data General has excellent technology and a soHd cus
tomer base in NT. Our new strategy will allow us to buiJd on 
the strengths that have made us successful in the NT market. 

In addition, to support our NT customers, we offer 99.9% 
uptime guarantees for our A ViiON" enterprise servers run
ning Windows NT and SQL Server 7.0. We were also the first 
to offer a 99.9% uptime guarantee for Microsoft Exchange 5.5. 
The guarantee enhances our high-availability solutions for 
mission-critical operations. 

DC Focus: How does UNIX fit into this NT strategy? 

Bob: As part of our s trategy, we will continue to use the 
NUMA architecture to deliver high-performance UNIX solu
tions while extending the architecture to deliver similar capa
bilities for Windows NT solutions. Data General NUMA 
servers have been installed globally since 1995, providing so
lutions in business critical 24x7 environments on Wall Street 
and in major distribution outlets and healthcare institutions. 
These systems will clearly be a significant part of our server 
consolidation strategy as many applications call for a UNIX 
database server as a backend to consolidated NT servers. Our 
AVFlex systems allow both DG/UX and NT to be deployed in 
NUMA partitions, making this platform a natural for those 
kind of customers requirements. 

DC Focus: Where else will DG focus? 

Bob: Data General will continue its core research and develop
ment expertise in Intel-ba ed processor systems and high-per
formance operating systems. These technologies will form the 
foundation for future appliance solutions. /l 
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Data Ge w Initiatives 

Electronic Clinical Records Strategy 
Promise of a Filmless Healthcare Environment 

D ata General has recently outlined its Electronic Clinical 
Records strategy. This new strategy, called "The Five Ele

ments of Picture Archiving and Communications Systems 
(PACS)," includes five multimedia elements that deliver a 
comprehensive P ACS solution to healthcare organizations by 
bringing radiology and other departments into the domain of 
integrated clinical information and fulfilling the vision of a 
filmless healthcare environment. 

Data General's strategy for server consolidation will meet 
the expanding market need for a simplified computing envi
ronment that reduces total cost of ownership, and provides re
liability, high-availability, and increased control-which is key 
to health care organizations as they build IT infrastructures and 
adopt new technologies. 

Data General's "Five Elements of PACS" solution includes 
its strategic healthcare partners and offers healthcare organiza
tions worldwide the following capabilities: 
1. Universal image acquisition, 
2. Image management distribution, 
3. Clinical image display, 
4. Enterprise image storage networks, and 
5. Image-enabling your hospital information systems (HIS). 
This fifth element is Data General's key competitive advantage 
and includes technology from strategic partners Swissray, 
Markcare, Worldcare Technologies and Meditech. 

"Our fifth PACS element emerged from the realization 
that the key to efficient patient care-integration of patient
centric, multimedia data across a healthcare organization's en
terprise-is achievable only through image enabling. The re
sult is instant access to critical health information for clinicians 
who log on and identify the patient only once," said Ken 
Waldbillig, P ACS operations manager at Data General. 
"Replacing X-ray film output with digital images has made us 
far more efficient in providing quality healthcare," said Steve 
Curry, director of medical imaging, Princeton Community 
Hospital. ''With Data General's PACS solution, we have been 
able to distribute electronic images simultaneously from multi
ple locations, transmit images between departments and re
mote or satellite facilities with a single keystroke, and control 
our storage space requirements. Making the switch from X
rays to images has dramatically reduced the chance of losing 
or misplacing an X-ray image due to human error." 
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The Five Elements of PACS at Work 

In addition to Princeton Community Hospital, today's health
care organizations are also evaluating electronic clinical solu
tions and their impact within their larger information system's 
(IS) environment. 

Element 1: Image Acquisition. Successful multimedia 
image acquisition is highly dependent on the integration of the 
hospital information system/radiology information system 
(HIS/RIS) demographic and procedure specific information. 
The objective, after all, is to make data as available as the dial 
tone on a telephone. 

Element 2: Image Management and Workflow. Electronic 
image management only works if the right information is con
Sistently entered at the right time. Data General's Electronic 
Clinical Record solution eliminates human error and enables 
intelligent workflow by integrating with an organization's 
HIS/RIS, ensuring that any changes to patient information are 
automatically communicated before images are created. 

Element 3: Image Display. A successful diagnosis process 
depends on the highest possible image quality and compara
tive analysis of relevant historical information. Data General's 
offering provides radiologists and other specialists with crisp, 
clear images that are generated quickly and cost-effectively, 
and can be accessed from a multitude of locations. 

Element 4: Image Storage. Healthcare organizations gen
erate an enormous amount of images, many of which must be 
archived for years or even for a patient's lifetime. Data Gener
al's solution uses the latest storage management technology to 
provide a Mission Critical Computing Environment that orga
nizations can depend on to protect and manage their vital data. 

Element 5: Image Enabling. In today's healthcare envi
ronment, patients are frequently seen by a number of doctors 
across a multitude of departments. To ensure efficient and co
ordinated care, Data General provides physicians with instant 
access to patient-centric, multimedia health information. Clini
cians no longer have to spend valuable time tracking down in
formation on their various patients, enabling faster and more 
accurate clinical decisions. In many cases they can use the ex
isting HIS to access Electronic Clinical Records. 

Additional information on Data General's heaIthcare solutions 
is available at www.dg.com/healthcare. t1 



in the Healthcare Industry 

Data General Provides Maxxim Medical 
With Platform For Rapid Growth 

A ViiON., NUMA server aJlows company to process $1.5 million a day in orders, 
from hurricane-proof customer support center 

Maxxim Medical Inc., of Clearwater, Florida has cho en 
Data General to help protect its rapid growth in health

care manufacturing and distribution. Maxxim Medical i a 
major, diversified developer, manufacturer and marketer of 
specialty medical products for use in acute and alternate care 
ettings such as custom procedure trays, medical gloves, endo

scopic and laproscopic systems as well as electrosurgical and 
video systems for general surgery, urology, gynecology, inter
ventional radiology and critical care. 

The Data General solution will support all of the compa
ny's operations, from order entry to distribution to sales analy
sis, enabling Maxxim Medical to process $1.5 million worth of 
orders per day from various sites in the U.S. and Canada. 

Maxxim Medical's new platform combines Data General's 
high-end A ViiON A V 25000 NUMA (non-uniform memory ac
cess) server and EMC's CLARiiON FC5500 storage system 
with distribution management software, Web-based manage
ment applications and a Progress database. The system is locat
ed in Data General's Customer Support Center in Atlanta, pro
viding backup in a secure environment and around-the-clock 
technical support. 

As a company that has experienced significant growth in 
the last five years, with revenues now reaching $700 million 
annually, Maxxim Medical needed a management solution that 
would handle existing transactions and support future growth. 

"We chose the A V 25000 system because it provided an 
easy and economical growth path for us," said Joseph Dailey, 
Executive Vice President of Information Services for Maxxim 
Medical. " It has plenty of capacity for today's business, and 
has been configured in such a way that we can easily add 
processors to meet our future needs." 

A Flexible Solution 
Approximately 100 Maxxim Medical employees in the U.S. and 
Canada will access the system. Maxxim Medical's new solution 
combines hardware, software, server and operating system 
components designed to accommodate future growth. As 
many as 64 processors can be added to the A ViiON 25000 serv
er as Maxxim's needs increase. EMC's CLARiiON storage sys
tems ensure high reliability, while the DG / UX operating sys
tem supports critica l business operations through high 

availability and security. Data General's Web-based M3W 
server management application and avisphere storage man
agement tools allow for remote management of the server and 
storage systems. 

A Secure Solution 
Florida is infamous for severe weather, posing a threat to the 
reliability of computer systems. Data General offered Maxxim 
Medical a cost-effective solution that would protect the integri
ty of their new platform-locating the new system within Data 
General's Customer Support Center (CSC) in Atlanta. This se
cure, safe environment ensures the endurance of the systems, 
with dual power and telephone grids and an on-site generator. 
In addition, the CSC is a source for technical support, available 
24 hours a day, 365 days a year. 

"The CSC has been very responsive," said Bill Weaver, 
manager of Information Services for Maxxim Medical Support 
Services. "If I'm working late or need something done, or if I 
have a problem on the weekend, there is always someone there 
to reach out and touch the machine." 

Past Success/Future Plans with Data General 
Maxxim Medical began its alliance with Data General in 1991, 
installing a Data General A ViiO server to run manufacturing 
and distribution management software. As the company grew 
rapidly, the server was replaced with an AV 5800 system. By 
1998, it was handling over $250 million a year in orders. The 
new A V 25000 server was installed to anticipate continued 
company growth. 

Based on success with the A V 25000 server, and sights to
ward more company expansion, Maxxim Medical plans to use 
the AV 25000 server as a back-up for three of the company's 
major manufacturing sites. The company is also looking to de
ploy an NT-based AViiON server to accommodate the increas
ing need for NT-type services over the company's wide area 
network. 

"We had more than doubled our business before we mi
grated from the A V 5800 to the A V 25000, and we hope to do 
that again," said Dailey. "We've been successfully using a Data 
General solution for years. It's our standard replacement sys-
tem for our acquisitions." 6. 
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To promote 
an exchange 
of information, please 
contact the csc site 
or the e-mail addresses 
included in some 
of the comments below 
if you have additional 
input for questions
especially those where 
no response has been 
indicated. 
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WWW.CSC.DG.COM -
AOSNS: 

Q_I purchased 7.73 to upgrade from 
_7.68. Can I just install it over the 

current system and bring it up? I assume 
that there have been relatively minor 
changes from .68 to .73. 

R-Only problem I have seen is that if 
_ VT100 or Asian Language Support 

is enabled on IAC16's and all lines are 
genned you will get an "lAC out of 
memory error." The release notice ex
plains this problem. Also VS 7.73 is still 
not Y2K without additional patches. 

Q _A company here in town called 
_me the other day and they have 

not done anything about the Y2K issue. 
They are running ACYS/VS 6.01 and very 
old revs of INFOS and COBOL on a 
MV4000. They intend on stopping all 
processing around December 15th and 
use the system thereafter for reading the 
data only. The only disks on this system 
are a 147 Kismet and a 592 Argus. Both 
disks are about 90% full. Can anyone 
think of any consequences of simply set
ting the date back on this system so it 
does not go into the year 2000? They 
bought reproduction copies of ACYS/VS, 
Sort/Merge, INFas, and COBOL within 
the past week, but I am leary about the 
amount of room left on these disks. 

R-I can' t imagine any consequences 
_even if they do let the date go to 

1/1/2000. An ACCEPT will probably 
show something weird, like 1/1/100, 
but if they're just reading data that's on 
there already, it shouldn't matter. And 
disk space is tight, which is going to 
cause thrashing. But, again, if they aren't 
writing anything-delete all you can 
and.run it. 

DG/UX: 

Q_After upgrading to MU06 I found 
_a problem with new aliases. It 

gave the following output: 

dbm map "AliasO" : unsafe map file 
/ etc/ aliases: Function not implemented 

WARNING: cannot open alias database 
/ etc/ aliases 

Cannot create database for alias file 
/ etc/ aliases 

The answer was to remove 
/ etc/ aliases .dir and / etc/ aliases. pag 
then it worked fine. Can anyone shed 
some light on this for me? I have looked 
around the system and don't see any 
problems-but CRON dies at random. 
Below is the email I recieved from one of 
our programmers: 

Michael, Recently we've been getting the 
following message in the /var/cron/log 
file: 

! SIGTERM Mon Nov 1 05:27:24 1999 

! ""*"""" CRON ABORTED ...... " .. " .... Mon 
Nov 1 05:27:24 1999 

We have been getting it on all the Noah 
88K DGs and on some of the DG Intel 
boxes. 

Do you know what would cause 
this error? Also, on the 88K DGs, once 
this error occurs, cron does NOT appear 
to .run for days or weeks (until a reboot?) 
No one is killing CRON intentionally. 
Has anyone seen this before? 

R-I don't know if this is the same 
_ problem, but we applied a mainte-



nance update and a similar thing started 
to happen to us. A call to DG quickly 
solved the problem for us. It appears that 
this update had a known bug that 
stopped the cron. We applied patch 09 
and that solved the problem. Just out of 
curiosity, can you try running at? Some
times I would run at and that would 
wake cron up for a few hours. 

Q.I am starting to use dump2 as an 
. alternate way of backing up files. 

CPU'S: 
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WWW.CSC.DG.COM -
It seems to work fine on both my ma
chines (A V2I00, A V3000). However, it 
always reports the tape capacity at 
150mb. One of my drives is 12gb the 
other is 4gb. Is something wrong here? 

R. Well, you can use the "-in parame
. ter to cause dump2 to ignore the 

estimate, but a better plan would be to 
use the -M mediumtype option to ay 
what kind of tape you're using. You may 
need to add a medium type, with its 

B ULLET I N B OARD 

capacity; this can be done through 
sysadm (I think) or by directly editing 
/ etc/ dumptab. Sounds like you need to 
read the man page on dump2, at the 
very lea t. I think you can also (through 
sysadm) specify what kind of medium is 
the default for a given drive, and dump2 
may check that. We use the -M option. 

R. I missed that on the man page. I as
• umed that the 'system' would 

know what / dev / rmt/O was. Thanks. t::.. 

COMPUTERS, INC. 

PRINTERS: 
(3) MV25000 W /64 MB MEMORY Y2K COMPLIANT 
(2) MV25000 32 MB MEMORY BOARDS 

(2) P9012 PRINTRONIX 
(1) TALLEY 6090 (BRAND NEW) 
(1) C-ITOH CI 5000 (1) MV5000 DC 

(1) MV18000 
TERMINALS: 
(40) D211 
(3) D578 
(1 00) D215 
(20) D210 
(10)0414 
(50) 0413 
(5) D460 
(5)D410 
(20) D412 PLUS 
(10) D214 
(4) LINK 125 TERMINALS 
MODEMS & MUXES: 
(2) CODEX 6740 DCP MUXES 
(1) CODEX 6742 MUX 
(6) CODEX 6015 MUXES 
(1) CODEX 6745 MUX 
(6) CODEX 3600 SERIES MODEMS 
(2) CODEX 3512 SERIES MODEMS 

(1) TALLEY 2060 
(3) OKIDATA 395 
(2) EPSON LQ 2550 
(2) FUJITSU DL6400 
MISCELLANEOUS: 
(2) DG CLARION DISK ARRAYS 
(2) GT88 MEGATAPES 
(2) DG 4605 AVIIONS 
(1) ATT 4271+ PROTOCOL CONVERTER 
(6) HADAX 4001 RM PATCH PANELS 
(1) MEMOREX TELEX 1174-90R CONTROLLER 
(1) CODEX DATAPUMP CARD W/DOMESTIC MODULE 
(3) RETIX 4000 SERIES LAN BRIDGE 
(2) DOWTY SYSTEMS T1 CSU MODEL 7055020 
(1) BAYNETWORKS ACCESS NODE HUB AE1001011 

OKIDAT A DISTRIBUTOR/SERVICE 
ACER DISTRIBUTOR/SERVICE 
COMPAQ DISTRIBUTOR/SERVICE 

761 COATES A VENUE, HOLBROOK, NY 11741 • PHONE: (631) 467-2500 EXT. 232 OR 234 FAX: (631) 467-5609 
VISIT OUR WEBSITE: WWW.NPACOMPUTERS.COM 
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Breaking Ground for Windows 2000 
- HorneLife Brings it Horne 

Data General Solution Provides Simplified 
Computing Infrastructure for HomeLife 

I n what is seen by many analysts as a 
bold move, HomeLife stores recent
ly announced that it has chosen 

Data General to provide a complete, 
centralized computing infrastructure in 
an early adoption of the Windows 2000 
operating system. 

HomeLife, formerly the furniture di
vision of Sears, began doing business in 
1992, as Sears HomeLife. It recently be
came a private company, requiring it to 
invest in an independent IT infrastruc
ture that would be fully operational in 
less than 18 months. Currently, the re
tailer has 127 stores and distribution 
centers across the country and is head
quartered in Hoffman Estates, Illinois. 

The company was looking for a cost-

By Geri Farman 

effective solution that could be easily de
ployed, administered, and managed 
from a central location to support its 
overall business growth plans. It was 
also looking for a reliable and scalable 
solution - one that could have addi
tional stores added seamlessly as the 
business expanded. In addition, the 
company was seeking a solution that 
would provide a development environ
ment to support planned e-commerce 
initiatives. With limited staffing, Home
Life also required strong technical and 
project management with a proven 
methodology to ensure the success of 
the implementation. 

Believing Microsoft Windows 2000 
interoperating with GERS Retail Sys-

tems Enterprisel software on Data Gen
eral's NUMA platform was the best so
lution to handle HomeLife's business 
plans, the company entered the Win
dows 2000 Rapid Deployment program 
and chose Data General, a major suppli
er of enterprise IT solutions, to help 
them deploy a Windows 2000-based 
network. As part of Microsoft Corpora
tion's Windows 2000 Rapid Deployment 
Program, HomeLife is following an ag
gressive schedule to enable it to run its 
entire business on Windows 2000 by 
February 2001 . 

The Windows 2000 Advantage 

Two of HomeLife's key objectives in 
developing its solution-reliability 

New Services Program - Jump Start Roadmap - To Help Busi
nesses Deploy Microsoft Windows 2000 

D
ata General has announced a comprehensive ser
vices roadmap to support organizations upgrading 
to the Microsoft Windows 2000 enterprise level ar

chitecture and operating system. The Windows 2000 Jump 
Start Roadmap provides a comprehensive set of services 
and support programs designed to take customers from 
analysis and planning to full deployment of Windows 2000. 
The program has been developed based on the company's 
experience working with customers participating in Mi
crosoft Corp.'s Rapid Deployment Program for Windows 
2000. 

"Data General's program was designed by our Profes
sional Services organization, with the help of Microsoft, to 
assist organizations with limited technical resources to up
grade their infrastructure to Windows 2000," said Bob Ia
cono, vice president of worldwide professional services for 
Data General, a Divi ion of EMC. "Our unique program is 
based on real world experience and proven technologies, 

12 JANUA RY /FEBRUARY 2000 

allowing businesses to maximize their investments and fully 
take advantage of the power of the new Microsoft enterprise 
level architecture." 

"Data General has demonstrated continued commitment to 
developing products and services that allow customers to real
ize the benefits of Windows 2000," said Deborah Willingham, 
vice president, Business Enterprise Division, Microsoft Corp. 
"Data General's Jump-Start program is an excellent solution 
for customers looking to take advantage of the scalability, 
manageability, and high availability that Windows 2000 pro
vides." 

"The Windows 2000 Jump Start program is instrumental for 
a smooth roll out of Windows 2000 throughout our company," 
said Christopher Smith, chief information officer for Home
Life. "Recently we split from Sears Roebuck & Co. and have a 
very short time to develop a new IT infrastructure. With the 
help of Data General we will be able to meet alI our objectives. 
As part of that plan, Data General's Professional Services 



and sca lability, are al 0, according to 
Micro oft, two of the top de ign objec
tives for Windows 2000. 

Microsoft conducted an unprece
dented level of testing during the de
velopment of Windows 2000, depend
ing heavily on customer feedback to 
deliver reliability improvements that 
are built into every major component of 
the operating system. The e improve
ments include tool and features that 
help organizations eliminate reboots, 
increase system uptime, avoid memory 
leaks and run mission-critical applica
tions. 

Sca lability improvements in Win
dows 2000 allow organizations to sup
port large user populations running a 
wide range of applications, such as on
line transaction processing, electronic 
commerce, and email and messaging 
services. Windows 2000 is built from 
the ground up to meet the Internet 

needs of any busines . For the enter
prise, Window 2000 feature technolo
gies that allow busines es to give their 
cu tomers componentized, reliable and 
easy-to-use Web sites. For knowledge 
workers, tighter brow er integration 
and improved extensibility provide the 
ability to browse faster, better and 
smarter. 

HomeLife Turns to Data General for a Win
dows 2000-Bosed Solution 

With a limited number of IT staff, 
HomeLife needed a solutions 

provider that was an early adopter of 
Windows 2000, could provide strong 
technical and project management, and 
had a proven methodology that would 
ensure the success of the implementa
tion. The company turned to Data Gen
eral, because it was able to provide the 
right mix of experience with enterprise 
Windows computing, robust servers, 

WI NDOWS 2000 

and profe sional services. 
Data General's solution for Home

Life is focused on server and storage 
consolidation, providing scalability 
and manageability, and reducing total 
co t of ownership. It include the pro
ject management, design, implementa
tion, and deployment of the company's 
local area network and wide area net
work for its 127 locations, in support of 
over 2,000 corporate and remote users. 

The entire infrastructure solution will 
run on the Windows 2000 operating sys
tem and host a variety of Microsoft ap
plications including Exchange, IIS, Ac
tive Directory, SMS Server, SQL 7.0 
relational database, print and file, and 
Internet Explorer. It is expected to go 
"Ii ve" in HomeLife's corporate head
quarters in December 1999, supporting 
300 users, and deployed across an addi
tional 1,700 Windows 2000 Professional 
desktops by March 2000. 

group is working closely with us to develop a complete action 
plan and implement Windows 2000 in our new IT environ
ment." 

Windows 2000-based Enterprise Migration Planning 
Service. This service provides further refinement of the ar
chitecture and design including Active Directory, Windows 
domain design, and site structure. The result is a detailed 
project plan to accomplish the customer's migration from 
Windows NT 4.0 to Windows 2000. 

The Data General Windows 2000 Jump Start Roodmop 

Through the Windows 2000 program, Data General offers 
organizations using its A ViiON enterprise servers and 

EMC advanced storage solutions, as well as any other ven
dors' server and storage solutions, the following five, phased 
custom services: 

Windows 2000-based Comprehensive Assessment Ser
vice. This service provides detailed information regarding mi
gration to Windows 2000 and the impact that this will have on 
the customer's Windows NT Enterprise and IT Infrastructure. 

Windows 2000-based Architecture and Design Service. 
This provides a mapped out strategy that allow for pilot te t
ing of Window 2000. Te ting also includes the customer's ap
plication, and can be performed in one of Data General's Ap
plication Testing Centers (ATC) or at the customer's site. This 
service can be provided on Data General's latest certified for 
Windows 2000 server hardware. 

Windows 2000-based Enterprise Migration Service. 
This is a custom service encompassing the entire process re
quired to migrate the customer's production environment 
to Windows 2000. Data General utilizes a proven project 
management methodology and experienced project man
agers. In addition, custom services such as Data General's 
Windows 2000 Server-based Implementation Services are 
performed by Microsoft Certified Professional Services En
gineers. 

Pricing and Availability. The Window 2000 Jump Start 
Roadmap program is available now. For more information 
on the program and Data General's additional Windows 
2000- and Windows NT-based services call 1-800-DATA
GEN or visit the Data General Web site at www.dg.com/ 
Windows2000/. 6 
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"We chose Data General because of 
its commitment to Microsoft Windows 
2000-based solutions," said Christopher 
Smith, Chief Information Officer for 
HomeLife. "Data General ha strategic 
relationships with key software 
providers and the ability to act as a sin
gle point of contact, leveraging its ex
tensive engineering expertise across a 
variety of technologies. We are confi
dent that Data General is the right part
ner to ensure that we realize the bene
fits of Windows 2000 now and in the 
future." 

Smith also noted that in addition to 
Data General's ability to provide a sin
gle source solution, its industry leader
ship in NUMA technology and fibre
channel storage made it the clear choice 
as their IT solutions provider. "Its 
proven ability to provide a platform for 
GERS technology and provide ongoing 
service and support, convinced us that 
the Data General solution would meet 
our current needs and support us into 
the future as our business grows." 

The HomeLife Solution 

The Win 2000-based infrastructure 
will depend almost totally on re

dundant connectivity in the wide-area 
network and redundant servers run
ning Windows 2000 and Active Directo
ry. The servers will reside at the compa
ny's Hoffman Estates, Ill., headquarters 
and in Atlanta . According to CIO 
Smith, the highly centralized architec
ture will let him operate the chain with 
an information technology staff of 15. 

HomeLife's enterprise infrastructure 
solution features twenty dual processor 
AViiON AV 3704R Windows 2000 
servers and eight A V 2800 servers, in
cluding a Data General Microsoft Win
dows NT Cluster-in-a-Box solution and 
a Data General Exchange-in-a-Box solu
tion, each housing two A ViiO A V 
3704 servers. The Windows 2000 oper
ating ystem host Micro oft Exchange, 
lIS, Active Directory, SMS Server, SQL 
7.0 relational database, print and file, 
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and Internet Explorer. The A V 3704 
servers are also running Axent's Raptor 
Firewall security software, Dynamic 
Host Server Protocol (DHCP), and a 
sales forecasting application. 

Data General's Network Solutions 
practice has designed and is currently 
implementing a Frame Relay WAN and 
switched LAN for 127 locations. Net
work applications will provide connec
tivity for approximately 2000 users and 
will eventually support state-of-the-art 
RF, application prioritization, security 
and Internet applications. The manage
ment of HomeLife's WAN and LAN 
network solution will be handled by the 
DG Managed LiiNKSSM service. This 
service provides 7 x 24 network moni
toring and network management ser
vices for HomeLife's 140 location WAN 
and LAN. 

In addition, HomeLife's new tech
nology platform includes two Data 
General A V 25000 NUMA enterprise 
servers. The primary server is a 24-
processor, configured with 24 GB of 
memory to run the GERS Enterprise1 
software solution for its retail automa
tion needs. The second NUMA server is 
an eight-processor, with 8 GB of memo
ry, used for disaster recovery at a re
mote hot-site location. The EMC 
CLARiiON storage system includes 600 
gigabytes of full-fibre channel CLARi
iON FC5500 and FC5000 storage for 
DG/UX, configured to support multi
ple levels of RAID in a fault tolerant 
storage configuration. 

These servers are used to run GERS 
Retail Systems' Enterprise1 software so
lution, a business processing solution 
that meets the company's retail automa
tion needs, and also for disaster recov
ery at a remote hot-site location. Data 
General's advanced NUMA technology, 
combined with GERS Retail Systems' 
Enterprise1 retail applications solution 
provided the single vendor IT solution 
that HomeLife required. Enterprise1 is 
the foundation for GERS' Retail Suite of 
Products, a business processing solu-

tion that automates the merchandi ing, 
distribution, and financial requirements 
for the entire retail demand chain. 

Data General also provided Home
Life with professional services for de
sign, implementation, and long-term 
support for the data center operations. 
Data General is currently designing a 
complete enterprise infrastructure solu
tion that will accommodate HomeLife' 
future growth. 

The company's WAN will use Sprint 
Corp.'s frame-relay service backed up 
by Integrated Services Digital Network 
connections at each store. 

Thanks to HomeLife 

A computerworld article on Home
Life's plans, "Retailer Bets Big on 

Windows 2000" (December 6, 1999), 
noted that going without an in-store 
server was a proven model when main
frames occupied the back end . .. but in 
this case the back end will be Windows 
2000. Taking note of this pioneering 
new / old model, Dan Kusnetzky, an an
alyst at International Data Corp . in 
Framingham, Mass., was quoted in that 
article as saying that HomeLife's ag
gressive rollout means it will be one of 
the biggest early bettors on Windows 
2000. "I think people are going to be 
very jubilant that these people, out of 
the goodness of their hearts, are testing 
(Windows 2000) for the rest of us." 

Others indicated that Smith's plan 
is sound. Brian Hume, president of 
Martec International Inc., was quoted as 
saying that Smith probably won't have 
as much money for systems as he does 
now for a long time. Selecting a new 
platform will let him have a current in
frastructure for longer than he would if 
he selected what is mature today. Many 
eyes will certainly be watching to see 
how it works out. And does Smith have 
a back-up plan if it doesn't? In that 
same article, he said that the backup 
plan is to use Windows NT 4.0 if Win
dows 2000 didn't perform well enough 
in testing. 6. 



• IBM Sues EMC 
Over Data Storage Patents 
The Wall Street Jou rnal ( (23 Dec 99) reported that IBM has 
filed a lawsuit against competitor EMC Corp., charging that 
EMC violated a patent cross-licensing agreement and fraud
ulently transferred disputed Data General patents to a shell 
company, DG Patent Holdings LLC. The Data General 
patents were at the core of a long-running fight between 
IBM and Data General, which dates back to 1994 when Data 
General claimed that IBM's AS/400 computers violated sev
eral DG patents. Under a cross-licensing agreement with 
IBM, EMC's recent purchase of Data General required it to 
"use reasonable efforts" to assist IBM in any patent disputes 
with that company. IBM charges that instead of allowing 
the DC lawsuits to be "extinguished" by the agreement, it 
"conspired" to keep the suits alive by transferring owner
ship of the patents to DC Patent Holdings one day before 
Data General shareholders voted to approve its acquisition 
by EMC. An EMC spokesman says IBM's lawsuit is "just 
the latest tactic by IBM to prevent this case from being 
heard on its merits. IBM is trying to obscure the account
ability for its infringement of Data General's patents be
cause of the magnitude of its AS/400 business." 

• EAGLE Software Distributes 
Gator Automated Tape Libraries 
EAGLE Software is now distributing the all new Gator fam
ily of automated tape libraries from Spectra Logic, includ
ing the Spectra 12000 and Spectra 64000. The Gator family 
offers an enterprise solution for mid-range to high-end data 
centers. Gator libraries are designed to backup and restore a 
heterogenous enterprise to a centralized location. Gator li
braries are equipped with Sony AIT-2 drives with a native 
capacity of 50GB and a native transfer rate of 6MB/sec. The 
Spectra 12000 offers 2 to 8 AIT-2 drives with 60 or 120 car
tridges, and capacity of 3TB to 15.6TB. The Spectra 64000 
has 2 to 32 drives with 100 to 640 cartridges and 5TB to 
83 .2TB capacities. Additional features include a touch 
screen user interface, SCSI or Fibre Channel interface, mul
tiple-host capabilities (up to 16 hosts) and a compact, rack
mountable design. 

In addition to the Gator libraries, EAGLE also distrib-

utes the full line of Spectra tape libraries including the 
TreeFrog, BullFrog and SAN tape units. For more informa
tion visit: www.eaglesoft.com. 

• Transoft Enables 
eBusiness Deployment 
Ttansoft, an Atlanta-based provider of data connectivity 
middleware and application modernization products, has 
announced the release of its Transoft Component Frame
work (TCF). TCF enables organizations of all sizes to build 
new applications, including eBusiness applications, faster 
and with less risk by integrating advanced component
based development (CBD) methods with their mission-crit
ical legacy applications and data. By using TCF, firms are 
able to develop an "e" layer to place on top of existing 
legacy code. For more information, visit www.tran: 
soft.com. 

• "Java in a Nutshell" Updated 
-discount possible 
O'Reilly & Associates has announced the arrival of a new 
edition of one of their all-time bestsellers, "Java in a Nut
shell" by David Flanagan. This new (third) edition covers 
Java 1.2 and 1.3, and all the classes and interfaces in the fol
lowing APIs: java.lang, java.io, java.beans, java.math, 
java.net, java.security, java.text, java.utit and javax.crypto. 

In order to cover Java thoroughly, "Java in a Nutshell, 
Third Edition" is now part of a three-volume set of quick 
references., each of which can be purchased separately. If 
you have an older edition of '1ava in a Nutshell", O'Reilly 
will give you a 25% discount on the purchase price of the 
newer edition. To receive the discount, write the discount
ed price on the order form and send in the title page from 
the older edition. For example, if you have the first edition 
of "Java in a Nutshell" and you'd like to get the updated 
third edition, take 25% off the standard price ($29.95 x .75 
=$22.46), add shipping and send it in along with the title 
page of the older book. (You must send in the original title 
page to get the Discount- no photocopies allowed.) If you 
have any questions, contact a representative from O'Reil
ly' s Customer Service Department (800-998-9938) . 
http://www.oreilly.com 
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• Upgrade for SPI 
-Software Piracy Intervention 
To prevent software piracy and track those who attempt it, 
New Wave Software, Inc. has developed SPI-Software 
Piracy Intervention. SPI adds a protective layer to software 
products that allows only those end-users who legitimately 
purchased the software to install it. No matter how many 
copies of a protected program get distributed illegally, only 
the valid purchaser can install the product. For more infor
mation, contact New Wave Software, Inc.: ~ 
. nwspi.com. 

• First Consumer-driven 
Application Service Provider 
Personable.com, the first application service provider (ASP) 
delivering a full spectrum of "shrink-wrapped" software 
products online on a subscription basis opened in Decem
ber at www.Personable.com. Offering an array of familiar 
software, including Microsoft Office 2000 Suites, Person
able.com is hoping to become the solution for individuals, 
small offices/home offices, and small bUSinesses-affording 
access to key applications without the expense or infra
structure traditionally associated with their use. 

According to The Yankee Group, applications hosting 
services will grow to an $11 billion business by 2002, up 
from $3.1 billion in 1999. Much of that growth is expected to 
come from front- and back-office implementations of appli
cations hosted online, but individual consumers will also 
move quickly away from shrink-wrapped applications and 
toward online-hosted applications, such as Personable.com. 
Personable.com's Account Manager allows 'Just in Time' 
delivery of the latest desktop applications. Different from 
other ASPs that offer specialized software to a specific mar
ketplace, Personable.com offers familiar titles on a subscrip
tion basis direct to consumers, beginning with Microsoft 
Office 2000 Suites. Anyone who has at least a 56K connec
tion speed and Internet Explorer or Netscape Navigator 3.0 
or higher has the necessary tools. 

When users sub cribe and log onto Personable. com, 
they are presented with a fully functional Microsoft Win
dows 2000 desktop in their browser with software already 
installed and ready to use. Anything that can be done in a 
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Windows environment on the desktop can now be done 
through Personable.com. Users can run many Windows ap
plications, such as Word or Excet print documents, ave or 
rename files-all through the Personable. com virtual desk
top. Personable. com users can save completed projects on 
their own computer or on the Personable.com server, 
backed-up daily. Each subscription comes with 10 MB of 
hard drive storage space free of charge. If the project is 
saved to the Personable. com server, subscribers can access 
their work anywhere and anytime from any PC with Inter
net Explorer or etscape avigator 3.0 or higher . 

Personable.com's Account Manager lets consumers 
subscribe or unsubscribe to applications dynamically. There 
are no more worries with upgrades, since Personable.com 
automatically upgrades software in its library whenever a 
new version is introduced . For a limited time, 
Personable.com is offering a trial program for users to expe
rience its services at no charge. Details are available at 
www.Personable.com. 

• Asset Management Program 
to be Released 
Asset Technologies, L.L.C., a start-up software develop
ment and consulting firm, has announced that "Precise/, an 
inventory and assets management tool is scheduled for 1st 
quarter 2000. The company stated that Precise "is the first 
asset management tool based on a management modet not 
an IT modeL" CEOs, CFOs, and management staff will have 
asset management software organizing information the way 
they would like to see it, not just for the technical staff. Pre
cise organizes computer systems resources from a business 
management point of view, as opposed to a "help desk" or 
systems management viewpoint. For more information, 
visit www.aassets.com. 

• Usage Tracking Software 
for Microsoft Exchange Server Systems 
Promodag has released the Enterprise Edition of Reports 
for Microsoft Exchange Server version 2.6 with SQL server 
support. Managers of Microsoft Exchange Server systems 
now have comprehensive new software from Promodag 
that provides a single tool to optimize performance, con-



duct detailed analysis of usage, and track incoming and 
outgoing e-mail messages. 

A complimentary tool called PROMODAG Store Log is 
available as freeware from Promodag. PROMODAG 
StoreLog stores the information collected from the message 
tracking files from Microsoft Exchange Server into a Mi
cro oft Access database. This allows administrators to more 
easily read the message tracking information. 

The heart of Promodag Reports v2.6 lies in its ability to 
measure a full range of trends and variables. This is the in
formation most likely to be chosen when evaluating trend 
data-which is most valuable for capacity planning-and 
performance tuning. The measured items include: number 
of mailboxes; number of distribution lists; number of mes
sages delivered per time period by destination area; storage 
by mailbox by department; top n originators; top n recipi
ents; gateway and bridgehead traffic 

This information is stored in the message tracking files 
of Microsoft Exchange Servers. However, reading those 
files can be difficult and tedious. Promodag Reports v2.6 
takes this information and produces reports to analyze the 
utilization of the server. 

Promodag Reports v2.6 currently has two editions. The 
Professional edition builds Microsoft Access databases from 
message tracking files, while also providing a variety of an
alytical reports and graphs. The Enterprise edition offers 
users a choice between Microsoft Access and SQL Server 
databases. The base price of the software is $450, which is 
adjusted depending on the number of servers and clients. 
For more information, visit www.promodag.com. 

• Remote Print Manager 
for Windows NT 
Brooks Internet Software, Inc, has announced the release of 
RPM Remote Print Manager (RPM/NT) 3.0 for Windows 
NT, the latest product from their TCP /IP network printing 
product line. RPM/ NT is the only complete solution sup
porting LPD and stream protocols that enables users to re
ceive and customize print jobs from any AS/400, 
mainframe, UNIX or Windows-based system to any Win
dows printer-locally or remotely. The product is available 
for servers and workstations and has undergone extensive 

Y2K testing within the Windows NT environment. 
RPM/NT configures as a NT service that automatically 
starts at system boot and remains active until the system 
shutdown, independent of user activity. 

While many print servers only allow a straight pass
through of data from the host system to a printer, RPM 
provides extensive formatting capabilities in text printing, 
and the ability to work with third party software via filters . 
For more information, contact: www.brooksnet.com/ 
rpmnt30-ann.html. 

• "Win32 API Programming 
with Visual Basic" 

"Win32 API Programming with Visual Basic" by 
Steven Roman provides the missing documentation for VB 
programmers who want to harness the power of accessing 
the Win32 API within Visual Basic. This new book pub
lished by O'Reilly & Associates shows how to create power
ful and unique applications without needing a background 
in Visual C++ or Win32 API programming. 

According to Roman, Visual Basic is a very protected 
environment, for which we pay a penalty in terms of limit
ed access to the operating system and very limited direct 
access to memory. Microsoft seems to feel that VB program
mers should be shielded from the intricacies of the Win
dows operating system. But Visual Basic's ease and speed 
of development comes at the cost of poorer performance, 
lack of flexibility and control. Serious Visual Basic pro
grammers will eventually feel a need to get under the hood; 
Steven Roman's new book gives them what they need to di
rectly call the Win32 API . 

"Win32 API Programming with Visual Basic" shows 
how to do relatively simple tasks, such as adding tab stops 
to a list box and gathering system information (i.e., which 
version of Windows is running on a system and the number 
of buttons on the user's mouse), as well as advanced pro
gramming techniques such as synchrOnizing two VB appli
cations so they can work in cooperation with each other and 
how to extract data from controls that belong to another ap
plication. For more information see: www.oreilly.com/cata
log/win32api/ 6. 
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Does Anybody Really 
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KnowVVhat 
Time It Is? 

By Tim Boyer, Special to DGFocIIs 

B
y the time you read this, civiliza
tion as we know it will have 
ended, and you'll be using this 

magazine to light a fire in your cave. Ei
ther that, or this whole Y2K thing will 
have gone the way of the Michelangelo 
virus - another overhyped, overblown 
media circus. Guess which way I'm bet
ting. 

Of cour e, there were real issues to 
be corrected, but for the most part we 
just quietly went and did them, and 
they worked just fine. One of our sys
tems that had to be updated for the next 
century was our time clock. We've been 
using the Kronos timekeeping system 
for more than a decade, with the same 
time clock. If you ever saw this environ
ment, you'd know why that was so 
amazing. Ever spill the toner in a copi
er? We go through 9,000,000 pounds of 
that stuff a year - In 55-pound paper 
bags. 

In other words, it's dirty here, and 
if we find a piece of equipment that will 
hold up in the plant, we tend to hold on 
to it - despite any shortcomings. Our 
time clock is as sturdy as a tank, but it 
does have what could be a fatal flaw for 
a machine of its genre. It keeps lousy 
time. Luckily, it's hooked to a PC 
which updates the time clock daily. Un
luckily, the PC is only marginally better 
at keeping time. So, once a month or so, 
as I wander through the plant, Bobby 
Todd will stop me and tell me that folks 



are complaining about the time clock 
again, and I'll wander back and re-set 
the clock on the PC, which will update 
the time clock. 

There just had to be a better way. 

The old software ran on DOS. The new 
stuff runs under Windows 9x, which 
means I had the opportunity to put the 
PC onto the network. I did, and at the 
same time solved my time problems. 
The location for the software is 
ftp:// time-b.nist.gov / pub/daytime. 
The timeserver.info file begins-

The NIST Network Time Server is 
synchronized to the NIST cesium clock 
ensemble. The server transmits time 
using three common internet protocols: 
the daytime protocol, which uses tcp/ip 
port 13, the time protocol on udp / ip 
port 37 and the NTP (Network Time 
Protocol), which uses udp/ip port 123. 
The tcp/ip protocol is the simplest one 
to use. Its transmissions provide ad
vance notice of leap seconds and of the 
transitions to and from Daylight Saving 
Time (based on the US transition dates 
of the first Sunday in April and the last 
Sunday in October). 

And since I'm all in favor of 'sim
plest to use,' I downloaded everything 
and installed the software to use port 
13. The software comes with a Makefile, 
and the only changes needed were 
those that anyone who's compiled soft
ware for dgux is familiar with - add 
the usual libraries, so the last line of the 
Makefile reads as so: 

gcc -0 nistime tcp.o sw.O -Insl 
- I socket 

Then, somewhere in your cron file, put 
the command 'nistime - S'. I' ve got 
mine running daily; that's probably 
overkill, but what the heck. So let's run 
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it. The -S switch automatically up
dates the clock, so: 

# />nistime-S 

Time message received: 
DL 

MJD YY MM DD HH MM SS ST S H 
Adv. 
5152899-12-1621:45:370000857.9 
UTC(NIST) " 

Standard Time now in effect. 
Local Clock - NIST = -61 second(s). 
Adjustment was started. 

Now, let's try it again. The time should 
be changed, so there should be no ad
justment. 

Local Clock - NIST = -60 second(s). 

Huh? Still off by almost a minute. What 
gives? 

Well , nis time doesn' t actually 
change the time all at once. After all, 
you may have a cron job that goes off at 
12:03. What happens if the time gets 
flopped from 12:02 directly to 12:04? 
Well, in dg/ ux, nothing - your job exe
cutes. Other operating systems may not 
be so forgiving. So, rather than actually 
change the time, the program calls 'adj
time.' Adjtime will very, very gradually 
add or subtract microseconds to the 
system clock, in order to get it into sync. 
It's now the next morning, and the com
mand returns 

Local Clock - NIST = 0 second(s). 
No adjustment is needed. 

So now you've got your dg/ ux box 
running right to the microsecond. What 
to do about all of those PCs you've got 
out there? There are versions of nistime 

that' ll run on them, but it's much easier 
to just use one of the builtin NET func
tions. 

NET, that Swiss army knife of 
Windows utilities, has a TIME com
mand that will allow you to keep your 
workstations synchronized with the 
server. I've got the command in a logon 
script, but since we rarely turn a com
puter off here, I've also got it running 
once a day in everyone's scheduler pro
gram. The syntax is-

NET TIME \ \ DENMAN /SET / YES 

And it will return something like-

Current time at \ \denman is 12/17/99 
8:52AM 

The command completed successfully. 

I've outlined one of the simplest 
ways of managing tinle services. There 
are many others, such as Network 
Time Protocol (NTP) that will keep 
your system constantly updated . I 
think that it's a bit of overkill, but you 
may need more than a once-a-day syn
chronization. 

The place to look is http:// tycho 
.usno.navy.mil. Everything you ever 
wanted to know about time, and more. 
Oh, and one warning. If you've got 
good firewalls - and if you don ' t, 
why don't you? - you may need to 
add a filter to allow calls to and from 
port 13. I:l 

Tim Boyer is IS Manager at Denman Tire 
Corporation. He may be reached at 400 
Diehl Rd., Leavittsburg, OH 44430, (330) 
675-4249, emailedattim@denmantire.com. 
or on the Data General web bulletin board 
site at www-csc.dg.com. 
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OPEN NOTEBOOK 

Cautionary Technology Tales 
Musing on Microsoft's Products and Perilous Position 

Oh Where Oh Where Has My Lander Gone? 

I
t's been a real bummer of a week for 
me as far as interplanetary travel is 
concerned. The Mars Polar Lander 

ha disappeared without a trace. ASA 
ha 10 t two Mars re earch craft in the 
space of three months. The Mars Cli
mate Orbiter failed because of a mathe
matical unit error (Engli h in tead of 
metric) which cau ed it to enter the 
Martian atmo phere at too high a 
peed. 

The Mar Polar Lander failed for 
some yet unknown reason. In the past 
ix years, more Mars missions have 

failed compared to tho e that have uc
ceeded. I am not trying to be a Monday 
morning quarterback and ay they 
should have done this or they hould 
have done that. The fact that they have 
been as uccessful a they have been is 
an accomplishment in it elf. I'm di ap
pointed becau e the Mars Polar Lander 
could have made a major contribution 
regarding whether or not life ever exist
ed on Mars. Al 0, the planetary align
ment between Earth and Mar i such 
that a practical launch window for a 
Mar mis ion only occurs every couple 
of year . The next Mar launch window 
will not occur until 2001. There i talk 
that the failure of the Mar Polar Lan
der may put the proposed 2001 pro
grams in jeopardy. If that is the case, 
then the next window will not occur 
w1ti12003 or later. 

The failure of the la t two Mars 
mi ion has notrung directly to do with 
computers, but it does have a moral for 
tho e u ing technology. In 1993, a bad 
fuel ystem cau ed the $900 million 
Mars Observer to pin out of control on 
the way to the Red Planet. After that 
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By David Novy, Special to DGFocus 

failure, ASA changed its philosophy 
from big, expensive, and does all, to 
small, cheap, and fast. In 1996, NASA 
launched the Mars Global Surveyor, a 
$155 million version of Ob erver. It was 
a trong ucce . After the 1997 success 
of the Mars Pathfinder, ASA began to 
concentrate more and more on making 
spacecraft as cheaply as pos ible. The 
past two missions indicate that perhap 
they cut too deep. A mission to land on 
Mar seems to me to be more risky than 
a mission to orbit Mars, yet less was 
spent on the failed 1999 Polar Lander 
mission than was spent on the 1996 
Mar Global Surveyor. The fact that one 
has a risky mission combined with the 
fact that a mission window on.ly occurs 
every two years seems to indicate that 
one should spend ome additional 
money to try to increase the odds of 
success. 

I think there is an analogy between 
Mars exploration and the computer 
world. Windows T Server hardware is 
cheaper than U IX server hardware. 
However, the upport costs for Win
dow NT are rugher and from my expe
rience there is no question that U IX 
servers are more reliable. For my tastes, 
using Windows T servers for enter
prise, mission-critical, 7x24 systems is 
not only impractical, it verges on being 
impossible. I am now working with a 
mission-critical, 7x24 operation that is 
ho ted on an NT server. It is a disaster. I 
have great difficulty maintaining an in
terprocess link to the server, the system 
has to be rebooted several times a day, 
and only one person at a time can be 
logged on to the server. I hope tha t 

ASA will be able to make the neces
sary changes so that its 2001 missions 

will be a succe s. I hope that I never 
again have to deal with a mission criti
cal application that is hosted on an Win
dows NT 4.0 erver. Microsoft rules the 
desktop, but server are another matter. 
I believe in the project development 
adage: you can have it cheap, fast, or re
liable - pick two out of three. 

Bill Gates Needs to Go Fishing 
I realize that it is old news by now, but 
in case you have been living in a cave: 
On November 5, 1999 U.S. District Court 
Judge Thomas Penfield Jackson issued 
his findings of fact in the government's 
antitrust lawsuit against Microsoft. The 
judge ruled that Microsoft had monop
oly power to stifle competition and in
novation. The judge did not state 
whether he felt that Microsoft gained its 
monopoly power through innovation or 
illegal business practices, but there was 
little doubt that the judge did not con
sider Microsoft a computer software in
novation leader. There were never many 
que tions in my mind that the judge'S 
findings would favor the Department of 
Ju tice. I have seen too many examples 
of Microsoft crushing its opposition 
over the years. 

What I find interesting is Mi
crosoft's response. They still don't seem 
to feel that this is really happening to 
them. Bill Gates was at a computer con
ference talking about all the innovative 
partnerships his company presently is 
involved in and how many more will be 
coming in the future. However, what 
Gates didn't state is that these partner
ships are largely for Microsoft's advan
tage and on Microsoft's terms. All I can 
say is that if I were Gates, I'd be trying 
my best to negotiate a settlement, be-



cause any ruling the judge makes will 
be more painful to Microsoft than any 
settlement would be. 

This case reminds me of the U.S. 
Supreme Court case of Minnesota et. al. 
v. the Mille Lacs Band of the Chippewa 
Indians et. al. In 1837, several bands of 
the Chippewa (Ojibwe) ceded land in 
present-day Minne ota and Wisconsin 
to the United States government. The 
United States, in turn, guaranteed to the 
Indians certain hunting, fishing, and 
gathering rights on the ceded land 
"during the pleasure of the President of 
the United States." 

ow it turns out that the land 
where the Ojibwe had the hunting and 
fishing rights included Lake Mille Lac 
- the best walleye fishing lake in Min
ne ota. In 1990, after years of litigation, 
the Ojibwe began exercising newly-ac
quired off-reservation rights granted to 
them in 1837 by doing spear fishing. To 
anyone but an Ojibwe this is illegal. 
They were met by violent racist mobs at 
boat landings in northern Wisconsin . 
Ojibwe spearers were verbally and 
phYSically assaulted when they tried to 
launch their boats. Only a federal court 
injunction and stiff fines dissuaded op
position to the Ojibwe's court-sanc
tioned fishing. 

A negotiated se ttlement was 
reached in 1993, which would have 
drasticaLly limited the band's exercise of 
hunting and fishing rights in exchange 
for $6 million dollars and the transfer of 
Minnesota state land to the band. All 
that was needed was for the Minnesota 
legislature to ratify the settlement. 

However, a group of Minnesota 
sport anglers opposed the treaty ratifi
cation. Ironically, the spokes per on for 
this group was a former Vikings head 
coach, whose initials are also B.G. 
(Bud Grant) The anti-treaty faction 
managed to stop the ratification of the 
agreement. To make a long story short, 
the Ojibwe went back to court with 
their claims. On March 24, 1999, the 
U.S. Supreme Court rendered their ver
dict that the 1837 Treaty was still in ef
fect. The Ojibwe had won in court and 

O PEN N OTEBOOK 

the value of the verdict i far more than 
$6 million dollar . 

I've learned during my life time 
that there are three thing one doe not 
mess with: Texas, the IRS, and the U.S. 
judicial system. Right now Microsoft is 
messing with two of these entities at the 
same time. Before Microsoft continues 

on its pre ent cour e, I uggest that Bill 
Gate invite Bud Grant to go ice fishing 
on Lake Mille Lacs. 6. 

David Novy is a technical computer spe
cialist with 3M in St. Paul, Minnesota, 
and a longtime NADGUG member. 
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y ou can get a running start on pre
venting password problems with 

preventive maintenance-designing and 
implementing password policies that 
eliminate (or at least reduce) logon dis
tress syndrome. 

There are plenty of philosophical 
musings published about the "proper" 
approach to passwords, but the truth is 
that not all companies have the ame e
curity needs. If a complicated password 
strategy isn't necessary, then give it up 
and relieve yourself of the burden of try
ing to implement that system. If your 
physical offices are secure enough that 
strangers aren't freely helping themselves 
to keyboards, and if none of your servers 
are exposed to the Internet or dial-in con
nections, you can take a less paranoid ap
proach to password . 

Windows NT and Passwords 

The T logon process is an elegant ap
proach to password-based security. The 

T password model, when combined 
with intelligent password policies, works 
well to assure the security of both the 
local T workstation and the network 
logon server. 

Logon Process 

The logon process begins with the Ctrl-

Alt-Delete logon sequence, which ham
pers poseurs from gaining access. The 
Ctrl-Alt-Delete combination is called the 
Secure Attention Sequence (SAS), and it 
activates the Winlogon process. This key 
combination avoids conflicts with key
strokes used by applications. In addition, 
the combination can be implemented at a 
very low level of the operating system, 
which helps to protect password informa
tion from Trojan horse programs. (A Tro
jan horse program can present a fake 
logon function that steals the password 
and records it, then sends it back to the 
person who created the Trojan horse.) 

After the user enters a username and 
password, Windows NT hashes the pass
word and sends it to the local machine's 
Local Security Authority (LSA). The LSA, 
using the LsaLogonUser API, calls an au
thentication package. The default authen
tication package for Windows NT is the 
MSVl_O Authentication Package, which 
uses the records stored in the Security Ac
counts Manager (SAM) database. The 
SAM stores two passwords for each user: 
a LA Manager-compatible password 
(for logons from legacy computers) and a 
Windows NT password (for logons from 
Windows NT clients). 

The MSV authentication package has 
two sections, called the top half and the 
bottom half. The top half runs on the local 
machine and the bottom half runs on the 



machine that holds the user account in
formation. 

The clear text password from the 
user is passed to the top half of the MSV 
Authentication Package, which encrypts 
it, and converts it to both a LAN Manag
er password and a Windows NT pass
word. Then it passes the encrypted pass
word on to either the local etlogon 
service (for domain logons where the 
user enters a domain name in the logon 
dialog box) or the local lower half (for 
local machine logons). 

For domain logons, the etlogon 
service routes the request to the etlogon 
service on the appropriate remote com
puter (an authenticating server). The 
server returns a 16-bit challenge response 
called a nonce, which is a randomly gen
erated number. The nonce and the 
hashed password are merged and sent 
back to the server (this assures that the 
communication is from the same re
questor). If the returned data is the ex
pected data, the Netlogon service of the 
authenticating machine passes the re
quest to the bottom half of its own MSV 
Authentication Package. The bottom half 
of the MSV Authentication Package 
queries the passwords in the SAM and 
compares them to make sure they're 
identical. 

Both the LAN Manager-compatible 
password and the Windows NT pass
word are stored doubly encrypted in the 
SAM. The first encryption is a one-way 
function (OWF) encryption of the clear 
text password, and that encryption is 
generally considered unbreakable. The 
second encryption is an encryption of the 
user's relative 10. To decrypt it, you 
would need to have access to the user's 
relative ID as well as the algorithm for 
the double-encrypted password. The sec
ond encryption is applied totally for the 
purpose of creating obfuscation. The 
SAM provides the LSA with the user's 
Security Identifier (SID), along with the 
SIDs for any group the user is a member 
of. The LSA creates the access token that 
is used for the session. 

The OWF version of the LAN Man
ager password is created by encrypting a 
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constant with the clear text pass
word, using DES encryption. 
The clear text password is 14 
bytes, and the encrypted pass
word is 16 bytes. The first 7 
bytes of the clear text password 
are used to compute the first 8 
bytes of the OWF-encrypted 
password, and the second 7 
bytes of the clear text password 
are used to compute the second 
8 bytes of the OWF password. 

Table 2-1: 

Ranges Available for Entering Password Options 

Option Available Range 

Maximum Password Age 1-999 days 
Minimum Password Age 1-999 days 
Minimum Password Length 1-14 characters 
Remember Passwords 1-24 unique passwords 
Bad Logon Attempts 1-999 attempts 
Reset Count After 1-99999 minutes 
Lockout Duration 1-99999 minutes 

The OWF version of the Windows 
T password is derived using the RSA 

MD-4 encryption algorithm. RSA MD-4 
computes a16-byte summary (called a di
gest) of the string of clear text password 
bytes. 

If the security checks fail, the user is 
denied permission to log on. 

Password Policies 

The password policies you establish for 
your organization can either strengthen 
or compromise the security built in to 
Windows NT password functions. Potent 
policies add more security but carry a 
higher risk of user error. Flimsy policies 
make life easier for users (and, by exten
sion, for administrators), but may jeopar
dize the security of your company's data. 

Every user account on your network 
should have a password, even though all 
the Microsoft client operating systems 
permit user logons with null pa swords. 
Having determined the need for pass
words, you have to decide on password 
policies. 

Global Password Policies 
Password policies for the domain are set 
by opening User Manager for Domains 
and choosing Policies? Account from the 
menu bar. Most of the options in the Ac
count Policy dialog box are self-explana
tory. However, it may not be obvious that 
some poliCies are either mutually exclu
sive or mutually dependent. 

• If you permit password changes im
mediately, you should not select the 
option to keep password history. 

• If you permit blank password, you 
cannot set a minimum password 
length. 

• If you specify a number of passwords 
that must be u ed before a user can em
ploy a previous password, you must 
also specify a number of days in the 
Minimum Pa sword Age section of the 
dialog box. 

Table 2-1 specifies the choices available 
for those policy options that provide 
range. 

The mutually exclusive policies have 
a hidden agenda; one side is always easier 
to implement. The cost of that ea e is, of 
course, the level of security. While it's 
tempting to say that it's perfectly all right 
to opt for easy implementation if the do
main is physically secure and spies (gov
ernment or industrial) don't find your 
data worth much, I can't say it. Too many 
administrators underestimate the risks of 
users within the company getting into 
computers that have secure data they 
shouldn't see (such as payroll data). 

If you establish poliCies that require 
periodic password changes, minimum 
pa sword lengths, bans on using previous 
passwords, and other similar require
ment , you're going to spend some time 
dealing with user complaints and prob
lems. However, I've found that once users 
learn that the company is seriou about 
security and they have to live with the 
policies, they adjust nicely. 

Your password poliCies should ex
tend beyond the features and functions 
available in Windows T by making 
password rules clear to all employees. 
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Create and di tribute a policy tatement 
about the company rules for pa word. 
For example, what are the permitted 
methods for writing down passwords? 
You should explicitly state that if a user 
needs to make a note of a new password, 
the note cannot also contain the logon 
name, cannot be taped to the monitor, 
cannot be kept in the top drawer of the 
de k, and 0 on. You hould have explicit 
rule about penaltie for haring pa -
words with other user . Be sure u er are 
notified that administrators may be au
diting logon . 

Lockouts. The option you select re
garding lockouts are a matter of your 
own judgement and preference. There is 
no happy ending for the saga of the user 
who continues to enter the wrong pas -
word innumerable times. It's a mysteri
ou behavior pattern, but it happens 
often. You can either let the user amu e 
him elf for hour in thi manner, or lock 
him out after some pecified number of 
bad attempts. Either way, eventually the 
user will call you for a si tance, and the 
lockout option just makes it sooner 
rather than later. Having opted for lock
out, you have two choice for handling 
locked out users: 

• The lock is permanent, which means 
an administrator mu t pecifically un
lock the u er. 

• The lock is removed and reset after a 
period of time that you pecify, 0 the 
u er can try again. 

Mo t of the time, you'll find that config
uring lockouts for a pecific duration is a 
wa te of time (this option i for optimistic 
administrators). The user is probably not 
going to remember his password just be
cause some period of time has elapsed. 

To unlock a u er, open User Manag
er and double-click on the user's listing. 
In the User Properties dialog box, de e
lect the Account Locked Out checkmark. 

Becau e unlocking a u er does noth
ing to improve his memory, the unlock
ing process usually includes entering a 
new password for the u er. Enter and 
confirm a simple password and tell the 
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u er what it is. Then re et the u er' con
figuration option 0 that he mu t create 
a new password on the next logon. The 
figure you specify in the lockout duration 
must be as large as, or larger than, the fig
ure specified for Reset Count After. 

The account lockout policy works 
only for standard logons. If a user is try
ing to gain access from a workstation that 
was locked by pressing Ctrl-Alt-Delete I 
Lock Workstation, or is trying to get past 
a password-protected screen saver, bad 
pa sword entries will not cause a lockout. 

Force logon to change password. 
The option to force users to log on in 
order to change a pa word i de elected 
by default. If you turn it on, it means a 
user must enter her current password in 
order to create a new one. This provides 
an additional level of security, but it can 
create extra work for administrators. If a 
user logs on after her password has ex
pired, she's unable to create a new pass
word because she can't log on. You'll 
have to create the password for her. 

User Password Policies. 
There are some password options you 
can specify on a user-by-user basis. Most 
of the time, you configure the e options 
when you're creating the user. You can 
change existing user password options by 
double-clicking the user's listing in User 
Manager to open the U er Properties dia
log box. 

TIP: Unfortunately, Windows NT 4.0 does 
not permit you to set user password options 
on a group-by-group basis. This would be 
very productive, because password policies are 
(or should be) related to the level of access. 

Forcing a new password at next 
logon. The option forcing the user to 
change the password at the next logon is 
elected by default when you create a 

user. After the user logs on and com
pletes the password change, the check 
mark disappears from the checkbox. If 
you re-enter the password in the user's 
Properties dialog box (because the user 
forgot his password or because you had 
some other reason to change the pass-

word in User Manager), the check mark 
reappears in the checkbox. You can 
leave the checkmark or de elect it, de
pending on the circum tance . You can
not u e thi option if you've configured 
account poliCies so that a user is forced 
to log on in order to change the pass
word. It's pOSSible for an administrator 
to generate passwords for u ers, but it's 
not advisable unless you automate the 
process by using a software applica
tion-it's just too much work. Windows 

T 4 doesn't provide any generated 
password features, but there are third
party applications that create password 
files. 

Prohibiting password changes. 
The option specifying that the u er can
not change the password is designed for 
accounts that are shared by multiple 
users. Many companies have worksta
tions at which any user who knows the 
password can log on, perhaps in the ac
counting department where anyone who 
works on Accounts Payable can use the 
computer that has the checks printer at
tached. If you specify that a user cannot 
change the password, you cannot enable 
the mutually exclusive option to have 
the user change the password at the next 
logon. It's also a good idea to apply this 
option to the Guest account. 

Eliminating password changes. 
The option to let the password live for
ever (Password ever Expires) carries 
a great deal of potential danger. Its 
purpose is to make it easy for you to 
create special accounts (print manage
ment, backup, and so on), but if you're 
trying to maintain a secure system, 
those account types aren't a good idea 
anyway. The only set of circumstances 
in which I've ever agreed to let an ad
ministrator use this option is within a 
domain site that has no incoming trust 
relationships from other sites in the or
ganization. Small, physically secure 
sites (such as small branch offices) 
might reap some benefit from this pass
word policy because it's free of poten
tial password problems and requires 
Ie s administration. 



Disabling accounts. Disabling an ac
count makes it inactive; it can't be used to 
log on and any attempt to do so will pro
duce the error message "Your account 
has been disabled. Plea e ee your y tem 
administrator." Disabling an account is 
u eful for several account types: 

• The Guest account, if you don' t want 
guest logons 

• Template accounts 
• Users who are away from the office for 

an extended period 

Remember that the disabled account i 
checked only at the logon target. For ex
ample, if you disable an account on the 
workstation, but the logon process is tar
geted for the domain, the di abled work
station account is ignored and the user 
logs on to the domain without error. 

Good Passwords 
Most of us let users create their own pass
words, and it's a good idea to di tribute 
guidelines for this task. You can present 
your definition of a good password, 
along with some suggested rules (you 
could call them real rules, but some are 
difficult to enforce). 

The best password is one that's 
unassociated with the user, because a 
clever intruder who knows the user could 
possibly crack such a password. On the 
other hand, a password that has no asso
ciation for the user may be eminently for
gettable. Users solve this problem in a 
number of amusing ways, ranging from 
writing their passwords on po t-its that 
they affix to their monitors to leaving 
notes in an unlocked desk drawer. 

A good pa sword contain alphabet 
character , numbers, and special charac
ters (, . ; : .. % & i), or at least two of tho e 
three. If users have difficulty remember
ing such an involved password, another 
suggestion is to merge unrelated adjec
tives and nouns, such as funnyc10ck or 
smartbottle. It's even more effective to 
use that scheme if you place a number or 
special character between the words. 

T passwords are case-sensitive, 
and while this fact can bring some addi
tional complexity to a password, it's an-

other one of those little touche that u er 
have a problem remembering. 

The longer the pa word, the harder 
it i to gue , 0 you might want to re
quire a ix- or even-character minimum 
length ( et the minimum in the Account 
Policy dialog box of User Manager for 
Domains). If you choo e to permit null 
pa swords, you cannot set a minimum 
pa sword length. 

TIP: lntruders sometimes lise software that 
helps them crack passwords. Get YOllrself a 
copy of one of these programs and test YOllr 
passwords (run surprise quizzes at variolls 
workstations). If any password is cracked 
within a few seconds or a minllte, tell the u er 
to create a new, more complicated password. 

(hanging Passwords 
T 4 has a password expiration policy 

available in the Account Policy dialog 
box, and you can u e it to force u ers to 
change passwords at an interval you feel 
comfortable with. In addition, you can 
mandate how many password changes 
must be made before a u er can reu e a 
previous pas word (the maximum i 24). 
Incidentally, if you u e thi option, it' a 
good idea to configure your pa word 
policies so that immediate changes are 
not permitted (deselect Allow Change 
Irnrnediately). 

It's not always nece ary to change 
password at regular interval, but 
there's a rule of thumb that says the high
er the level of access, the more frequently 
passwords should change. Unfortunately, 
NT 4 doesn't permit pa sword expiration 
policies to be set for group, so you have 
to find a duration that keeps your system 
safe without driving all your u ers crazy. 

Regardless of whether or not you 
opt to configure your y tem for man
dated password changes, there are situa
tions in which you should change pa s
words immediately. For in tance, when 
a user leaves the company or tran fers to 
another site, change the password if the 
user account remains in the sy tem for 
some rea on. 

T begin notifying user fourteen 
days before the date of the pa word 
expiration. You can change that interval 
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in the regi try at HKLM\Software\Mi
cro oft\ Window T\CurrentVer-
ion \ Win]ogon. Create a REG_DWORD 

data item named Pa wordExpiry
Warning. The data you enter in the item 
is the number of day before the pa -
word expiration date that the first re
minder appear . 

When the notification begins, users 
are given the opportunity to change the 
password immediately without waiting 
for the expiration date. The u er mu t 
enter the old pa sword and then the new 
pa word, following which a me age 
di play to announce the pa sword ha 
been changed successfully. When a user 
log on with an account who e pas word 
ha expired, a dialog box appears to insist 
that the u er change the pa sword. 

For ome Windows 95 u ers, the 
procedure de cribed in the previous 
paragraph i followed by an error mes
sage: "The Domain pa word you sup
plied i incorrect, or acce s to your logon 
erver ha been denied." Clicking OK re

di plays the logon dialog box, and enter
ing the new password works. 

What is happening is that after the 
logon reque t is received by the Win
dow T domain controller, and the 
password change ha been written to the 
domain controller, a new logon reque t 
i is ued. However, the original pa s
word is sent to the domain controller in-
tead of the new one. 

This is a bug in the ver ion of the 
Windows 95 network provider DLL 
(MS P32.DLL) that shipped with the 
original retail ver ions of the operating 
sy tem and the OEM ver ions through 
OSR2. The correct ver ion of the file is 
MS P32.DLL ver ion 4.00.951. The file 
has the date 8/20/96 and i 67,584 byte . 
You may be able to find it on a Windows 
95 computer with a very late ver ion of 
an OEM in tallation. If not, you can call 
Micro oft support for information about 
obtaining the file. In the meantime, your 
Window 95 u er can probably live with 
the requirement to re-enter the logon 
after a password change. However, if you 
have a lockout policy that kicks in after 
one bad pa sword entry, the problem be
come seriou . Incidentally, the early ver-
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sion of MS P32.DLL also cau e prob
lems with Strong Passwords (covered 
later in this chapter). 

For Windows T clients, there's a 
potential problem with the process of 
changing a password that you may en
counter if you haven' t installed SP3 or 
later . When the password expiration 
warning appears, including the option to 
change the password during the current 
logon, most users take advantage of the 
opportunity to change the password be
fore it expires. If a user chooses Yes to 
change the password and then cancels 
the process before it's complete, the logon 
proceeds normally. The reminder will ap
pear at the next logon. However, entering 
the pas word for a protected screen saver 
fails, as does the password used to open a 
workstation after it's locked via the Ctrl
Alt-Delete sequence. The workstation is 
totally locked down, and there's no reme
dy except to log on to the workstation 
with a different administrative account. 
Install SP3 or issue a reminder to users 
that they shouldn't cancel the change 
password process mid-stream. 

Hiding the Last Logged-On User 
You gain some additional security by re
moving the name of the last user who 
logged on to the computer from the logon 
dialog box. Anyone who tries to log on 
must know a valid usemame and its ac
companying password. To accomplish 
this, make the following change to the 
registry: 

• For Windows T, go to HKLM\Soft
ware\Microsoft\ Windows T\Cur
rentVersion \ Winlogon. Add a new 
data value entry of type REG_SZ to 
this sub key named DontDisplayLas
tUser ame. Set the value to 1. 

• For Windows 9x, go to HKLM\ et
work\Logon. Add a new data value 
entry of type DWORD to the subkey 
named DontShowLastUser. Set the 
value to 1. 

TIP: Don't put the apostrophe in dont. Even) 
time I get a call for help about this feature not 
working, there's an apostrophe in the registry 
entry. 
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Automating Logons 
Sometimes there's an advantage to an au
tomated logon process. The most obviou 
value is that a u er who doe n't have to 
enter a password won't have a "forgotten 
password" problem. There's also a good 
argument for using automated logons on 
workstations that are always used by the 
same person and have no important in
formati{)n on the local drive. Worksta
tions or servers that perform services 
(print server, RAS server, etc.) and aren't 
assigned to a user are al 0 candida tes for 
automatic logons. 

When the logon process is automat
ed, users just turn on the computer and 
wait for the desktop to appear. There's no 
need to use the Ctrl-Alt-Delete sequence 
to display the logon dialog box, and in 
fact the logon dialog box never makes an 
appearance. 

Automated logons are established 
for specific users, and before enabling au
to logon, you must make sure the user's 
configuration is appropriate for this fea
ture. In User Manager for Domains, dou
ble-click the user's listing and make these 
changes: 

• Select Password ever Expires (dese
lect all other password options). 

• Enter and confirm a new password so 
you know the password (if you al
ready know the user's password, x 
you can skip this step). 

Then log on to the computer of the user 
for whom you're enabling automatic 10-
gons, using that user's logon name. 

For a computer running Windows 
NT, go to HKLM\Software\Micro
soft\ Windows T\CurrentVersion \ Win
logon. When you select this subkey, you 
should see the data item DefaultUser-

arne with the name of the user for 
whom you're creating the automatic 
logon . Add a new REG_SZ data item 
named AutoAdminLogon and give it a 
data value of 1. Add another REG_SZ 
data item named DefaultPassword and 
enter the user's password as the data. 

For a computer running Windows 
9x, use the same steps for the registry key 
HKLM\Software \Microsoft\ Win-

dow \CurrentVer ion\Winlogon. 
A password i required for automat

ed logon . If you make the regi try 
change for a u er with a null pa sword, 
the fir t automated logon works, but after 
that the process fails (the logon dialog 
box appears). The absence of a password 
causes the operating system to change the 
Boolean data for AutoAdminLogon from 
1 to a after the first logon. 

You cannot use automated logons if 
you've enabled Legal Notice captions 
and/or text during logon. This feature re
quires the u er to click OK, and there is 
no method of automating that step. You 
also cannot enable automated logons if 
you've implemented the feature to hide 
the name of the last logged on user. These 
registry entries are mutually exclusive. 

To bypass the autologon feature, 
hold down the Shift key during the boot 
process. 

Strong Password Functions 

NT 4 Service Pack 2 (and later) includes a 
feature that lets you force users to create 
passwords that are designed to enhance 
password security. Commonly referred 
to as "strong passwords," this feature en
forces rules when users create passwords. 
With strong passwords enabled, pass
word-guessing is more difficult and "dic
tionary attacks" are less likely to succeed. 

Enabling the Strong Passwords feature 
During installation of the service pack, 
the file passfilt.dll is installed in the 
%Sys temRoot% \System32 directory. 
(Sometimes the file doesn't make it to the 
directory, so you may have to find it in 
the SP files and copy it.) 

To enable a strong password policy, 
you must make a registry change that ref
erences this file. On the PDC, go to 
HKLM\SYSTEM\CurrentControISet \Co 
ntrol\Lsa and create a new subkey 
named otification Packages (the new 
key is a REG_MULTCSZ type). Open the 
key and add the data value PASSFILT. 
Reboot the server. 

If you find a otification Packages 
subkey already in the registry, it may 
have a data value of FPNWCLNT, the 



service that manages password synchro
nization with Novell etWare servers 
for File and Print Services for NetWare. 
Add the PASSFILT data item below it, 
don' t replace it. 
Because changes to user accounts are handled by 
the POe, it's not necessary to make the registry 
change on any BOC in the domain. However, I've 
had to promote BOCs to POCs on a number of 
occasions, so I advise you to enable strong pass
words on the BOCs also, just in case. 

When you enable strong passwords 
via passfilt.dll, the following rules apply 
when users create passwords: 

• Passwords must contain at least 6 
characters, and the character string 
must contain at least 3 of these 4 char
acter types: 

• Uppercase letters 
• Lowercase letters 
• Numerals 
• Nonalphanumeric characters 

(,.; : * % &0 
• Passwords may not contain the user 

(logon) name 
• Passwords cannot contain any portion 

of the user's full name 

These rules are specific to the code in Mi
crosoft's passfilt.dll file. Nothing is con
figurable; you must live with the rules 
that are hardcoded in the file. However, 
you can write your own rules and save 
them to passfilt.dll or to another DLL file. 
If you use a different DLL file, you must 
copy it to the %SystemRoot% \System32 
directory and change the registry entry to 
point to it. If you'd already added passfilt 
to the registry, replace the registry data 
with the new filename (you cannot have 
both entries). You can find information 
on the strong password feature, including 
sample code, in the Microsoft Win32 SDK 
Version 4.0. 

Working with Strong Passwords 
Change the Windows T password 
policies for your domain so they work in 
concert with strong passwords. For ex
ample, speCify a minimum length of 6 
characters, which automatically meets 
the requirements built into passfilt.dll 

and also subverts the ability to have null 
passwords. 

Additionally, you should give some 
consideration to the settings for password 
uniqueness. Users seem to find it difficult 
to invent strong passwords, and some ad
ministrators have found it helpful to let a 
user repeat a password after 1 or 2 
changed passwords. The rationale is that 
because the passwords are difficult to 
hack, it doesn't harm security efforts to 
allow users the right to use an old pass
word quickly. On the other hand, admin
istrators who enable the strong password 
feature do so because they want to apply 
the maximum password security features 
available. Forbidding repeated pass
words until a large number of interven
ing passwords are used certainly tightens 
security. I think there's merit to both ar
guments, and my advice is to go for the 
strongest security measures at first. If you 
run into problems because users are hav
ing difficulty coming up with a series of 
strong passwords, you can lower the 
specified number of remembered pass
words or lengthen the interval between 
forced password changes. 

Strong password rules are only en
forced when a user creates a password 
over the network. The passfilt.dll filter 
isn' t active when an administrator is writ
ing directly to the SAM, so you can open 
User Manager for Domains and enter a 
user password that does not qualify as a 
strong password (let's call it a weak pass
word). This gives you the ability to en
force strong password rules on a user-by
user basis . If security is of enough 
concern to warrant the implementation of 
strong passwords, use this bypass spar
ingly, applying it only to users with se
cure workstations and l or low access 
rights. 

If you enter a weak password for a 
user in User Manager for Domains, the 
ability to use a weak password disap
pears when the specified time for pass
word changes has elapsed. When the user 
is required to enter a new password, the 
strong password rules are in effect. The 
only way to let the user continue to use 
an assigned weak password is to prevent 
password changes by selecting Password 
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Never Expires in the user's Properties di
alogbox. 

When a user creates a new pass
word that fails to meet the requirements 
for your strong password policy, the 
error message may be confUSing. The 
most common specious error is "You do 
not have permission to change your 
password." After you check the User 
Properties dialog box to make sure you 
haven' t prevented the user from chang
ing passwords, it's safe to assume this is 
a strong password issue. When the user 
enters a new password that matches the 
strong password rules, the procedure 
works. 

If you decide to disable strong pass
words, just remove the registry entry you 
created (removing the data entry is suffi
cient; you don't have to remove the key). 

Dial-in Users 
If users log on to your server via a dial-in 
connection, you need to configure the se
curity and authentication procedures. 
The security consideration is whether or 
not you permit callers to access only the 
server, or use the server to get to the en
tire network. The authentication choices 
are wider. 

To set the configuration options, 
open the Network applet in Control 
Panel and go to the Services tab. Select 
Remote Access Service and click Proper
ties to open the Remote Access Setup dia
log box. Click Network to display the 
Network Configuration dialog box. 

Server Only Access Versus LAN Access 
In the Server Settings section of the dialog 
box, choose the protocols dial-in users 
can employ. The choices are NetBEUI, 
TCP l IP, and IPX, and the choices are not 
mutually exclusive. Click the Configure 
button for each protocol you permit, and 
either limit the dial-in user to the re
sources on the RAS server, or let the serv
er act as a bridge to the network. 

Dial-in Encryption Settings 
The Encryption settings section of the di
alog box lists the available password en
cryption options, which are mutually ex
clusive. 
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Clear text. The fir t encryption choice 
i Allow any authentication including 
clear text. This i the option that support 
Pa sword Authentication Protocol (PAP), 
which uses unencrypted clear text pass
word authentication. Microsoft supports 
this option to provide interoperability 
with 3rd party PPP clients. It's the least 
onerous, but also least secure, option. 

CHAP. The choice named Require En
crypted Authentication permits a connec
tion to use any authentication requested 
by the client (except PAP). Essentially, 
thi is Challenge-Handshake Authentica
tion protocol (CHAP). NT supports sev
eral encryption algorithms for CHAP au
thentication: 

• RSA MD4 (which is really M5-CHAP, 
discus ed next). 

• DES, which is used by RAS clients 
using Windows for Workgroups, and 
is supported to provide backward 
compatibility. 

• SPAP, which is Shiva's Password Au
thentication Protocol. It's used to sup
port dial-in logons by Shiva clients. 
Even though the name includes PAP, 
this is CHAP, not a clear text pass
word authentication scheme. 

MS-CHAP. The choice named Require 
Microsoft Encrypted Authentication is 
MS-CHAP, Microsoft's rendition of the 
RSA MD4 standard. It provides the most 
secure encryption algorithm that NT sup
ports. Both Windows NT and Windows 
98 clients can use it to connect to an NT 
RASserver. 

If all your dial-in users are dialing 
from an T computer, you can take ad
vantage of the additional security avail
able with data encryption. Click the Re
quire Data Encryption checkbox to 
encrypt all the data coming over the 
wires. 

MDS-CHAP. SP3 added the ability to 
support dial-in clients that request PPP 
MDS-CHAP authentication (the motiva
tion for the change was to support non
Micro oft dial-in clients). Support is en
abled by a registry change and is specific 
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to the RAS server on which the registry is 
changed. The information about the MOS 
account i stored only in the local reg
i try, and cannot be integrated into the 
account database you access through 
User Manager. 

To create support for MDS clients, 
open a registry editor and go to 
HKLM\SYSTEM\CurrentControlSet\Ser 
vices\RasMan\PPP\CHAP. Add a new 
key below the CHAP key named user
name. Add a subkey under that named 
pw, and enter the user's password as the 
data for that key (REG_SZ). Repeat thi 
for every MOS user and password that is 
served by this server. You are, of course, 
adding a clear text password to the reg
istry so it's important to secure the reg
istry against prying. See "Securing the 
Registry" in Chapter 6, Controlling User 
Activity. Microsoft expects to provide full 
MDS-CHAP support in the near future, 
so all this work for rather limited support 
won't be necessary. 

The Windows NT RAS client sup
ports MDS-CHAP encryption so that 
Windows NT PPP clients can connect to 
third-party PPP Servers that use MOS. 

RSA. RSA is an encryption and authen
tication system that uses an algorithm de
veloped in the 70s by people named 
Rivest, Shamir, and Adleman. Their web 
site, http://www.rsa.com/. is a good 
place to visit if you have any interest in 
learning more about security via encryp
tion. 

The RSA encryption is accomplished 
by multiplying two large prime numbers 
and then using the resulting data to de
rive a set of two numbers: one number is 
the public key and the other is the private 
key. (After those keys are determined, the 
original prime numbers are no longer 
needed and are discarded.) 

Both the public key and the private 
key are needed for encryption/ decryp
tion of data, but the private key is never 
sent across the communication channel. 
The sender gets the public key from a 
central administrator and encrypts data 
using that public key. On the receiving 
end, the data is decrypted using the pri
vate key. 

For password authentication under 
RSA, the client ends a public key, then 
u e it private key to encrypt a digital 
certificate. The receiver u e the public 
key to decrypt and authenticate the cer
tificate. 

DES. The Data Encryption Standard is a 
popular data encryption procedure that 
uses a private key so difficult to break 
that the U.s. government has ruled that it 
cannot be exported to other countries. 
There are more than 72 quadrillion possi
ble encryption keys that can be used for 
DES. With DES, both the sender and the 
receiver must know and use the private 
key. 

NetWare Connections 
Many corporate networks mix Novell 

etWare servers within a Windows NT 
network. In some cases, companies main
tain etWare servers for a period of time 
as they complete the migration from et
Ware to NT. Other companies retain Net
Ware servers permanently for file and 
print services. In this mixed environment, 
Windows clients can connect to a Net
Ware server through an NT gateway, or 
access the servers directly. 

Gateway Service for NetWare 
The Gateway Service for etWare 
(GSNW) links every workstation connect
ed to an NT server to all the NetWare dri
ves connected to that server. GSNW is 
commonly used for occasional (rather 
than full-time) connections to a NetWare 
server. 

The Awful Truth About GSNW The 
reason GSNW isn't a useful full-time con
nection is that its performance level is just 
awful. It provides a single highway lane 
to the NetWare resource and then per
mits a whole lot of vehicles to use that 
lane. The traffic moves at the pace you'd 
expect, or even slower than you'd expect. 
This is the quintessential definition of the 
phrase "bandwidth problem." 

You can configure GSNW for unlim
ited users (there's actually a limit, but it's 
in the billions so there's little chance 
you're going to bump into it). If those 



users need to spend any time performing 
tasks on the NetWare share, they're going 
to be extremely unhappy. 

Adding to the problem i the fact 
that GSNW mu t act a a translator be
tween two operating systems that use 
different and incompatible protocols to 
communicate with clients. NT uses the 
Server Message Block (SMB) protocol 
and NetWare uses NetWare Core Proto
col (NCP). On the way out (from the NT 
server to the NetWare server), GSNW 
translates 5MB calls to NCP calls. On 
the way back, it reverses the process. 
The translation procedures are time
consuming. 

Use GSNW for quick and easy tasks, 
perhaps fetching a copy of a file, looking 
at a document, or sending a document to 
a printer. 

The single advantage of GSNW is 
that Microsoft clients don't need any 
other client network software (such as a 
redirector or NWLink). They merely need 
the protocol necessary to connect with 
the NT server. In fact, to avoid conflicts, 
you should remove redirectors from the 
clients that use the gateway. 

GSNW overview. The NetWare server 
sees only the NT server, which it sees as a 
NetWare client. Microsoft clients see the 
NetWare server as a resource on the NT 
server. 

The NT server handles client logon 
validation and passes users through to 
the NetWare server. All users who gain 
access to the NetWare server through the 
gateway have identical rights to that 
server; there is no opportunity to create 
individual permission levels for clients. 

During the first logon to the NT 
server after installing GSNW, you're 
asked to choose a preferred NetWare 
server for the gateway. This is the first 
step in configuring your GSNW ser
vices. When you enter the name of the 
NetWare server, GSNW attempts to log 
you on, using the account and pass
word you used to log onto the NT serv
er. If that account name and password 
don't exist on the NetWare server, the 
logon fails. 

If you logged on to the NT server as 

Administrator (a common scenario), you 
cannot ucce fully log on to the Net
Ware erver, becau e there i no account 
named Admini trator. On NetWare 2.x 
and 3.x servers, the equivalent adminis
trative account is named Supervisor. (On 
a NetWare 4.x server running bindery 
emulation, there's a virtual Supervisor ac
count.) 

On NetWare 4.x, the supervisory ac
count is named Admin. Many NT admin
istrators who are using GSNW to access a 
NetWare 4.x server create an account on 
the NT server named Admin and use the 
password for the Admin account on Net
Ware. (Apparently it's easy to remember 
to type Admin if you're used to typing 
Administrator.) 

Configuring GSNW. You should set up 
the accounts, passwords, and rights you 
need before configuring GSNW. 

You need to set up two user ac
counts on the NetWare server. The first is 
an account with full administrative 
rights. You use this to accomplish setup 
and configuration options for the gate
way. Create the account and password so 
that it matches your logon for the NT 
server (such as the Admin account men
tioned previously). 

The second user account is the ac
count gateway clients use. Using the first 
(administrative) account, establish this 
account. (For NetWare 2.x and 3.x, use 
SYSCON to create the account. For Net
Ware 4.x, use NET ADMIN.) 

• Create a username that reflects the role 
of this account, such as GWUSER or 
GWADMIN. 

• Create a home directory or use an ex
isting one. 

• Create a password. 
• Remove any account restrictions that 

may exist by default. 
• Be sure the account is enabled by de

fault. 
• Ensure there are no time restrictions 

for logging in. 
• Set the rights to the NetWare filesys

terns you need for the gateway. 
• Set the Allow User To Change Pass

word option to No (this isn' t a re-
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quired step, I just think it's a good 
idea). 

TIP: NetWare does 110t support spaces ill ac
count names. If you want to use GW USER, 
you must enter it as GW_USER. 

You need a group on the NetWare 
server named NTGATEWAY. Don' t in
vent a name you like better, this is the 
only name you can use-it's hardcoded 
into GSNW. This group needs rights ade
quate to access the resources the gateway 
clients need. 

• Create the group. 
• Add the user you created in the previ

ous steps to the group (GWUSER, for 
example). 

• Give the group sufficient rights to the 
appropriate NetWare directories. 

You do not need user accounts for the 
clients who use the gateway, because 
they never log in to the NetWare server. 
NetWare sees only the NT server. 

Now you can configure GSNW. To 
accomplish this, log on to the GSNW NT 
server as an administrator and open the 
GSNW icon in the Control Panel. In the 
Gateway Service for NetWare dialog box, 
click Gateway to bring up the Configure 
Gateway dialog box. Enable the gateway, 
then configure the NetWare share. 

• In the Gateway Account box, use the 
NetWare usernarne you created on the 
NetWare server (the account that's a 
member of the NTGA TEWA Y group). 

• In the Password box, enter the pass
word you created on the NetWare 
server. 

The NT server automatically uses this ac
count to access the NetWare server. The 
rest of the options on this dialog box 
aren't related to authentication issues, so 
I won't discuss them in detail (they're 
self-explanatory anyway). However, here 
are some guidelines: 

• If you have DOS or Windows 3.x 
clients, you must use the 8.3 naming 
convention for shares. You can set a 
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user limit for the gateway, or let an un
Limited number of users through. The 
common reason for limiting users is 
load balancing, which assumes you 
have other NT servers running 
GSNW. 

• The Use Drive drop-down list lets 
you map a drive to the share. Because 
mapped drives can be reconnected on 
startup, this is the way to automate 
the connection to the NetWare share 
when this NT server boots. That au
tomation means, of course, that 
clients have access to the share as 
long as the computer is up and run
ning-it doesn't require a user logon 
to activate the share. 

GSNW uses the last available drive let
ter to map the share, so drive Z: is as
signed to the first NetWare share you 
create. The mapping is local to this NT 
server and has no effect on the clients 
who use the server to get to the share. 
Clients see the share as a UNC (for in
stance, \ \Ivens\ Sys), and users can 
create their own mapped drives if they 
wish. 

You can create as many shares as 
you need. Then you must set permissions 
for each share. Select the share name you 
want to work with and click the Permis
sions button. The current permissions 
display in the Access Through Shares 
Permissions dialog box, and you should 
see that the Windows NT group Every
one has Full Control permissions (this is 
the default). If you haven't enabled the 
gateway service, the Permissions button 
is grayed out. 

You can reduce the permissions to 
match your security policies. The avail
able permissions are 0 Access, Read, 
Change, and Full Control. Don't down
grade the permissions if the change will 
compromise the clients' ability to get 
work done. 

The permission level you set applies 
to every client that accesses this share 
through this gateway. If you want a mix 
of permissions for clients, you must cre
ate a different share for each set of per
missions and assign NT groups to the 
share. 
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It 's important to understand the 
pecking order for permissions: 

• The trustee rights settings you con
figured on the NetWare server are 
primary. 

• If the share permissions conflict with 
the trustee rights, the trustee rights 
win. 

That means if you set directory rights of 
Read and File Scan on the NetWare serv
er, clients will not be able to modify, cre
ate, or delete files even though you set 
Full Control permissions in the GSNW 
dialog box. 

The processes of installing GSNW, 
enabling the gateway, configuring the 
NetWare share(s), and mapping drives to 
the shares completes the installation of all 
the files you need . Even the NetWare 
redirector files are copied to your NT 
server's drive. All the installed services 
are set for Automatic Startup, so restart 
the server to give your Windows users 
access to NetWare servers. When they 
take advantage of the gateway, their user
names, passwords, and permissions are 
those you established during configura
tion. 

If you covered all the bases and es
tablished a well-thought-out configura
tion, the amount of time you have to 
spend on password errors should be neg
ligible. However, there are some possible 
authentication problems you need to be 
aware of. 

Problems in NetWare Startup.nct. If a 
user on a computer running NT connects 
to a NetWare server with the net use 
command and sees the error message 
"System Error 86 - the specified network 
password is not correct/' the problem lies 
with the Startup.ncf file on the NetWare 
server. 

When you configure a NetWare 
server that's participating in a mixed en
vironment with NT, you must make sure 
that NetWare does not use checksums to 
examine the incoming IPX packets from 
the NT client. Startup.ncf contains a line 
that configures the use (or non-use) of 
checksums, to wit 

SET ENABLE lPX CHECKSUMS=X 

where X is: 

o 
Checksums are disabled. 
1 
Checksums are used if enabled at the 

client. 
2 
Checksums are required. 

Windows NT does not use the 
checksum field in an lPX header, so when 
NetWare parses the header it won't find 
what it's looking for. As a result, Net
Ware rejects the packet. Be sure the 
checksums line has a value of 0 or 1. 

File and Print Services for NetWare. In 
a way, FPNW is the opposite of GSNW. 
You add FPNW to an NT server to let 
NetWare clients access that NT server as 
if it were a NetWare server. FPNW is an 
add-on available from both Novell and 
Microsoft. The Microsoft version is bun
dled with Directory Service Manager for 
NetWare (DSMN). 

FPNW is useful during migration 
from NetWare to Windows NT, and is 
equally useful if you plan to operate a 
mixed-platform environment for a long 
time. 

There is a known memon) leak connected to 
FPNW and you should configure a Perfor
mance Monitor to keep an et)e on Private
Bytes for Nwssvc.exe. If you find the counter 
increasing rapidly, you'll probably see an Out 
Of Virtual Memory error message eventually. 
The problem arises when there is an error re
sponse to the call BindLibGetInfo. Upon an 
error return, the memon) block is not released. 
Microsoft is working on a fix, but at the time 
of this writing, it was not released. As with 
all memory leaks, rebooting solves the prob
lem. 

The authentication issues with 
FPNW aren't complicated, because 
there's not an enormous change from the 
NetWare features you' re used to. Howev
er, because FPNW runs on Windows NT, 
there are some "gotchas" as a result of the 



way non-identical functions and features 
are translated between the operating sys
tem . 

FPNW configuration. When you install 
FPNW, a service account is created auto
matically. The account is a member of the 
Administrators group. There are three im
portant caveats connected to this account: 

• You cannot delete or disable the ac
count. 

• You cannot change permissions or 
privilege levels for the account (by 
this, I mean you cannot downgrade 
the levels). 

• You cannot change the Log On As 
specification in the FPNW services (in 
the Services applet of the Control 
Panel) to any other account. 

If you install FP W on any additional 
domain controllers in the same domain, 
you must use the same password for the 
service account. In addition, there's a Su
pervisor account installed during FPNW 
configuration, which you'll use to admin
ister FPNW. The account policies in effect 
on the T server control the password 
you enter for this account. 

Configuring users. When you install 
FPNW on an NT server, users who run 

etWare client software can access the 
files and printers installed on that server. 
These clients are considered NetWare-en
abled user accounts by the T server, 
and you create and manage them with 
User Manager for Domains. 

From the NetWare client's point of 
view, logging on is performed in the 
same manner as if a connection to a et
Ware server were being made. The client 
sees the server as a NetWare server, and a 
successful logon means the user is au
thenticated for both etWare and Win
dows NT. A Windows client sees the 
server as an NT server. 

When you're working with et
Ware-enabled accounts, you're also 
working with T rights and privileges 
via T groups. etWare and T both 
have categories for administrative ac
counts that provide a high level of rights, 

but the implementation differs between 
operating systems. 

etWare has system-defined user 
types, and if you want to give users the 
rights and privileges built into a system
defined type, you use an equivalence 
function. For example, you can give a user 
the rights of a Supervisor by making him 
a "Supervisor Equivalent" user. NetWare 
system-defined rights can't be altered. 

Windows T has system-defined 
groups, and adding a user to the group 
grants the group's privileges to the user. 
Group rights and user rights can be al
tered. 

Configuring NetWare-enabled accounts. 
I'm assuming you already know how to 
create and maintain an NT user account 
in User Manager Manager for Domains, 
so I' ll discuss the FPNW-specific issues 
for account management in this section. 

With FPNW installed, the User Prop
erties dialog box contains two additional 
elements: 

A checkbox option named Maintain 
etWare Compatible Logon 

An icon named W Compat 
The NW com pat icon is grayed out 

until you select the Maintain etWare 
Compatible Logon option to enable et
Ware-compatible functions for the cur
rent user. 

Click the NW Compat icon to open 
the NetWare Compatible Properties dia
log box, which handles NetWare issues. 
Then use the options described here to 
complete the user's configuration. 

etWare Compatible Password Ex
pired . Select this option to force the 
user to change her password at the 
next login from a etWare client. 

WARNING: If you force a user to change 
the password at the next login, be sure 
your account policies do not require a 
user to be logged in to change the pass
word. Deselect that option on the Ac
count POliC1) dialog box in User Manager 
for Domains if you'd opted to lise it. 

Grace Logins. Selected by default, 
the Unlimited Grace Logins option aI-
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lows the u er to log in forever with an 
expired password. You can tighten 
up the password policy by choosing 
the Limit Grace Logins option instead 
and specifying a number in the Grace 
Logins to Allow field. The user can
not continue to log in with an expired 
password after that number is 
reached. The Remaining Grace Logins 
text box keeps a countdown on the 
number of "logins to go." However, 
having said that, I'll warn you that 
after the user changes the password, 
NT does not reset the password grace 
logon count. You must perform this 
task manually until Microsoft an
nounces a fix for this problem (at the 
time of writing, Microsoft had ac
knowledged the problem but not yet 
released a fix). 

Concurrent Connections. By 
default, the user can have an unlim
ited number of simultaneous connec
tions. You can limit the number of 
concurrent connections by selecting 
Allow and specifying a number. 

Edit Login Script. Don' t use this 
feature. Clicking this icon opens the 
Edit Login Script dialog box. The 
login script in question is the user 
login script (FP W supports the 
NetWare feature of permitting both a 
system login script and user login 
scripts). Instead, use a text editor (or 

otepad) to open and edit the user 
login script. There are lots of prob
lems reported by administrators who 
used the dialog box to make changes 
to the script. You can find the u er 
login script, named ET$LOG.DAT, 
in the \Sysvol\Public directory. 
The other icons on the User Proper
ties dialog box work the way they do 
for NT users, but, once again, the in
stallation of FPNW adds elements to 
some of the dialog boxes attached to 
the icons. 

Profile icon. The User Environ
ment Profile dialog box has a text 
box for the etWare Compatible 
Home Directory Relative Path. The 
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account can have both a NetWare 
Login script and a Windows T 
Logon cript. The data you enter in 
the U er Profile section and the 
Home Directory section apply when 
this user logs on from a Windows 
client. 

Hours icon. The Logon Hours dia
log box offers settings in half-hour in
crements, which is the NetWare stan
dard (NT uses hourly increments). 

Logon To icon. The Logon Work
stations dialog box has NetWare-spe
cmc options at the bottom. The option 
User May Log On To All NetWare 
Compatible Workstations is selected 
by default. You can limit logons to 
specific workstations by deselecting 
that option and adding specific Net
Ware client workstations to the list. 

Account icon . FPNW makes no 
changes to the Account Information 
dialog box. Dialin icon FPNW makes 
no changes to the Dialin Information 
dialog box. 

Managing passwords with FPNW. 
When you install FPNW on an NT server, 
the Security Accounts Manager (SAM) 
database is modified so it can store the 
FPNW password. When a user logs on 
using a domain account, FPNW queries 
the domain controller to validate the 
FPNW password. If the domain con
troller's SAM database has not been up
dated, the user is denied access. You can 
remedy this by installing FPNW on all 
the domain controllers in the domain. 
You do not have to activate the service; 
it's the installation process that modifies 
the SAM. 

You can alternatively install Mi
crosoft's FPNWAUTH program on every 
domain controller to modify the SAM. 
The software is available at ftp:/ /ftp.rni
crosoft.com/bussys / winnt/ fpnw-unsup
ed/utilities/fpnwauth. 

When you're creating a new account 
under FPNW, the password you assign 
for NetWare is also automatically as
signed to NT logons. If you configure an 
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existing account for NetWare, the existing 
NT password is automatically assigned 
a the FPNW pas word. If you change 
the account pas word in User Manager 
for Domains, both passwords are 
changed. This synchrOnization is terrific, 
because it doesn't matter whether the 
user logs in from an NT client or a Net
Ware client, entering his or her password 
works every time. 

However, users change passwords, 
either because they want to, or because 
there's an expiration date approaching. 
This can destroy the automatic password 
synchronization. The results of a pass
word change differ by client platform, as 
follows: 

Windows NT 4.0 and 3.S I 
clients. If a user is logging in as an 
NT client, he can use the Ctrl-Alt
Delete combination to display the 
Windows NT Security dialog box, 
which has a Change Password op
tion. This password change is accept
ed by both the NT server and FPNW, 
so the password remains synchro
nized. 

Other Windows clients. If the 
user is running Windows 9x, 3.x, NT 
3.5, or DOS, using the appropriate 
password change function (which 
varies by platform) changes only the 
NT server password. The passwords 
are out of sync unless the user also in
vokes the setpass.exe or chgpass.exe 
utility to change the FPNW pass
word. 

NetWare clients. If a user logs on 
as a NetWare client, using the set
pass.exe or chgpass.exe utility usually 
changes both passwords. 

When a user has the same account 
name, but different passwords, for 
Windows NT and NetWare, you may 
experience some annoying worksta
tion behavior. After the NT logon, 
Windows NT tries to log the user on 
to the etWare server using the same 
password. This, of course, doesn't 
work, and eventually the user is 
prompted to enter a NetWare pass-

word. If the user cancels the NetWare 
logon (perhaps he or she isn't plan
ning to work with the software in-
talled on the NetWare server), Win

dows NT tries the NT password 
again. Unfortunately, Windows NT 
doesn't give up, and a tenacious effort 
begins for which there is no end. The 
user, meanwhile, sees an hourglass 
on the monitor and can't accomplish 
anything. There are two ways to 
avoid this problem: 

• Make sure the Windows NT and 
NetWare usernames and passwords 
match. 

• If the passwords don't match, in
struct users to continue the logon to 
the NetWare server even if they 
aren't planning to work on the Net
Ware server. 

Obviously, the first option is prefer
able, and it's also the only one you 
can enforce. 

Using Setpass and Chgpass. During the 
installation of FPNW, the files Setpass.exe 
and Chgpass.exe are copied to the 
\Sysvol\Public directory of the NT serv
er. Invoking these files provides the same 
services as the Novell NetWare utilities of 
the same name. When users enter the 
commands, they're calling a Microsoft 
program, not a Novell program (but 
that's transparent to the user). Either 
command works to create a password. 

Setpass.exe and Chgpass.exe (as well 
as Login.exe), require RPC support files. 
Rpc16c1.rpc, Rpc16c6.rpc, and 
Security.rpc are installed automatically in 
the \Sysvol \Public directory. If users 
copy the password utility programs to 
their local hard drives, the .RPC files 
must reside in a directory in the search 
path. 

Setpass and Chgpass always change 
the FPNW password, and, if the condi
tions are right, the NT password is 
changed simultaneously. The right condi
tions are the following: 

• The PDC of the domain where the 
user's account information is located 



must be running Gateway Service for 
NetWare in addition to FPNW. 

• The user's client computer must have 
the ability to connect to the POC with 
the IPX/SPX protocol. 

This is not al1 either-or list; both statements 
must be true. 

If client computers are running redirec
tors for both a Microsoft Client Server 
Message Block (SMB) network and Net
Ware, the Setpass.exe program changes 
only the 5MB network password. The so
lution is to run Setpass.exe with the -N 
switch when the FPNW password is the 
target of the action. (Setpass -S specifical
ly targets the 5MB password.) 

When you use Microsoft's Chgpass 
.exe or Setpass.exe utility, you're asked to 
confirm the new password by entering it 
again. If the confirmation is typed incor
rectly, the error message "New password 
not retyped correctly" appears. There is 
no prompt offering a chance to re-enter 
the password. Users are frequently dis
concerted by this, but the solution is to 
start anew. Enter the command (either 
chgpass or setpass) again. 

Maintaining FPNW. To manage and 
maintain FP W, use the File and Print 
Services for NetWare on the server_name 
dialog box, which is the control room for 
all the functions and components of the 
service. You can reach this dialog box 
through the Control Panel (open the 
FPNW applet), or from Server Manager 
(FPNW ? Properties). The dialog box dis
plays a wide range of information about 
the current status of your FPNW server, 
and also provides options and icons for 
making changes. 

The option Allow New Users To 
Login is selected by default, and deselect
ing this option does exactly what it im
plies-it stops any additionallogins. Use 
this feature when you're working on the 
FPNW server. If the work you're per
forming on the FPNW server requires re
booting the machine, the checkbox is se
lected again automatically after the 
computer is up and running, and users 
can log in. Otherwise, take care of this 

manually. 
Click the Users icon to display the 

list of users. There's a Disconnect button 
you can use for a selected user or all the 
users. There's also a Send Message button 
you should take advantage of before your 
mouse pointer heads for the Disconnect 
button. 

Troubleshooting FPNW password prob
lems. There's a problem involving new 
users (users added to User Manager 
after you've installed FPNW). The Net
Ware Compatible Login is checked, 
everything seems fine, but the user is 
unable to log on to any FPNW server in 
the domain. The error message "The 
password or username you specified is 
not valid for this resource" appears (in 
some cases the error message is "User 
has not been granted the requested 
logon type at this machine") . Remark
ably, if you deselect the NetWare Com
patible Login option, the user is able to 
connect. 

The solution to the problem (or the 
avoidance of the problem) is in the User 
Manager for Domains dialog box. Choose 
Policies, User Rights, and make the fol
lowing change in the User Rights Policy 
dialog box: 

1. In the Right box, choose Access this 
computer from the network. 

2. In the Grant to box, make sure Every
one appears (if not, add it). 

Microsoft has confirmed the problem, but 
as of this writing there is no fix. 

Another problem that's sometimes 
difficult to unravel starts with an error 
message that includes the phrase "Incor
rect password or unknown user name" 
during logon. If you know the username 
and password are correct, you should 
look at the number of current connections 
on the server. Novell distributes and 
prices NetWare according to the number 
of connections. When the number of con
current connections is reached, the oper
ating system does not accept additional 
connections. The references to username 
and password in the error message are 
specious. Wait until a current user logs 
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off, or force a user off if he or she is not 
active. 

Directory Service Manager for NetWare 
I love the name of this Microsoft add-on; 
it's a marketing marvel. Windows NT 4 
doesn' t provide real directory services, 
although Novell does. DSMN is a man
agement tool that synchronizes account 
information among T and etWare 
servers in a domain, and it's a welcome 
utility to administrators who manage 
mixed environments. 

When you use DSMN to add a Net
Ware server to a domain for manage
ment, the NetWare accounts (user and 
group) are propagated to the domain, 
and T accounts on the domain can ac
cess the etWare servers. Each user has a 
single password for servers running ei
ther etWare or Windows T, and 
DSM synchronizes the passwords for 
all servers. 

DSMN does not operate across do
mains. A user can be propagated only to 
NetWare servers that have been added to 
the domain that contains the user's ac
count. 

Overview of DSMN. After you've 
used DSM to add etWare servers 
and accounts to your T domain, User 
Manager for Domains is your central ad
ministration point for all users. Here's a 
quick overview of the important guide
lines: 

• Add all new accounts in the domain 
through User Manager; don' t use the 

etWare utilities on etWare servers. 
• Accounts that require access to et

Ware servers must be enabled for et
Ware (select the Maintain etWare 
Compatible Login checkbox in the 
user account properties dialog box). 

• DSMN provides its own version of 
Chgpass.exe, so make sure that cen
trally administered etWare users 
change their pa swords with this ver
sion (it synchronizes the password 
change for all servers in the domain). 

• When a etWare server has been 
added to a domain for management, 
you cannot add it to another domain 
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(unless you remove it from the first 
domain). 

• Performance suffers noticeably if more 
than 32 NetWare servers are added to 
a domain. 

After you add a NetWare server to a domain, 
you can continue to use NetWare administrative 
tools to manage functions other than user ac
count management (such as (lIe permissions, ac
counting, and printing). 

Understanding p ropagation. 
DSMN takes accounts from both NT and 
NetWare, massages them so they can be 
administered in one place, with one set 
of properties, and then propagates the 
accounts back to the servers of both op
erating systems. Some complications 
arise due to the fact that Windows NT 
and etWare do not handle accounts in 
exactly the same manner. There are, for 
example, some differences in the meth
ods used for restricting accounts. 

When DSMN collects information 
about a NetWare account, some compro
mises are seen in the resulting user ac
count properties. For instance, some of 
the NetWare user restrictions can' t be 
translated to NT because NT uses groups 
to restrict accounts. The same is true of 

T accounts, where the NT-specific prop
erties can' t be propagated to the NetWare 
server(s) in their original form. 

Because you want to maintain and 
manage accounts on an NT server (a sine 
qua non for purchasing DSMN), NT 
wins. User restrictions are handled via 
groups in OSMN. 

Understanding synchronization. 
When you add NetWare servers to your 
domain with OSMN, an account synchro
nization database is created on the POC. 
The information in the database is propa
gated back to the NetWare servers. The 
database also tracks its work by main
taining the following information: 

• The specific accounts being propagat
ed to each NetWare server in the do
main 

• The current update status of all ac
counts on each NetWare server 
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The current update status of an account 
includes which modifications made to the 
account have been copied to the individ
ual NetWare server(s) . If the account is 
copied to more than one sever, the status 
may be different for each server. 

Do not propagate to NetWare 
servers without backing up the binderies 
first. I've heard about too many occasions 
in which some glitch occurred so that 
propagation didn' t work properly (or at 
all) and the binderies were attacked and 
destroyed. If you suffer this fate, backing 
up means you can restore the binderies, 
correct the problem with DSMN, and 
begin again. 

When you work in User Manager 
for Domains, DSMN detects any changes 
you make and updates the account syn
chronized database. Then the changes 
are sent to all the NetWare servers to 
which this account should be propagat
ed. If any target NetWare server is not 
running, the effort is repeated later. The 
account synchronization database keeps 
track of the account updates that are still 
needed for each NetWare server. When 
accounts are updated, only the changed 
information is sent in order to minimize 
network traffic. 

Verifying synchronization. The 
DSMN CD-ROM contains a program 
named Dsmchk.exe, which is a utility 
that tests password synchronization. The 
software examines one or more NetWare 
servers in the domain and compares the 
user's password on each NetWare server 
to the user's password on the primary 
domain controller. 

The syntax for Dsmchk.exe is: 

dsmchk -d domain -u username [-n 
Nwserverl [-r retries:intervai] 
where: 
-d domain is the domain for which you're 

verifying synchronization. 
-u username is the user account you' re 

checking. 
-n Nwserver is the name of a etWare 

server with which to verify synchro
nization. If you omit this, all NetWare 
servers in the domain areverified. 

-r retries:interval specifies a number of 
retries and the interval between retries 
(in seconds). 

Dsmchk.exe returns information about 
the user's password condition with the 
following error levels: 

o 
The password is synchronized across the 

etWare server(s) you checked and the 
POC. 
1 
The password is not synchrOnized. 
2 
The NetWare server is unknown to 
OSMN. 
3 
The domain name is unknown. 
4 
The user account name is unknown to 
OSMN. 
5 
The user account name is not adminis
tered between the POC and the specified 
NetWare server(s). 
Complete instructions for installing Dsm
chk.exe are on the CD-ROM. 

Recovering from NetWare user 
errors. As I mentioned earlier in this 
section, OSMN installs its own version of 
Chgpass.exe to ensure that any NetWare
enabled user' s password changes are 
communicated to the central manage
ment database. 

If a user invokes the Setpass.exe util
ity on the NetWare server, the next syn
chronization effort fails for that user. The 
error is written to the Application Log of 
Event Viewer: 

Event 10: 8020 
Description: The sync agent service 
failed to modify account account name 
on the NetWare server servername due 
to error 53. 

What has happened, of course, is that 
OSMN tried to synchronize with the Net
Ware server, but the password was 
changed without going through the cen
tral management point in Windows NT. 
The change wasn't propagated back from 



the NetWare server to DSMN, 0 the ac
count cannot be synchronized by DSMN. 

Here's how to recover: 

1. On the NetWare server, change the 
password back to the original pass
word. 

2. Use the DSMN Synchronization Man
ager to select that NetWare server and 
select Synchronize Selected Server. 

3. After the synchronization has finished, 
change the password on Windows NT. 

4. Remove the user account on the Net
Ware server. 

5. During normal synchronization, 
DSMN will re-create the account with 
the new password. 

It's a good idea to keep an eye on Event 
Viewer. 

(lient Services for NetWare 
Microsoft provides a NetWare-compati
ble redirector for workstations in the 
form of Client Services for NetWare 
(CSNW). The services are similar to those 
provided in GSNW, except they're run
ning on a single computer. Novell also 
provides client software, and it's theoreti
cally more robust. However, many ad
ministrators report numerous problems 
in their efforts to maintain clients using 
the Novell services. There's a great de
bate about whether the problem is inher
ent in the Novell solution, or in the way 
Windows NT handles the software. 

Password synchronization between 
the local NT computer and the etWare 
server is automatic when the user presses 
the Ctrl-Alt-Delete sequence and chooses 
Change Password from the dialog box. 
There are, however, some other glitches 
regarding authentication. 

CSNW does not disconnect prop
erly. After a CSNW user logs off a Net
Ware server, an attempt to log on again 
may result in an error message "NetWare 
Authentication Failure." The full text of 
the error message includes the informa
tion that the number of concurrent con
nections for the user account has been 
reached. 

Windows NT does not disconnect 

the NetWare server, so the error mes age 
is quite correct-a logged on user cannot 
log on again because the default number 
of concurrent connections for aU users is 
1. Microsoft provided a fix for this bug in 
SP4, but if you didn't install that service 
pack (and don' t plan to), your only re
course is to set the number of concurrent 
connections for users employing CS W 
to a number greater than 1. Of course, 
this can compromise the security of your 
NetWare server. 

WHOAMI command fails. If a 
CSNW user does not log onto his or her 
workstation with administrator rights, 
the WHOAMI tool fails with an "acce s 
denied" error message. This is because 
invoking WHOAMI opens a handle di
rectly to the etWare redirector device, 
an action that requires administrative 
permissions. This bug ha not yet been 
fixed. 

Unix Connections 

NT-Unix integration is rather prevalent 
and there are many administrators who 
run this combination of operating sys
tems. The two common solutions in use 
are Microsoft's Windows NT Services for 
Unix, and third-party 5MB servers. 

NT Services for Unix 
Micro oft's NT Services for Unix is a col
lection of tools that's available as an add
on to Windows NT. The tools provide 
several important features: 

• Korn shell and common Unix com
mands. This means you can run shell 
scripts and use Unix commands on a 
Windows NT server, making adminis
tration of the mixed environment far 
easier. 

• Telnet administration of both Unix 
and Windows NT Servers. This is true 
remote administration, providing ac
cess to all servers from a client work
station. 

• Password synchronization between 
Windows NT Server and Unix servers. 
This is a one-way synchronization de
vice, from NT to Unix. 
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• NT-to-Unix passwords can be sent ei
ther as clear text or encrypted text. 

At the core of the NT Services for Unix add-on is 
the Network File System (NFS). This service pro
vides the mechanism for sharing (lIes and print
ers. Windows NT users can access (lIes on Unix 
machines, and Unix users can access (lIes on 
Windows NT Server. 

Authentication is handled by the 
FS client on the NT machine, which au

thenticates the information in the logon 
window against the Unix accounts data
base. When the user is authenticated, pre
configured Unix resources are mounted. 
The configuration is user-based, and you 
can compare it to the "reconnect at 
logon" feature for mapping drives in 
Windows. If the user wishes to add a re
source during the session, the original 
logon password is used to authenticate 
access to the new resource. The original 
configuration of the Unix resources, in
cluding permissions, is performed by an 
administrator. 

5MB Server Software 
Windows NT has built-in support for 
Server Message Block (SMB) authentica
tion. 5MB is sometimes called the Com
mon Internet File System (ClFS) file-shar
ing protocol. There are a number of 
software vendors providing 5MB server 
functions, but the one I consistently en
counter in NT-Unix shops is Samba, so 
you'll see references to that software in 
this section. This is not an endorsement of 
Samba over any other package, it's strict
ly a recognition of its popularity (which 
increases the odds that administrators 
who read this are familiar with it). 

Samba is freeware (it was developed 
in the halls of academe, which may ac
count for its distribution method). It's 
been around for a long time and is ro
bust, well-documented, and supports just 
about every flavor of Unix. Information 
about Samba is available at http://usl 
.samba.org/samba/samba.html. 

If you're the NT administrator and 
there's a different administrator for the 
Unix side of your shop, you have nothing 
to do. Samba is installed and configured 
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on Unix. Thi is true for mo t Unix 5MB 
erver interoperating with T, becau e 

the client ide i built in to NT. 
Service Pack 3 for Window T 4 

created a seriou problem for administra
tors using 5MB server . Starting with SP3, 
the 5MB redirector will no longer send an 
unencrypted password to an 5MB erver. 
Unfortunately, many 5MB servers sup
port only unencrypted password ex
changes during authentication. (Before 
SP3, the 5MB client automatically negoti
ated down to plain text authentication if 
the server requested that.) There are two 
possible solutions for this dilemma: 

• Contact the 5MB server vendor to ee 
if an update is available. 

• Change the registry to allow plain text 
passwords. 

Enough time has passed since the release 
of SP3 to make it reasonable to ask your 
5MB server vendor for a mechanism to 
authenticate with encrypted passwords. 
(Samba version 2.0 supports encrypted 
passwords). 

To enable unencrypted passwords 
for 5MB clients with SP3 (or later) in
stalled, you can change the registry. 
Go to HKLM\SYSTEM\CurrentCon
trolSet\Services \Rdr\Parameters and 
add the REG_DWORD value Enable
PlainTextPassword. Enter a data value 
of 1. 

There are, of cour e, some serious 
security ramifications to making this 
registry change. You're disabling the 
protection offered by encryption when 
you authenticate users to any 5MB host. 
On most Unix systems you can use 
pam_smb to perform aU authentication 
on an NT PDC, which takes care of 
password synchronization issues. 
(Using the NT box for this task means 
you don't have to be a Unix expert to 
do account management.) 

Auditing Security Events 

An important ingredient in your recipe 
for a secure environment is an audit trail. 
You can select the events you want to 
audit and the specific information you 
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want to track for each of those events. 
The audit record i written to the Security 
Log of the Event Viewer. 

Enabling Security Auditing 
To enable security auditing, open User 
Manager for Domains and choose Poli
cies, Audit and select the Audit These 
Events radio button. The following 
event are the most significant: 

• Logon and Logoff Failure. Checks 
every connection and disconnection to 
the network 

• User and Group Management Failure. 
Checks creation, deletion, and modifi
cation of users, groups, and password 

• Security Policy Changes Success and 
Failure. Checks change to policie for 
user rights, audits, or trust relation
ships 

• Logon failures for dial-in clients are 
not audited. 

Some administrators also log succes es 
for User and Group Management, and 
even for Logons and Logoffs. Usually this 
zealousness is motivated by some evi
dence of a problem (or some knowledge 
that makes the administrator suspicious 
that undesirable activity is occurring). 

Unless you've instaUed SP4 or later, 
there's a bug that causes a problem when 
you audit successful logons and logoffs. 
When you shut down the computer, you 
may experience a hang during the shut
down process, followed by the dreaded 
blue screen and the error mes age "STOP 
OxC0000244 An attempt to generate a e
curity audit failed." This occur because, 
during shutdown, T shuts down the 
event log (and other services) before your 
actual logoff (which is part of the shut
down process). Then NT tries to report a 
logoff audit event, but the event log is not 
available. 

Another bug fixed by SP4 affects the 
audit of certain U er and Group Manage
ment events. The following events are in
correctly logged as Event ID 642: User 
Account Changed: 

• Event ID 625: User Account Type 
Change 

• Event ID 626: U er Account Enabled 
• Event ID 628: U er Account Pa word 

Set 
• Event ID 629: U er Accow1t Di abled 
• Event ID 640: General Account Data

ba eChange 

The big problem with auditing, especiaUy 
if you're logging successes, is the eventu
al size of the log. If you're having a secu
rity problem, or think you may be, you 
don't want to overwrite events you 
haven' t yet examined. You can use the 
configuration options on the Event View
er to set the overwrite options and to in
crease the size of the log. 

You can also clear the log manually, 
but save the contents first (File? Save As, 
and choose Text as the file type). If you 
configure the log for a large size, you can 
move it to another partition if that pro
vides more disk space. To accomplish 
this, you must cl1ange the registry as 
follow: 

1. Go to HKLM\System \CurrentCon
trolSet \Services \EventLog. 

2. Select the sub key for the log file you 
want to move (in this case, Security). 

3. Double-click the value File and change 
the path to reflect the new location. 

The path you enter must exist, and you must in
clude the {llename assigned to the log. The fol
lowing {llenames are used for Event Logs: 

• Security: Secevent.evt 
• Application: Appevent.evt 
• System: Sysevent.evt 

Restart the computer to put the change 
into effect. 

The security of your computer, do
main, and enterprise is tightly integrat
ed with your approach to and adminis
tration of passwords. Regardless of the 
password policies you decree, you're 
going to spend time solving logon 
problems that are related to passwords 
(especially forgotten passwords and 
users with sloppy typing habits). 
There's no escape; it comes with the ter
ritory when the title Administrator ap
pears on your door. /:). 
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