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AHention a I 
NFOS®users 

Become an MIS 
SuperHero with 

TM 

AIM Automated 
INFOS Migration 
Ba ed on U/FOS'~ the fir t U IX 
implementation of I FOS, the Transoft AIM 
product and upporting con uJtancy give you -
for the fir t time ever - a mooth, rapid and 
co t-effective migration route to a choice of 
major Open Sy terns platform . 

The AIM product set 

U/FOS: INFOS on UNIX: 
• full I FOS functionality 

• automatic data migration 

• added functionality and better utili tie . 

UAC: U/FOS Access Converter: 
• convert INFOS I/O statement to 

U/FOS I/O call . 

UCC: Universal COBOL 
Converter: 
• converts other AOS/VS COBOL code 

• to ANSI-standard ACUCOBOL or 
Micro Focus COBOL. 

APls for Fortran and C 

The same - only much better 
Better databa e management, better reporting, 
better COBOL development environment... 
U/FOS gives you powerful additional features, 
including improved data compression and 
checkpointing. We are also adding 
RDBMS-Ievel data integrity and recovery, plus 
SQL reporting using our proven U/SQL 
technology. COBOL users also benefit from the 

modem, more powerful development 
environment of ACUCOBOL and Micro 
Focu COBOL. 

Transoft - the low risk option 
Ours is the low ri k solution, in term of both 
the company and the technology. Tran oft is 
an e tabli hed, profitable, growth company. It 
commenced trading in 1987 and revenue and 
profit have increa ed every year ince. With 
even year ' experience, Tran oft ha 

unrivalled migration experti e and i a leading 
international supplier of Open Sy tern tool to 
the Data General community. With our 
product and methodology you eleminate the 
enormou risk , as well a the costs, of re
engineering. 

Largest team 
Tran oft has the large t team in the world 
dedicated full time to migrating your I FOS 
application to a choice of Open Sy tern . 

Benefits and savings - now 
Why wait? Get the financial and operational 
benefit of this Open Sy terns olution now. 

Don 't delay, contact u today: 
TRA SOFT I C, 1899 Power Ferry Road, 
Suite 420, Marietta, GA 30067, USA. 
Tel: (404) 933 1965 Fax: (404) 933 3464 
TRA SOFT LTD, a h Hou e, Datchet Road, 
Slough, SL3 7LR, England. 
Tel : 0753 692332 (Int + 44 753 692332) 
Fax: 0753 694251 (Int + 44 753 694251 ) 

I'ort,lbdit\' & I'roductl\·itv . . 

INFOS is a registered trademark of Data General Corporation. 
UNIX is a registered trademark of U IX System Laboratories Inc. U/FOS, UBB and U/SQL are Tran oft trademark . All other trademark are acknowledged. 
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}IY TO [l\IX }IIGRATIOl\ 

Real People~ 

Real App1ications~ 

As one of America's highest rated and 
fastest growing mutual fund groups, 

INVESCO Funds Group manages more 
than $10 billion in assets for its customers. 
The company processes thousands of cus
tomer transactions every hour. With strict 
regulatory oversight, it's got to be right. 

"Our proprietary MV system couldn't keep 
pace with our growth. We needed a scalable 
UNIX system," said Dave Barrett , Vice 
President of Information Technology. To 
provide the quickest, most cost-effective 
migration , INVESCO chose Wild Hare 
Computer Systems. "Wild Hare's software 
allowed us to run existing applications as-is 
under UNIX on a six-processor symmetric 
multiprocessor. Our system performance 
improved dramatically. Our night process
ing, which previously took eight to twelve 
hours, now takes only two to three." 

A Total Project Approach 
"Wild Hare's project approach gave us confi
dence that the migration would be success
ful. The company's staff worked closely with 
ours every step of the way - in the planning, 
migration, and testing. When you're dealing 
with other people's money and stringent reg
ulatory rules , testing must be rigorous. I 
would characterize the project as very suc
cessful , and I think the whole INVESCO 
organization would agree." 

I A. 

J 
w ild . hare 

COVFUTER SYSTEMS I\C. 

P.O. Box 3581 
6595 O'Dell Place, Suite M 

Boulder, CO 80301 
303/530-2221 

Fax: 303/530-9637 

No Cartoons. 

To find out how Wild Hare can help you 
get DG COBOL migrations right, 

call us at (303)530-2221. 
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____ EXECUTiVE MESSAGE 

Confessions of a 
user group 
'junkie' 

Frallk Perry 

I would like to thank all of you for 
your many expressions of concern 
about my health since the NADGUG 93 
conference in Atlanta. This was the first 
conference I missed in quite a few 
years, and I really wanted to join you. 
But the "Old Ticker" said NO! The 
many items from conference exhibits 
that were forwarded to me have been 
very interesting and useful. Thank you 
to Jan Grossman and the rest of the 

ADGUG board for your efforts in col
lecting them. To bring you up to speed, 
I'm feeling better and currently under
going rehabilitation. And I plan to see 
you all in ashville for ADGUG 94. 

I've been quite deeply involved in 
user groups of various kinds since col
lege. My first career involvement with 
computers was when the State of Rhode 
Island got an IBM 1620 in 1962 for sup
porting the public works engineering 
function. We belonged then to the 
Highway Engineering Exchange Pro
gram (HEEP), which consisted of state 
highway departments that wanted to 
exchange programs and ideas. 

In those days, 48 out of the 50 state 
highway departments had IBM 1620 
computers, so we were able to exchange 
programs directly. Without this type of 
association, it would have taken 
months for us to become productive. As 
it worked out, I drove to the MIT Civil 
Engineering Systems Lab one afternoon 
and returned with COGO and DTM, 
two programs that enabled us to be 
fully productive within just five days 
after the computer was installed. 

Those were the days of bundled 
software. For you newer people: the 
machine came completely equipped 
with operating systems and software at 
no additional cost, and the manufactur
er developed and supplied (free) many 
types of system applications. There 
were ease-of-use questions and so forth, 
but it was free and ... Next we joined 
the IBM 1620 Users Group (later COM
MON), which maintained an IBM-sup-

4 

ported library of user-contributed pro
grams. 

All three of these groups figured 
prominently in providing us with infor
mation and assistance to continue 
growing our applications and determin
ing our future directions. So after my 
career came full circle and I was back in 
data processing with Data General 
equipment, I was open to my sales
man's suggestion that we begin a 
regional user group. I'd been receiving 
this little pamphlet that indicated there 
was a DG user group, but that was all I 
knew. 

We were successful in forming 
what became the Southeastern New 
England Data General Users Group. 
Then, as president of the local group, I 
received an invitation to the spring 
board meeting of ADGUG in Boston, 
and the rest is history: audit committee 
chair, treasurer, vice president, pres
ident, planning committee chair, 
membership committee chair, and into 
the future. 

The real purpose of my story is to 
try to convince many of you of the real 
value of belonging to a user group. 
None of us are capable of doing every
thing ourselves, and I have never 
believed in "re-inventing the wheel." 
Participation in a user group such as 
NADGUG gives us the opportunity to 
network with our peers, to meet people 
who have traveled the same road we 
are starting down. And it's not always 
the case of the big helping the small 
(although there's some level of moral 
responsibility there); small installations 
often do some Significant, trendsetting 
developments. 

We should never cease learning, 
and we must always be open to all 
sources of information. So join 

ADGUG! Call 800/253-3902. 6 

Frank Pemj is chairman of NADGUG's 
Membership Committee. 
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ADVERTISEMENT 

If you are serious about moving to Open Systems, you should know 

Zortec has Been Moving AOS Users to AViiONs for Five Years! 
You've seen the articles and the ads about AOS to AViiON 
migration. The February issue of FOCUS Magazine 
contained several of them. They talk about "pains and 
gains" of migration. They focus on "simple, safe options". 

Well, at Zortec, we're flattered that so many of the ideas 
that we've been stressing for years are being recognized by 
others. We've been in the migration business over five 
years, and we learned many of these lessons long ago. 
Many different organizations have migrated to Open 
Systems with technologies from Zortec over the years . 

"In 1990, we migrated our first application, for 
durable goods management, from A OS to A ViiON. 
It took only three months, including training. " 
- Greg Shaw, Alpha Omega, DG VAR 

Why did these organizations choose Zortec? With our 
solution, they preserved their investment in existing 
software and avoided retraining their users. Their migration 
was accomplished in a short, predictable time frame. 

But there's much more to the story. COBOL-to-COBOL 
and BASIC-to-BASIC translators and emulators (like those 
you've read about) offer many of these same benefits. The 
Zortec solution offers much more. 

There are two major problems with standard translators and 
emulators : (1) They do nothing to reduce your code 
maintenance costs. That means 80% or more of your 
programming costs are not affected or reduced during your 
move to Open Systems. (2) COBOL and BASIC are 
simply not the most effective tools for taking advantage of 
new technologies in Open Systems - things like relational 
databases , client-server computing, and advanced user 
interfaces. Your company may need these technologies to 
stay competitive. 

The Zortec migration solution addresses all of these 
problems. We migrate your existing code to System Z, our 
advanced 4GL and Rapid Application Developer. With 
System Z, your software is far easier to maintain and 
enhance, and new systems can be produced in a fraction of 
the time needed with COBOL or BASIC. Yet the resulting 

FOCUS Magazine, September 1991 
"The 4Gl Philosophy" 

DG Review, April 1992 
"4Gl Express" 

FOCUS Magazine, May 1992 
"Downsizing w ith a 4Gl" 

(If you would like reprints of the above articles, 
please call us. We would be pleased to send them to 
you.) 

software runs as fast as COBOL or BASIC equivalents, and 
System Z's ability to accept COBOL syntax in-line means 
you can code the most complicated procedural logic without 
resorting to any other language. And System Z's advanced 
features offer you transparent access to the latest Open 
Systems technologies such as client-server and relational 
databases . 

Most importantly, we've been doing this for years . We 
have experienced migration specialists and highly 
automated tools . We have a stack of success stories from 
companies who have made the transition from DG AOS to 
Open Systems, and more coming through each month. 
We've been featured in articles in DG-oriented publications 
(see the list at bottom left) . 

Now and l ater 

Not ready to migrate yet? There 's another option you 
should know about. You probably will need to migrate 
eventually, and you can position yourself to make the 
migration almost painless - and pick up tremendous benefits 
in the bargain. 

"A fter converting our software from BASIC to Z on 
the MV, we changed over to the A ViiON in a 
weekend. There was minimal impact on our day-to
day operations. " - Scott Goldman, Eltman, Eltman, 
& Cooper, DG user 

We call it our Now and Later program. Since System Z is 
available for AOS as well as the A ViiON , you can start 
using 4GL technology on your MV system right now. That 
means quicker production of new software and dramatically 
lower costs in software maintenance. And since the code 
produced in System Z will run unchanged on both AOS 
and the A ViiON, when the time comes you can move to 
Open Systems in as little as a weekend . (If you doubt that, 
call us for case studies .) 

The Bottom line 

The solution you choose for migration to Open Systems is 
one of the most important decisions you will ever make for 
your company. Choose one with the technologies you want 
and the track record you need . We've got both . Call us for 
more information. 

Zortec, Inc. 
1321 Murf reesboro Road 

Nashville, TN 37217 
(615) 361-7000 

FAX - (615) 361 -3800 
ZORTEC 

ALL trademarks mentioned herein are the property of their 
respective holders. 
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The Best Products 
The Best Service 
The Best Price 

ARC ® 
Data Compression & Library Software for UNIX, 
AOS/VS, DOS, and OS/2 . 

Now has Data Encryption and ZARC Freeware! 

From one platform to another, 
. . . • its all the same to ARC! 

AIMT~ Version 3.0! 
Compress CEO Documents with IMMEDIA TE 
On-Line Restoration , -by the user! 

Automatic ARChiving of Documents that are not 
In use. 

FREE AI M Survey of your CEO Documents. 
Find out the real status of your CEO system. 

TurboTran 
XmodemlY modem File Transfer 

Supports Speeds Up To 38.4KB 

Integration with SmarTerm, EMU, and Others 

MV to UNIX or LAN 
Conversions 

Including CEO, Applications, & Operations. 
Don't Paint Yourself Into a Corner, -Again! 
Also, - Complete Turnkey Conversions to: 

Motorola 900 Series 
The Only System with a Full 

5 Year Warranty 
Grows to fit your needs, 1 to 1,000 users. As the 
system.grows, new components just "snap on" for 
expansIOn. 

Data Bank Associates, Inc. 
20010 Century Blvd., Suite 104 

Germantown, MD 20874 

1-800-289-3224 
Fax 301-540-8105 

Circle I I on reader service card . 

PRODUCTS & SERVICES ____ _ 

The latest 
products for Data 
General systems 

Automated CEO conversion ~ ~ ~ 
Salina, KS-Eagle Software's CABINET_CONVERTER utility 
program now supports file transfers from CEO to Apple's Sys
tem 7 for Macintosh and Wordperfect 6.0. 

CABINET_CONVERTER automates conversion of CEO 
drawers, folders, and documents to other platforms, convert
ing CEO files to MS-DOS, Macintosh, and Unix. 

Minimum program hardware requirements: Any Data Gener
al Eclipse MY computer running the AOS/ VS or AOS/ VS II 
operating systems, revision 2.00 CEO or later, with 700 free 
disk blocks for installation and 1 MB of main memory. The 
number of documents a company needs to convert determine 
pricing. 

Eagle Softwa re, Inc., 123 Indiana Avenue, P.O. Box 16, 
Salina, KS 67402-0016; 913/823-7257. 

E-mail made easier ~ ~ 
Pittsburgh, PA-Universal Data Corporation's new version 
1.60 of EZ/ Mail offers several productivity enhancements, 
including: 

• Group scheduling with calendar memo updating 
• Enhanced e-mail processing 
• Extended productivity toolset 
• Calendar and inbox resource sharing 
• Inbox wastebasket with janitor. 

EZ/ Mail uses CQCS, the popular fourth-generation lan
guage (4GL) from Cyberscience Corporation, and is available 
for a variety of hardware platforms, including Data General's 
Eclipse MY family, Aviion series of workstations and servers, 
and MS-DOS machines. 

Universal Data Corpora tion, P.O. Box 5826, Pittsburgh, 
PA 15209; 412/364-9909. 

Port plethora ~ 
ashville, TN-Chase Research announced IORACK, a rack

mount terminal! communications server for Unix and 
TCP / IP-based systems. 

IORACK provides 8 or 16 RJ45 asynchronous ports for 
connecting modems, terminals, printers, or data-acquiSition 

COllti/wed 011 page 33 
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Good locks make 
good neighbors 

SYNOPS IS. 
Improve your user-access management with features 

available under DG/UX. 

by Tom Gutnick 
Special to Focus 

My brother has a custom-carpentry business. Recently I was telling him about my visit to 
a Data General customer that manufactures some of the best locks in the world. The locks are 
virtually pick-proof, the keys difficult to duplicate. But he was unimpressed. "People buy 
these expensive locks, but then they put the door into a flimsy doorframe. One good kick to 
the door and you're in!" 

So it is with the locks on a computer system. You need good software controls, but you 
have to use them effectively and in the context of a ecure overall environment, with security 
policies and user education. The security-conscious system manager faces many challenges: 
internal and external threats, malicious and unintentional. But controlling system access is the 
single most important activity the manager can take to minimize risks. 

"Identification and Authentication" is the security practitioner's big mouthful for figur
ing out if somebody is a legitimate user-in other words, username/password validation. It's 
really the first line of defense for any multi-user system. If we can't control who's using the 
system, if we can't identify and authenticate users effectively, then we have no individual ac
countability. Without that, we have no effective security. For references on this subject, see the 
sidebar (pg. 15). 

Many types of user authentication exist, including passwords, physical "keys" and bio
metrics. We' ll address passwords later in this article. Physical keys include badges, cards with 
magnetic stripes, and token or "smart" cards. Biometric techniques include fingerprint recog
nition, voice recognition, retinal-pattern scanning, signature dynamics, and password typing 
dynamiCS. The September/October 1993 issue of INFOSECUR1TY NEWS took the position that 
biometric techniques are now (after years of hype) technically viable. But marketplace accep
tance is still slow in coming. For the time being, passwords are still the easiest to implement 
and remain the most widely u ed. (To keep straight the differences: a password is something 
you know, a key is omething you have, and a biometric is something you are.) 

Factors in a password system 
The National Institute for Standards and Technology publication Password Usage spells 

out 10 factors in a password system: composition, length range, lifetime, ource, ownership, 
distribution, storage, entry, transmission, and authentication period . Fortunately, most of 
these factors are primarily the concern of computer system designers. This article will stick to 
tho e the system manager must consider. Log-in issues facing the system manager include: 

• User education • Changing default passwords 
• Choice of passwords • Minimizing concurrent log-ins 
• Lifetime of passwords • Console line controls. 
• Whether to allow shared/guest accounts 

These issues are generally applicable to both the Generic and Trusted versions of DG/UX. 
Through educating, begging, pleading, cajoling, threatening, and thumbscrews, we sys

tem managers try to convince users to log off when leaving their terminals; to use good pass-
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---------------------------------------------------Focus ON: DATA ACCESS & SECURITY 

words; to /l ot share their passwords 
with other . What's often lacking is a 
specific ecurity policy to remind user 
of their responsibility to protect the 
organization's assets-including intan
gible information assets. Pa sword Usage 
states, "Users should understand their 
responsibility to keep passwords pri
vate and to report changes in their user 
status, security violations, etc. To assure 
security awareness among the user 
population, it is recommended that 
each user be required to sign a state
ment to acknowledge understanding 
the e responsibilities." What kind of 
security policies do YOII enforce? 

have succeeded at least 
partly because of suc
ce ful pa sword 
cracking . When Unix 
was originally 
designed, uch "dictio
nary attacks" were dif
ficult because of the 
large amount of com
puting resources need
ed . But today 's com
puters are many orders 
of magnitude fa ter; 
dictionary attacks are a 
real threat. 

So avoid the obvi-

Figure 1: Minimizing concurrent log-ins 

n shell code to inhibit concurrent 
log-ins 
n add to /etc/profile or SHOME/ . profile 
TRAP • • 2 3 n Disable RC interrupts 
MAX_LOGINS=l # Set as appropriate 
WHO=' who am i I cut -fl -d · .' 
HOW_MANy=' who I grep . RSWHO • I we -1' 
if [ · SHOW_MANY · -gt · SMAX_LOGINS · 1 
then 

echo · Too many sessions . . . 
sorry · 

exit 0 
fi 

What makes a good password ? 
One that's easy to remember and hard 
to guess. And why are unguessable 
p as word s so important? Partly to 
make it more difficult for a "shoulder 
urfer" to watch you log in . But also 

keep in mind that some of the mos t 
spectacular hacking incidents, includ
ing the infamou Internet Worm as well 
as many little-publicized incidents, 

ous. Don' t use your middle name. Or 
your spouse's name, your cat's name, or 
your car's tag number. Longer pass
words tend to be better than shorter 
ones . Although 1ST requires pass
words to be at lea s t four character 
long, DC / UX requires a minimum of 
six. A rich character set- mixing alpha
betic, numeric, and punctuation charac
ters-is also desirable. DC / UX allows 

all printable characters to be used, and 
requires that a password contain at 
least two alphabetic characters and at 
least one non-alphabetic character. 
Remember al 0 that DC/ UX pa swords 
are case-sensitive. Mix the case and 
improve your password! 

PROCESSORS/OPTIONS 

AV4605, 32MB, 525MB, 520MB 
......... .. ........... New ........ .. .... .. .. $7,900 
AV4605, 32MB New .................. 5,000 
AV 5225+, 12SMB, 2.5 G/B HO, 
525MB COT, 2 G/B Tape, VOA255 
................... System .... ... ... ....... 25,000 
AV4300, 16MB New .................. 3,500 
AV4320, 16MB, 525, 520 ......... 7,900 
AV7015, 64MB Addon Mem ..... 9,000 
AV7405 LAN ... .. ....... ............ ...... 1,500 
AV 7023 2nd CPU AV4300 ....... 2,300 
MV1S000-SX Complete ............ 2,500 
AV 7430-K SCSI-2 AV4XXX ....... 1 ,400 
MV15000-S ............................... 1 ,500 
AV 7402-K VME8 AV4000 .. .. .. ..... .400 
AV 7019 32MB ECC Mem Pkg .. 2,500 

TAPE DRIVES 

6677-F 320/525MB Tape 
...................... New ........... ......... 1,100 
2 G/B/CSSl/Sparks SIS ............. 2,400 
6435 SCSI Tape Ctrl-Sparks ..... 1 ,000 
Zetaco BMX-2 Tape Ctrl/PB ......... 500 
6026 Tape Subsystem ................ .400 
6341 RlR SCSI Drive In Cab ........ 600 
65902 G/B COT Tape Drive ... .. 1,400 

FoClls 

How often should users be forced 
to change their passwords? The longer 
you keep a password, the greater the 

DATA GENERAL HARDWARE 
WE WILL BEAT ANY LEGITIMATE QUOTE, CALL US WITH YOUR BEST OFFER! 

DISPLAYS COMMUNICATIONS 

65000/216 W/KYBO ................. $165 4626 LAC 32 W/TCB ............... $2,000 
6500/20/216-2 W/KYBO ............. 165 4623 IAC-24 W/TCB .................. 1 ,400 
0/578-A W/KYBO ......................... 225 4712 LAC 16 RS422 .................... SOO 
0/413-A W/KYBO Used ................ 325 4819 Termserver New ............... 1 ,200 
0/217-G W/KYBO New ................. 3S0 ISC/2 RS422 W/Cabie .................. 350 
0/217-A W/KYBO New ................. 380 ISC/2 RS232 W/Cabie .................. 200 
0/216+ Green W/KYBO ................ 195 4610 Term Server RS422 ............ 800 
0/216+ W/Barcode New .. ......... .. .. 250 CSS/1 Chassis ........... .. ................ 600 
0/462+ W/KYBO ...... ................. ... 325 4532A ILC W/xCVR ... .. .... .. .... .. . 1,500 
0/210, 0/214 W/KYBO ................. 110 IAC-16 or IAC-16/2 W/TCB .......... 150 
0/211 , 01215 W/KYBO .... ............. 135 IAC-S or IAC-8/2 W/TCB .............. 150 
0/461 Graphics W/KYBO ............. 250 CSSI2-RM Chassis .. ... ................ 1 ,500 
0/410-0/460 W/KYBO ................. 120 
0/230 Color W/KYBO ................... 325 
0/411 W/KYBO ............................ 150 

ASSET REMARKETING 
CORPORATION 

(214) 296-9898 

1103 S. Cedar Ridge Drive 
Duncanville , Texas 75137 

(800) ARC-9993 

Circle 3 on reader service card . 

PRINTERS 

4596 LB615 Triple I/O ... .......... $2,500 
4595 LB315 Triple I/O ............... 1,500 
4364 600LPM Band ..................... 900 
OG 6640-T 9 PPM Laser New ...... 950 
B/61 0 Serial I/O Grey ................ 1 ,500 
6648 Okidata 321 Used ................ 250 
6425 Demand Doc Refurb ........ 1,750 
6618 SOOLPM New ..................... Sold 

DISK 

HRMC Oisk/Tape Controller .... $1 ,600 
66S5-F 1 G/B SCSI Disk ............ 1 ,500 
6796-F 520MB SCSI S/E New ... 1,100 
6363 160MB Disk ....... .. ............ .. .450 
6236 354MB Subsystem .............. 300 
OG 6328 71 MB Disk .................... 350 
OG 7430-K SCSI/2 AV4XXX ... ... 1,200 
HRMC-2 737MB Disk Ctrl ............ 800 
Seagate 500MB SCSI Disk ........... 900 
6621 1.2G/B RAMS Disk SIS .... 4,500 
Zetaco ARZ -1 Disk Controller ....... 500 

UPS SYSTEMS 

18876 2KVA UPS ....................... $600 
10432-00 10KVA UPS W/(3) Battery 
Cabinets .... ... .. ........................... 2,500 
Clary 1 OKVA 3 Phase ................ 2,500 
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Check out EMU/470 Version 5.0! 
Rhintek now provides 

complete emulation for all 
current DG Dasher Terminals. 

_ 0 Complete 0463 Emulation, 
including: Double high / double 

o Built-In Diagnostics 

~ 
wide characters; Selectable 
25th line; Downloadable 
function keys; Tektronix 

o Command Language 

o Script Files 

o International Keyboards 
~ emulation; UNIX mode. o Code Pages 850, 437 
~ 0 D430C Emulation o File Transfers. 

I, 0 VT Emulation for DEC, 
UNIX, and AViiON 

o PC/TCP Kernel Interface 

o Complete Printer Support 

o Auto Dial, Logon & Logoff 

Very, Very fast! o Scroll back buffer 

o Network Support 

'" / 0 190+ Macro Keys 

" 0 Compressed Mode 

EMU/410 
DG Color Graphics Terminal 
Emulation for IBM Micros 

~ 
Then call 1-800-234-4546 to get your own 
copy of Rhintek1s EMU/470, Version 5.0. 
Rhintek offers products spanning the entire Dasher Terminal Line, priced from 
$95 to $249. We offer volume discounts and unlimited free technical support. 
Call us and we'll FAX the Facts! Your complete satisfaction is always guaranteed. 

Rhintek, Inc. 
Computer Engineering 
p.o. Box 220, Columbia, Maryland 21045 

Visit us on CompuServe (GO PCVENC)j Tech Support 410-730-2575; VISA and MC Accepted 

Circle 37 on reader service card . 



_____ Focus ON: DATA ACCESS & SECURITY 

Figure 2: Modem 
cable for VDAlVDC 

chance of it being com pro
mi ed. On the other hand, 
if users are forced to 
change passwords too 
often, they're more likely 

connections 

and start doing some 
work. In the absence of 
proper modem control, if 
my connection is broken 

to forget them or be tempt-
ed to write them down. It 
usually makes sense to re
quire privileged users to 
change passwords more 
frequently than other 
users. And the 1ST 
Guideline specifically 
sta tes tha t no password 
should be good for more 
than one year. I recom-
mend that you establish 

2 
3 
4 
5 
6 
7 
8 
20 

appropriate password lifetimes for each 
class of user. Later in this article we'll 
discuss how you can rely on DG/UX 
features to manage them. 

Guest/shared accounts 
Do you allow shared user accounts 

on your system? Do you think you 
should? I generally recommend against 
thi practice because it makes user ac
countability more difficult. Each user 
10 should be assigned to one person 
only. When a user leaves, the 10 is lIot 
re-used. It should be considered a secu
rity violation when two or more people 
know a user ID's password. 

Under normal circumstances, a 
u er shouldn't be logged on simultane
ously at two or more terminals. Unless 
the terminals are at the same desk, it 
means that the password has been 
shared or a logged-in terminal has been 
left unattended-either situation should 
be considered a security policy viola
tion. 

It's easy enough for you to prevent 
this. Figure 1(page 9) is a fragment of a 
shell script (Bourne or Korn shell), 
which limits a u er' concurrent log-ins. 
Add this code to the beginning of 
letc!profi le (to control all users) or an 
individual user's $HOMEI.profile. I 
won't guarantee that it's bulletproof, 
but I've tested it on my system. A more 
robust version would be a daemon 
written in a high-level language to track 
log-ins and log-outs for each user. 

Console line controls 
Proper modem control is essential! 

Consider what happens without it: 
Let's say I dial into my system, I log in, 

Focus 

-> 
-> 
-> 
-> 
-> 
-> 
-> 
-> 
-> 

1 
3 
2 
5 
4 

20 
7 
8 
6 

for any reason (I hang up 
the phone without logging 
out, or noise on the line 
causes the modem to dis
connect), the system 
doesn't know I'm no 
longer there. The next per
son to dial into the same 
modem doesn't get 
prompted for username 
and password, but ends 
up in the middle of my 
session! When proper 

modem control is in place, the system is 
aware of the disconnect and terminates 
my process tree, ensuring that the next 
user goes through proper user authenti
cation. 

Proper modem control entails cor
rect setup of hardware and software. 
For connection to an A viion via a V AC, 
a standard modem cable is needed
pins 1-8 and 20, all running straight 
through. For connections through a 
VDA or a VDC, pins 1-8 and 20 are still 
needed, but pins 2 and 3 cross over, 
pins 4 and 5 cross over, and pins 6 and 
20 cross over (see Figure 2). 

The software setup is just a wee bit 
more involved. The easiest way is 
through sysadm, with Devices -> Port 
-> Port Services. For "TTY Definition 
Label", specify M9600 for a 9600-baud 
modem, M1200 for a 1200-baud 
modem, etc. If you use a label that 
doesn't start with "M", then you must 
explicitly use stttJ to speCify -c1ocal and 
hupcl. In addition, set "Hangup?" to 
yes, "Connect on carrier?" to no, and 
"Timeout" to the number of seconds 
you want to allow the user to respond 
to the log-in prompt before it discon
nects. 

Password aging is the process of 
limiting the lifetime of a password and 
requiring a user to change it. Under 
Generic DG/UX, password aging is 
controlled by part of the user's entry in 
letclpasswd. You can specify that a 
password expires after some number of 
weeks, and that it's frozen after it's 
been changed (that is, it can't be 
changed) for some other number of 
weeks. The rationale behind password 
freezing: When I'm forced to change my 
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fires, 
fart~~uakes, 

Floo~sl 
1992 brought hurricanes, 

fires, floods, earthquakes and 
more, just about every possible 

disaster that could strike. 
Is your company prepared? 

Data General 
Busine •• Recovery Service. 

offe,. you peace of mind 

If disaster strikes, the same 
professionals who know your 

computers best will fully support 
your disaster recovery, providing a 
wide range of recovery solutions. 

Data General 
Busines. Recovery Services 
Supports all of Your Needs, 

Including: 

Hot-Site Service through 
established, dedicated hot-sites 

On-Site recovery support 

Computer Operation Relocation 
Service 

Don't Wait till Disaster Strikes
Call1-800-DATA GENToday! 

4. Data General 
Where the World is going! 

Circle l Oon reader service card. 



DG,SUN 
& MOTOROLA 

BUY & SELL • NEW & USED 

~ ~QMM!.!NI~AIIQ~S 
SUN ELC, SLC,IPC, IPX IAC-8, 16, 24 
SUN S/10-GX SYSTEMS VME ASYNC/SYNC 
SUN 4/75-GX SYSTEMS COM BASIC I/O 
Motorola 3, 4, 8000 SYS ATI-16, AMI-8 
AViiON SYSTEMS ALM-8, ALM-16 
MVI15000, 20000 LAC-12,16,32 
MVI10000, 18000 

DISK/TAPE MV/8000, 7800, 78XP 
MV/4000, 40000C ALL SUN DRIVES 

MV/2000, 2500 322, 332, 662MB 
500MB, 1.2GB 1.4GB 

MEMQRY 354, 592 MB 
MV, ECLIPSE, AViiON 10, 12.5, 25, 50MB 
NOVA & MICRO NOVA 6231 CART N/E 

PRINTERS 6026,6123, 6125 

6215, 6216 6299, 6300, 6021 

GENICOM CBI.:.S 
Data Prod B300,B600 WYSE (All Models) 
Printronics P-300 0 -210, 211 , 410, 460 
HP LASER JET l. D. m. IV 0-214, 215, 411 , 461 

PESKIQP 0 -216, 412, 462, 470 

OGll0, 20, 30 PKG 0 -217,413, 463 

15, 38, 71 MB DISK S!'!~ MQ~IIQBS 
USAM-4, USAM-l NCO -15,16 X-TERM 
CARTRIDGE TAPE 365 - 1000 19" Color 
MEMORY 365 - 1160 HR Color 

SALE 

I 
WANTED 

CD ROM W/AT AViiON,SUN 
BUS CARD WYSECRT's 

AMES SCIENCES, INC. 
1787 ChanceUor Point Rd., Trappe. MD 21673 

410-476-3200 • Fax 410-476-3396 

Circle' on reader service card 

Screen Demon 
Something for everyone! 

The user: Faster displays, 
electronic mail, screen print, 
redraw screen, hot keys 

The developer: Easy win
dows, pop-up menus, dialog 
boxes, line drawing 

The system manager: View 
and control other terminals, 
inactive terminal auto-logoff 

Threshold, Inc. 
118N_Ro Street 
Auburn, AL 36830 

(205) 821-0075 
Fax (205) 821-0122 

Circle 47 on reader service card. 

Final/y, the right TCP/IP solution 
for DOS and WINDOWS users. 

TERMviewlPC 
./' TCP/IP Protocol Stack for 001, ASYNC SYSTEMS, INC. 

NDIS, and PACKET Drivers 617.270.3530 
./' TELNET,FTP,TN3270,LPR, 

RLOGIN, PING, DOMAIN NAME 
./' SLI P Remote Access 
./' DG D470C, VT320, SCO ANSI , 

IBM 3278 Terminal Emulators 
./' Transparent & Network Printing 
./' Connection Macro Recorder 
./' Multiple Session Viewing under 

!:!~r.f:!."'11 .......... 

DOS or WINDOWS 
./' Graphical Keyboard Mapper Multi-Window TCP//P Connectivity 
./' Runs Concurrently with NetWare Software for DOS and WINDOWS 

& Windows for Workgroup 

Complete PC Connectivity to DG/UX, AOSIVS, SunOS, & SCO UNIX Systems_ 

Circle 4 on reader service card. 

password, I might be tempted to 
change it right back to its previous 
value. But when it's frozen I can' t do 
that; by the time I can change it, pre
sumably I will have gotten used to my 
new password and I'll no longer want 
to change it back. See Figure 3 for a 
description of the password aging entry 
in /etc/passwd. 

You can deal with password aging 
for individual users through sysadm, 
IIser -> login accollnt -> add/modify. 
But if you want to enable aging for a 
large number of existing accounts, it's 
probably easier to use vi or sed to make 
mass changes to /etc/passwd. 

Stronger locks with Trusted OGIUX 
Trusted DG /UX is upwardly com

patible with Generic DG/ UX, but adds 
features to satisfy requirements for 
commercial security. (Trusted DG /UX 
also meets the federal government's cri
teria for evaluating trusted computer 
systems, at the C2 and B1 levels .) In 
fact, my recommendation is that if you 
are runrting any kind of production 
operation on an A viion, you should 
consider running Trusted DG /UX so 
that you'll have the extra security fea
tures. 

With the C2 option, Trusted 
DG/UX has three main areas of differ
ence compared to Generic DG/UX: 1) 
Identification ad Authentication; 2) Dis
cretionary Access Control; and 3) 
Audit. The latter two areas are beyond 
the scope of this article. 

The idea behind the Trusted I&A is 
really the same as with Generic 
DG /UX: "Who are you? Prove it!" But 
the Trusted version provides even more 
control and flexibility than Generic 
DG/UX. Using a service-based model, 
DG /UX allows us to identify each of 
the different ways a user can gain 
access to the system as a separate ser
vice (such as login, ftp, etc.) . We can 
control the different locations from 
which a user can access the system, and 
different times during which the user 
can access the system with a particular 
device. The password can depend on 
the particular service, and we can speci
fy different audit masks depending on 
the service. 

At the heart of this is something 
called a "session monitor," which is a 
part of Trusted DG/ UX and mediates 
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_____ Focus ON: DATA ACCESS & SECURITY 

Figure 3 notes: 
2) If M and m equal zero 

(Le., "."), the user is 
forced to change the 
password at next login. 
No additional aging is 
done. 

3) If m > M, only the supe
ruser can change the 
password. 

4) The week of last change 
is encoded as a two-

Figure 3: Aging data stored in /etc/passwd 

:1::,:,J~'JJ2 PH: 

Aging inlo start here 
M, Max duration in weeks 
m, Min weeks belore change 
Week ollasl change ___ -' 
(since 1970) 

l09:100:Tom G: u tom : 'sbin ksh 

Password aging codes: 
.=0 
1=1 
0-9 = 2-11 
A-Z = 12-37 
a-z = 38-63 

digit number in base 64, using the codes shown in note 1 above; this number is a scalar, 
which represents the number of weeks since the beginning of 1970. In the example shown 
above, FH = 17 • 64 + 19 = 1,107 weeks, or the 35th week of 1993. (In fact, I changed my 
password on 24 August 1993.) 

Figure 4: Service-based access model 

Service 1 

Iniliolor ---.. 
usernome 4 

/possword 
~ 

~ession 
Monitor 

3+ .2 
A&A 
Data 
Base 

~ervi(e 
~ession 

all requests to create a session (see Fig
ure 4). 

Under Trusted DG/UX, there are 
several components to the information 
used to control log-ins, including the 
user account itself, the user authoriza
tions, and the user's password sets . 
We'll look at each of these. 

Identity 
User accollnt: The account defines 

the overall identify and runtime charac
teristics of a user. Allthellticatioll ID: A 
number, usually greater than 100, 
which should be unique to each user. 
U ed by the system for audit trails. It's 
easiest to just let sysadm provide 
default values. Grollp memberships: Pri
mary and supplementary group mem
berships, which are used in checking 
file permissions. 

FoClls 

Figure 4 notes: 
1) User requests a service (such 

as login) . The service initiator 
gets the username and pass
word, and passes this infor
mation, along with the ser
vice, location, and time to the 
Session Monitor. 

2) The Session Monitor checks 
against A&A data base. 

3) Assuming a match, the Ses
sion Monitor gets the attribut
es assigned for the requested 
service session. 

4) The Session Monitor passes 
these attributes, plus permis
sion to access the service, to 
the service initiator. 

5) The login service session is 
started for the user. 

Runtime characteristics 
Home directonj: The user's initial 

working directory, from which files 
such as .profile and .mwmrc are exe
cuted. Root directonF The highest file
system directory the user can access. 
Execution priorihI 

Shell: The user's initial shell-usu
ally Bourne, C, or Korn shell. Serv ice 
allthorizatiolls: Which services (login, 
xdm, telnet, fop, rlogin, etc.) the user is 
authorized to use. 

Account aging 
Lifetime: The maximum lifetime of 

the account, after which the account is 
automatically disabled. This is espe
cially handy when creating accounts for 
temporary personnel-instead of hav
ing to remember to lock them out at the 
end of their terms, you can set up the 
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Why Get 
Caught With 
Your Memory 
Down? 
Don't put up with sluggish 
performance. So you added an 
application or memory hog during 
the slowdown. 

Then boost your system to full 
power with memory at a fraction 
of the cost of D.G. We deSign 
and manufacture value-priced 
memory for your D.G. work
station or system ... 

MV2500 
MV3200, 3500, 3600 

MV5500 & 5600 
MV7800 XP 

MV9300,9500,9600 
MV15000, MV18000 
MV20000 mod 1 &2 

AViiON Servers and 
Workstations 

Bottom line ... 
./ a fraction of the cost 
./ 100% compatible 
./ lifetime warranty 
./ 24 hour exchange 
./ trial evaluation 

... so give us a call or contact 
your Dealer for value . . .. 

(310) 282-8700 
FAX (310)839-4464 

SCIP 
441 S. Beverly Dr. #2 

Beverly Hills, CA 90212 

Circle 39 on reader service card. 
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accounts to automatically expire at the 
appropriate time. As with all the time 
fields associated with user accounts, 
you can specify this field in days, hours, 
minutes, and seconds. (I learned the 
hard way that the default account life
time is 366 days; exactly one year after I 
had set up my workstation, I couldn' t 
log in! Now I specify a longer lifetime.) 
Idle time allowed: The account would 

Data General 
COffiRuter Hardware 

Specialists 

Thousands Of 
Items In Stock 

• Buy & Sell 
• Lease & Rent 
• Comm / Cont 
• Disk / Tape 
• Memory 
• CPU 
• Aviion 
· MV 
• Nova 
• S series 
• Printronix 

be disabled automatically if the user 
does not use it within a specified time 
period. 

History information 
Last used: When was the last time 

this account was used, and from which 
location? 

Last denied: When was the last 
time that a failed log-in attempt occured 

Let us handle all of your Data 
General needs, from terminal 

cables through your next major 
upgrade ... at competitive prices. 

In addition to Data General hardware check 
out our selection of after market and O.E.M. 

products from 3-Com. Kyocers. Micom. 
Data Products. SOP. Best. Wyse. Genicom. 

Codex and many morel 

Call today for 
up-tO-date pricing . 

Computer Hardware Specialists 
7209 Chagrin Road. Chagrin Falls. Ohio 44023 

(216) 247-2650 (fax) 247-2604 

Circle 33 on reader service 
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with this account, and from which loca
tion? Lock status: The account can be 
locked by the system manager, to in
hibit log-inS. Handy when you need to 
disable an account temporarily. 

User authorizations 
User authorizations are specified 

for each service, and allow additional 
access control and auditing. 

Time and location restrictions: A 
particular user may not be allowed to 
access the system between midnight 
and 5 a.m., nor on weekends, for exam
ple. Similarly, a user may be restricted 
to coming in from specified worksta
tions or console lines only. 

Audit mask: Which events get writ
ten to the system audit trail. By specify
ing a value here, you can audit a partic
ular user on a particular service more 
closely than normal. 

Password sets 
For convenience, the defaults we 

ship with Trusted DG/UX include four 
standard password sets. Although you 
can define your own or could have sep
arate password sets for each service au
thorization, the default helps keep 
things more manageable for the system 
manager and easier for the user, with
out significant compromise. The default 
password sets are: 

Local: login, xdm services 
Remote: telnet, ftp, rlogin. In addition, 

if optional communications packages 
have been licensed, ftam, pad, dni, vtp. 

Sll: for the su ("switch username") ser
vice only. 

Public : This duplicates what's in 
fetclpassw ord. It exists in case you 
choose to boot a non-trusted kernel, 
and also for ill-behaved applications 
that access fetclpasswo rd directly 
instead of doing the proper authentica
tion system calls. The public pa sword 
set is not considered part of the Trusted 
Computing Base. 

Within each password set, the fol
lowing information is maintained: 

• Password value: The actual pass
word for using this group of services. 

• Lock status: Whether this password 
set has been locked. 

• Aging information: (see next section) 

• Change allowed: Is the user allowed 
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Focus ON: DATA ACCESS & SECURITY --------------------------------------------

to change the password, or is only 
the system manager able to do so? 

• Password failures: Lock on how 
many? How many consecutive log-in 
failures will cause this password set 
to be locked? 

• Password failures, history: Current 
number of consecutive failed log-in 
attempts. 

User authentication 
references 

DEPARTMENT OF DEFENSE PASS

WORD MANAGEMENT GUIDELINE 

("The Green Book"), National 
Computer Security Center publica
tion CSC-STD-002-8S. Spells out 
many guidelines for managing 
systems effectively. Although ori
ented toward defense and intelli
gence agencies, the guidelines are 
useful for commercial sites as well. 

PASSWORD USAGE, National 
Institute for Standards and Tech
nology Federal Information Pro
cessing Standards Publication 112, 
provides guidelines which are 
binding for federal systems, but 
also are good recommendations 
for non-federal sites. You may find 
this a good source of verbiage in 
developing your own security 
policies. Includes the GREEN BOOK 

as an appendix. 
UNIX PASSWORD SECURITY-TEN 

YEAR'S LATER, David C. Feldmeier 
and Philip R. Karn. The "ten 
years" is an allusion to a paper by 
Robert Morris and Ken Thompson 
in Communications of the ACM. 

"FOILING THE CRACKER": A SUR

VEY OF, AND IMPROVEMENTS TO, PASS

WORD SECURITY, Daniel V. Klein. 
Available via anonymous ftp from 
ftp.sei.cmu.edu under -Ipubl 
dvklpasswd. *. Ll 

FOCIIS 

A user's password goes through 
many stages. You can change the time 
intervals for each stage, although the 
default values are good for many users. 

is used, the user will receive a warning 
of when the password will expire . 
Default 30 days. 

Frozen: The password cannot be 
changed. Default is 7 days. 

Normal: The password can be 
changed as desired, and no warnings 
are given. Default 90 days. 

Expired: The user must change the 
password in order to use the service. 
Refusing to change the password 
means you won't be granted access to 
the service. Default is 53 days. 

Wanting: Each time this password 
Extinct: It's too late to change the 

password. You will be denied service! 

Your migration from Cobollinfos need not be arduous if you use 
LA.M.P.'" (Low-cost application migration package) from MAC Data, 
& Acucobol. 

We have teamed up to provide the users of Data General's Coboll 
Infos"', executed on AOSNS platforms, the ability to port their 
application to the more cost effective DGIUX" on an AViiON. TBAM'" 
provides D.G.'s INFOS'" functionality with the addition of full DBMS 
file security and transaction logging while dramatically improving 
performance. Acucobol's ACUCOBOU85'M conforms to the ANSI'85 
standard, with far more features and enhancements than are 
available from D.G.'s 32 bit Cobol product, which includes color 
pop up windows and hot-keys. These two powerful products 
together with our Infosouf" interface and source code conversion 
utility, insure that your port to UNIX will be an effortless one. 

Cobol users who eventually plan to redesign their application for 
a 4GL will be pleased to know that Acucobol has anticipated their 
desires by developing a utility called Acu4GL'" which provides a 
seamless interface from Cobol to several RDBMS products. So, if 
you want to get from where you are to where you want to be, call 
MAC Data (1-800-818-8183). /./ 

t. DataGeneral acu~o.l?c?J./'" 
Valued Solution Provider Authorized Migration Partner 

MAC Data • 429 Main St. • Watertown, IT 06795 
Fax number • 1-203-274-7593 

Circle 26 on reader service card. 
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NOW AVAILABLE--ICHOST MS-DOS 
NETWORK VERSION 

NO EXTRA CHARGE··CALL FOR DETAILS 

O©HOSTTM 
TOTAL ICOBOL SOLUTION 

Recognize these names? 
You should! 
They represent the state of 
the art in computing today. 
Combine ICHOSTTM with 
one of these big names and 
get the best 
ICOBOL runtime and 
development system money 
can buy! 

If you are developing and 
running ICOBOL applications 
with anything 
but ICHOSTTM , or you want 
to know more about the 
advantages of running 
ICOBOL with ICHOSTTM 
give us a call. Dealer 
discounts available. 

Make ICHOSTTM your 
total ICOBOL solution 

Gerry Manning & Associates 
3311 Candelaria Road, Suite E 
Albuquerque, NM 87107 
Phone: (505) 888-5011 
Fax: (505) 883-7708 

Our U.K./Europe Distributor: 
Broadnet Ltd., Falcon House 
North Feltham Trading Estate 
Feltham, Middlesex, TW14 oua 
Phone: 081 893 1515 
FAX: 081 8932183 
Contact: Roland Eckert 

DGCOBOL Compiler 
AS LOW AS $595.00! 

Compile ICOBOL in 
DOS & UNIX environments 

Enhanced error documentation 
& compile times 

Circle 22 on reader service card. 

"Why can't I get in?" 
As with liberty, the price of a se

cure system is eternal vigilance. Trusted 
DG/UX provides a lot of control in how 
the system is accessed; a corollary is 
that DG/UX provides many reasons 
why a user may be unable to log-in. 
Reasons include: 

• Incorrect username 
• Account locked 
• Account lifetime exceeded 
• Account idle time exceeded 
• Not authorized for this service 
• Not authorized for this time/location 
• Nobody authorized for this time/location 
• Incorrect password for this service 
• Password extinct 
• Password locked 
• Too many failures 

In addition, system administrator 
actions can cause problems. If some at
tribute has been altered, it may invali
date the account. For example, if a 
user's primary group has been 
removed, log-in will fail. 

In all of these cases, the user re
ceives the message, "Login incorrect." 
We certainly don't want to give a 
potential malefactor clues that might 
help him break in. Some of the things a 
system administrator can do to deter
mine the reasons for a lock-out are: 

1) Run authck to get overall account status. 
2) Run passwd -q <username> to get the 

aging status of all password sets. 
3) Run sysadm to check for locked pass· 

word sets. 

By now you should appreciate that 
the system manager has a lot of control 
over who accesses the system. Generic 
DG/UX has a strong set of basic secu
rity features, and Trusted DG/UX gives 
you the tools to enforce a security poli
cy effectively on your system. Remind 
your users that they should treat a pass
word like a toothbrush: Change it fre
quently. Never share it. D. 

Tom Gutnick is a systems engineering 
consultant for Data General, specializing in 
operating system issues. He can be reached 
at 7927 Jones Branch Drive, Suite 200, 
McLean , VA 22102; 703/827-9669; Inter
net: Tom_Gutnick-@dgc.ceo.dg.com. 
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Protecting data 
with cryptography 

SYNOPSIS 
The heart and soul of message security is called" public 

key encryption ." It has been built into products from lotus, 
Novell, and Wordperfect. Jim Bidzos, president of RSA 

Cryptosystems, cites more than 1 million public key user li
censes today. The January 31, 1994, issue of Information 
Week claims 3 million . This article explains what a public 

by Michael E. Marotta 
Special to Focus 

key cryptosystem is. Part 1 of 2 . 

Back when the typical Data General environment was a 
single Eclipse or standalone MY, computer security was most
ly a matter of internal controls. The main idea was to keep 
authorized users from stumbling into unauthorized places. 
Now that we're running Unix and are connected to the Inter
net, all that has changed. The first challenge is to keep IIl1alltl1o
rized users from entering the system. The second (and tougher) 
challenge is to secure our messages as they travel to and from 
our sites along the "information superhighway." 

Codes and ciphers 
A code is a pre-arranged set of arbitrary symbols. We 

could set up a table of meanings like this: 

10:21 am 
2:00 pm 
3:15 pm 
3:21 pm 

yellow 
green 
red 
blue 

restaurant 
theater 
library 
zoo 

handkerchief 
scarf 

gloves 
sweater 

Then a message that reads: "Thank you for the green 
gloves." would carry a hidden meaning. Instead of colors and 
places, of course, we could use numbers, letters, astrological 
symbols, and so on. Without the key or codebook, unraveling the 
message is usually hopeless. 

A cipher is an orderly transposition or substitution of char
acters. We could use the ASCII chart as a cipher. With "A=65, 
B=66, ... , Z=91", the word Focus becomes "71 79 67 85 83". This 
kind of secret message is relatively easy to break. Since E is the 
most common letter in English, any message that is simply 
enciphered will show more symbols for E than any other. 
There are ways to make a cipher more complex . We could 
have a table or an array of several columns, and use each ci
pher in turn. Then, a message like "LEE SEEMS COMPE
TENT' would have several symbols for the many E characters. 
Ciphers can also be created on the basis of transposition. We 

Focus 

can take a message like, "THE GOTHS ARE CHARGING AT 
MID IGHT," and write down every other letter (with the 
space as a "letter"): 

TEGTSAECAGN T MDIG H OH R HRIGA INGT. 

Again, the transposition can be more complex. 
For computing, ciphers have an inherent advantage over 

codes. A cipher can be expressed as an algorithm. You can 
write a program to execute and unravel a cipher. On other 
hand, a code requires a look-up table. Ciphers, therefore, are 
the preferred solution in computerized communications. 

In 1974 the Department of Commerce announced its 
desire to implement a Data Encryption Standard (DES). The 
DES would be used for all nonmilitary government 
communications, typically bank transfers and other commer
cial transactions. The Data Encryption Algorithm (DEA), cre
ated by IBM, was accepted for this purpose. However, it was 
accepted only after it was downgraded for simplicity by the 
National Security Agency (NSA). By 1982 some cracks 
appeared, at least at the theoretical level. Today, even though 
it has never been (publicly) broken, the DEA is considered 
obsolete. The search is on for a newer, better method for safe
guarding data in transit. 

Public keys 
Historically, codes and ciphers have shared a common 

weakness: the key. You can substitute and transpose to any 
level of complexity, but if the algorithm gets out, your mes
sages will be deCiphered in short order. This problem has been 
attacked by several researchers over the past 20 years. The so
lutions are called "public key cryptosystems." (CnjptoiogJj is 
the science of secret writing. Cnjptograpl1y is the creation of 
methods of secret writing. Cnjptanalysis is the breaking of 
codes and Ciphers.) 

Ralph Merkle was a graduate student at The University of 
California at Berkeley when he suggested placing the key in 
the message. A long message, such as a bank's daily transac
tions, consists of a stream of millions of ones and zeros. No 
subset of this stream is any more meaningful than another. All 
that's required is to define where the encryption key begins 
and ends. It could start at bit number 38,493 or bit number 
912,745, or wherever. The key could be 87 bits long, or 
3,962,521 bits long, or whatever. 

At MIT, professor Ronald Rivest and two doctoral can
didates (Leonard Adleman and Adi Shamir) took a different 
approach. Based on the "totient function" discovered by Leon
hard Euler (1707-1783), the RSA cryptosystem relies on two 
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0410 CRT .......... .. ..................... $175 
0462 CRT ................................. CALL 
0216 CRT ................................. CALL 
COMMUNICATIONS 
IAC/16 ....................................... $400 
IACIB ......................................... $200 
ATI116 ....................................... $150 
AMI/B ........................................ $150 
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LAC-12 ...................................... $400 
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IAC/24 ........... .... ..... .. .. ... ... ...... $2,500 
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different keys. Both keys are based on long integers of 100 dig
its or more. One key i publi hed, the other held ecret. Any
one who wants to send you a secret message looks up your 
published key. When you get the message, you use your secret 
key to decipher it. A lOO-digit number can be stored in 100 
bytes or less. This is a smal1 chunk of data for a modern com
puter. Yet the most powerful computer running the most ef
ficient program would require several years to crack this num
ber. The time can be increased to several centuries just by 
making the cipher key a few digits longer. There isn't enough 
time in the universe to break a cipher based on a number that 
can fit into a l-kilobyte file. 

Prime numbers 
ot just any number will do, of course. The most secure 

ciphers rely on prime numbers . A prime number has only 
itself and 1 as factors. Prime numbers include 17, 23, 57, and 
93. However, 12,51, and 60 are not prime. You can factor 12 
down to 6 x 2 or to 4 x 3. And 51 = 17 x 3. The factors of 60 are 
2,3,4,5,6, 10, 12, 15, 20, and 30. In order to find out if a num
ber is prime, just divide it by every number in turn, starting 
with 3. (We can rule out even numbers: any number that ends 
in 0, 2, 4, 6, or 8 cannot be prime.) If a number has no remain
der after a divide, it is rejected. 

The ones that remain are prime. This method is called 
"The Sieve of Eratosthenes" after the Creek mathematician 
who discovered it about 250 B.c. Is the number 5,301 prime? 
You would have to reach 57 times 93 until you found its fac
tors. Of course, 57 and 93 are primes, so they are the lowest 
possible factors. ote also that 57 and 93 are 2-digit numbers. 
Their product is a four-digit number. If you multiply two 100-
digit prime numbers, you get a number 200 digits long. Prime 
numbers are important to the RSA system because the Euler 
totient function rests on "modulo" or "residue" arithmetic. For 
instance, we say that 1700 hours is 5:00 pm. The formal mathe
matical statement is "17 mod 12 = 5", or, as we learned in 
grade school, 17 divided by 12 equals 1, remainder 5. 

All of this 100-digit prime number modulo arithmetic 
takes place at the code level. The users never see it. The system 
manager seldom needs to be concerned with it. Once the hard
ware or software is installed, it is as seamless as disk I/O. 

The RSA cryptosystem was announced more than 15 
years ago. It has been described and defined in papers and at 
conferences. The algorithm is known and understood. While 
some theoretically weak keys can be generated for it, it has 
stood the test of time. The RSA cryptosystem has been selected 
by Wordperfect, Lotus, ovell, and many other companies for 
securing data in transit. It is not the only option, however. The 
federal government has announced two products, Clipper and 
Tessera, that also provide data security for network commu
nication. In addition, there is an unlicensed version of the RSA 
algorithm, called PCP, which is extremely popular with Inter
net users. Since PCP intrudes on the RSA patents, its use is 
controversial. (Next month: issues, threats, and opportunities 
in data secllrio}.) t1 

Michael Marotta is a freelance writer il1 Fowlerville, Michigan . 
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Network disaster planning 

FoClls 

SYNOPSIS I 
Contingency plans will help keep your business running . 

by Katherine Jones, Ph .D. 
Special to Focus 

Is your network disaster-ready? In the after
math of recent hurricanes in the South, fire and 
earthquakes in California, and floods in the Mid
west, it may be time to view the vulnerability of 
your network sites and create a plan to address 
"what if?" . 

Too many network administrators avoid disas
ter (or more aptly, "contingency") planning, saying 
it's unnecessary, unfea:;ible, or undesirable. Most 
frequently, however, network admini trators who 
lack a network contingency plan cite lack of time to 
think about developing such a plan as the only rea
son they do not have one. And when a disaster
recovery plan is in place in a company, it is often 
solely for the mainframe. Too often, no attention is 
paid to the distributed departmental servers. Self
analysis is necessary in such instances-can you 

afford the risk of network disruption? 
Have you explored your exposure in ca e of 

network loss? Analyzing the risk of network "disas
ters" has to include business input-it is not the 
probability of network failure you prepare for, it i 
the eventuality. Think about the small sign on airline 
seats: "Fasten Your Seatbelt. Seat cushion may be 
used as a flotation device." The last sentence is part 
of a di aster-recovery plan! Knowing the effects on 
your bu ine s of network unavailability is impor
tant, and help set prioritie in which LA s to 
re tore fir t or which people to get online most 
immediately. 

Assessing your risk 
While some may not think of a network failu re 

a cata trophic, recent event such as the bombing of 
the World Trade Center in ew York City and the 
California earthquake certainly gave network and 
telecommunications administrators rea on to pau e. 
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Companies who most successfully 
avoided negative business impact were 
those who had a plan for dealing with 
voice and data communications in the 
event of total network inacces ibility. 
These companies had plans that includ
ed alternate telephone lines, access to 
critical data at a remote site, or in some 
cases a plan that included relocating 
staff to a temporary site from which to 

conduct business as usual. 
A 1988 survey of mainframe sys

tems managers demonstrated that 80 
percent of MIS directors had /10 disas
ter-recovery plan. And of the 20 percent 
that had plans, 80 percent of those plans 
were untested. By June 1993, The Gart
ner Group reports, some 60 to 70 per
cent of MIS directors had a disaster
recovery plan (DRP) in place for the 

Circle 25 on reader service card . 
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mainframe, but fewer than 50 percent 
test their plans regularly. 

While the tangible cost of down
time may be determined by a bu iness 
(for example, the average cost of down
time in voice communications for 450 
members of the FORTUNE 1000 is $78,000 
per hour-adding up to $2.97 million 
per year per business), the intangible 
costs may not be considered. Respon
dents reported that the intangible costs 
critical to their business included cash
flow interruption, loss of customers, 
loss of competitive edge, erosion of 
business image, loss of market share, 
loss of marketplace confidence, legal or 
regulatory violation, and loss of 
investor confidence. 

The effect of distribution- positive 
to business under normal working con
ditions-can allow risks when the un
thinkable, the unexpected, happens . 
The lack of central control may mean 
that no plan exists for server access, or 
at best departmentalization creates frag
mented recovery plans. The distributed 
environment allows not only multiple 
loss locations, but also multiple threat 
locations: more sites for hackers or 
other illicit attempts at accessing data . 
The increased reliance on PCs for the 
conduct of mission-critical business can 
increase security risks. 

Protecting the LAN server option 
As the business-critical open sys

tems servers are increasingly outside 
the data center, they are often concomi
tantly separate from the hot site backup 
centers. Distributed sites may be 
administered locally, centrally, or in 
some combination of both . But even 
when centrally managed, all too fre
quently the LA servers are omitted 
from the company's disaster recovery 
plan. 

PCs also require consideration. In 
1992, $1.4 billion of PC equipment was 
lost to service. These losses, based on 
insurance claims, were from theft ($882 
million), fire ($119 million), natural dis
aster ($115 million), power-related 
($174 million), and others ($105 mil
lion). Some solutions are simple: requir
ing users to cover their PCs nightly 
with waterproof covers can guard 
against water damage. 

The dangers for distributed LAN 
information includes lack of local back-
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up or infrequent backups, storing back
up data solely on the premise or with 
employees, and infrequent backups of 
data bases. The issues to consider are 
several: 

1) Are critical backup data available for 
each distributed site? 

2) How much time is acceptable to re
store those systems or the functions 
those systems serve? 

3) What are the personnel impacts? 

A California airlines-reservation 
site created two remote backup sites for 
both telephone and data access should 
the primary site be inaccessible. During 
a recent earthquake, the central site was 
destroyed and, as planned, the two re
mote sites received all the diverted 
business. The only thing they neglected 
to plan for, however, was the effects of 
the disaster itself. The two sites were 
created to handle the load of the origi
nal site; in an actual disaster, the 
increased telephone and hence data
access requirements brought the two 
backup sites to their knees! 

What are LAN recovery options? 
A business may have a standalone 

recovery plan-one in which the corpo
ration can replace or reroute data 
immediately, regardless of location. Hot 
spares and mirrored servers provide 
equipment and redundancy that can al
leviate the effects of, for example, fire or 
water loss. Quick-ship replacement 
plans from vendors can provide some
what of an insurance policy; such pro
grams can provide loaners or replace
ments in one or two days. 

Data vaulting allows incremental 
daily backups over a voice-grade line in 
unattended mode. Data are com
pressed, encrypted, and moved to the 
server. Couriers also pick up backup 
tapes and transport them to off-site 
vaults manually. Mobile units offer 
wireless LAN systems for temporary 
restoration of service. 

Businesses can subscribe to com
mercially available recovery programs, 
thus outsourcing either the planning or 
the total restoration should a catastro
phe happen. Such services should be 
planned for before disaster strikes, 
however. 

Some recovery packages address 
facility lockouts. These offer the reloca
tion of staff and data into new facilities 
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within 24 hours. Telephones and data 
lines are all ready for employees to con
tinue work. 

Why have a plan? 
Some businesses-financial institu

tions, for example-have federal audit 
requirements that require approved 
plans for recovery of data in the event 
of unexpected disasters. In some cases, 

corporations with approved contin
gency plans can receive improved 
insurance coverage or reduced premi
ums. The consumer implication of a dis
aster-recovery plan can be important as 
well: the ability to guarantee reliability 
to prospective clients and customers, 
and the reduction of public awareness 
when a disaster does occur in that busi
ness appears to be conducted as usual. 

Look Sharp with DataGen! 

DataGen gives you the edge with split-second 

coding of file maintenance programs In Cobol. 

Cut The Backlog! 

• Conversions to Open Systems 
• New Applications 
• Relational File DeSigns 
• Maintenance (Enhancements) 

Productivity Systems Development Corporation 
P.O. Box 1931, Summerville, SC 29484 

803-851-6577 
Circle 38 on reader service card. 
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This in it elf can protect against lost rev
enues. An intangible benefit-peace of 
mind-can be obtained with the knowl
edge that a recovery plan is in place, ha 
been tested, and found to work. 

Catastrophic failure of business 
communications can result in serious fi
nancial losses. While such disasters are 
rare, and their uncertainty can make 
planning difficult, lack of planning can 
have devastating consequences. Each 
bus iness that relies on data access 
should identify its availability require
ments and create a plan, AND TEST IT, 

against those requirements. Only by do
ing so can today's corporations reduce 
the probability and the amount of loss 
from a disaster. /1 

Dr. Katherine Jones heads Independent 
Conslliting Services of Shrewsbury, Massa
chusetts, and amollg other things provides 
cOll sultancy services on disaster-recovery 
planlling. 

---------------------------------------------------

.9lcquiring good 1ia6its 
by Katherine Jones, Ph.D. 
Special to Focus 

As much as it is important to cre
ate a network recovery plan, it is equal
ly important to coordinate that plan 
with other parts of the corporation: the 
MIS director, the telecommunications 
director, and the like. Should disaster 
strike, it may well affect the entire 
plant. 

The network administrator needs to 
ascertain what network segments are most 
crucial: while every department may 
clamor for attention, customer service, 
sales order entry, and financial fund 
movement may well be more critical 
than marketing, for example. 

Offsite storage for all critical data
mainframe, server, and PC-should be 
accommodated. And this does not 

mean backup tapes are located on 
another floor of the same building as 
the computers themselves. The backup 
systems should be modified at the same 
time as production equipment. 

Telephone lists of key personnel 
need to be kept up to date. In a disaster, 
getting in touch with people and possi
bly even moving employees to new 
locations may be imperative. Hence, a 
copy of that list has to reside some
where other than solely in the adminis
trator's desk at work! If employees 
change telephone numbers frequently, a 
current list should be kept. Employees 
who are part of the plan to address dis
aster at its inception need to practice the 
roles expected of them. If employees 
would move from a defunct facility to 
the hot site and then to a new cold site, 
that plan should be reviewed with 

Data General • Buy • Sell • Trade 
Processors: 
MV40000 HA2 .................................................. SAVE $ 
MV40000 32MB ............................................... SAVE $ 
MV30000 Modell . and MOD 2.3,4 Upgrades .... .. .. Call 
MV20000 16MB Models 1 &2 ........................... SAVE $ 
MV20000 Modell to Model 2 upgrade ........... SAVE $ 
MV 15000-20 upgrade from any system .......... SAVE $ 
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MV8000-11 8MB ..................................................... 500 
MV9500 CPU w132MB ...................................... 14.000 
MV9600 CPU w132MB ...................................... 25.000 
MV8000 Model 9300 ............................................. 500 
MV 7800/MV7800XP 4MB 16 Slot .............. 1900/2900 
MV4000 2MB ......................................................... 700 
MV2000 Enhanced 4MB 160 MB disk ................. 1,400 
4380 ISC-2 (Synch) ............................................... 150 
AVIION All Models ................................. SAVES 
AViiON 5225+ ......................................................... Call 
AViiON 4100 ........................................................... Call 
AViiON 4625 ........................................................... Call 
AViiON 6240 ........................................................... Call 

THOUSANDS of Parts 
For DG Machines 

Processor Options: 
4380 ISC-2 (Synch) ............................................ 300 
8997 Expansion chassis MV15. 20 .................... 1. 
8819 Second IOC for MV10000 .......................... .. 
8762 Expansion chassis ...................................... . 
4543-B MCPl 8 Async 2 Sync OCH P1r ............. . 
4370 IAC-16 RS232. 20MA. W TCB .................... . 
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4623 IAC-24 w/TCB-24 ............................................ 2.900 
ANY TERMSERVER OR TRANCEIVER ..................... .. 
4532-A ILC ............................................................... 1.500 
4560 LAC-12 ............................................................... 350 
45861TC-128 terminal controller ............................. 4.950 
Avllon Comm Equipment ................................ Cali 

Oisk Storage Units: 
6236 354MB Disk subsystem ..................................... 250 
6239 592MB Disk subsystem ..................................... 900 
6329 120MB MV2000/MV1400 ................................... 400 
6363 160MB MV2000/MV1400 ................................... 600 
6491 322MB for MV2500 or CSS ................................ 900 
6554 662MB for MV2500 or CSS ............................. 1.000 
6581 500MB RAM.s. Disk ......................................... Call 
6720 CSS2 1.0GB Disk subsystem .......................... 3.500 
6685 1.0GB Disk Drive AlO ...................................... 1.500 
6621 1.2GB Ram Disk .............................................. 4.000 
6061/6122 Zebra Disks or Parts ................................ Offer 
Zetaco ARZ. SKS and Laser Disk subsystems ............. Call 

SpeCials 
RAID 0 Thru 10 

HIPerStor disk arrays used on MV, AVIION , 
SUN, HP, NOVELL, & Morel 

Terminals: 
61650460 Monitor with keyboard ....................... $150 
6166-X 0410 Monitor with keyboard ..................... 130 
6169-X 0211 Monitor with keyboard ..................... 125 
6391-X 0214 Monitor with keyboard ..................... 140 
6392-X 0215 Monitor with keyboard ..................... 150 
6393-X 0411 Monitor with keyboard ..................... 160 
6394-X 0461 Monitor with keyboard ............. .. ...... 190 
65000216 Monitor with keyboard ......................... 190 
6682 0217 Monitor with keyboard ......................... 225 
6567 0412 + Monitor with keyboard ...................... 325 
6683-X 0413 Monitor with keyboard ..................... 425 
6568 0462 + Monitor with keyboard ...................... 500 
6693G-X 01400i Monitor with keyboard ................ 375 
Wyse and Sherwood Terminals .............................. Call 

Tapes: 
6026 80011600 BPI Brown. FCC compliant ............ 550 
6341 -A 1600 BPI Streaming Tape (SCSI) ........... 1.100 
6299/6300 1600/6250 BPi ..................................... 950 
6586-A Galaxy Tape (SCSi) ................................. 3.200 
6587-A 1600 BPI Tabletop (SCSI) ...................... 3.900 
Megatape GT - 88 -2 .............................................. Call 
6590M 2GB Subsystem (SCSI) ........................... 2.500 
6588/6589 6250BPI Tape (SCSI) .............. 7.500n,700 
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them. If telephone trees are kept, again, 
keeping name and number current i 
paramount. 

In case the network operations cen
ter i inacce sible, the admini trator 
must ensure that all information on all 
necessary communications equipment 
is docLl/nellted and ill place at the hot site. 
Power and communications lines at that 
site should be connected to standby 
equipment and utilities. 

Switchillg alld modem facilities need 
to be tested once in tailed. ote any 
specific lines designated as ecure, if 
need be. Passwords, 10 codes, etc., 
should be place at the new environ
ment. 

Checklist for planning 
• "Who Does What?" list 
• Telephone list of key personnel and 

management 
• Contact list of common carriers and 

power companies to provide emer
gency backup seNices 

• Recovery priority list 

• Hardware configuration 
• Software inventory per computer 
• Communications gear configurations 
• Modem settings 
• Autoexec.bat file contents 
• Whereabouts of backup tapes 
• Automatic routing of main number to 

alternate location for phone and fax 
• Lists of user names, passwords for 

alternate workstations or PCs 
• Security rules for alternate site 
• Quick-ship replacement or leasing 

plan with critical equipment vendors 
• Hot spares 

Good habits for loss prevention 
There are several common-sense 

steps one should take to prevent loss of 
data . Some of the e include: 

• Routine program for daily media back
up. 

• Remote off-site storage of backup 
media over 24 hours old. 

• Routine use of computer covers dur
ing periods of non-use to protect 
from accidental discharge of water. 

• Routine electrical shutdown of equip
ment during periods of non-use 
(electrically active equipment ex
posed to water may require exten
sive repair and retesting) . 

• Inventory listing by type, manufac
turer, model and serial numbers, 
date of purchase, replacement 
costs, unique configurations. 

• Inventory of software including pur
chased and custom programs. 

• Identification of critical data/docu
ments; source and archival docu
ments inventory. 

• Location and preseNation of vendor 
warranties, seNice maintenance 
policies, third-party seNice and re
pair policies. 

• Know location and condition of smoke, 
heat, and water sensor devices. 

In add ition to planning for disasters, 
routine precautions taken daily can en
hance the likelihood that your site 
won' t be out of operation longer than 
ab olutely necessary. 6 

AOSNS to NETWARE INTEGRATION 
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AOSNS 

fll NETWARE 
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\§h, MAC 
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NOVELL Brings NetWare into Open Systems networking with support for industry standard 
NFS ( Network File System ) and TCP/IP networking protocols. Your NetWare servers already 
have the foundation for an enterprise-wide Open Systems integration strategy. 

C&C brings AOSNS into Open Systems networking by providing NFS and TCP/IP networking 
solutions for AOSNS systems. You get network terminal access, fi le transfer, fi le sharing, backup, 
printing, electronic mail, and much more. This high performance, cost-effective software will allow 
you to utilize industry standard protocols. 

Claflin & Clayton, Inc. 
INDUSTRY STANDARD NETWORKING SOLUTIONS 

203 SOUTHWEST CUTOFF 
NORTHBORO, MA 01532 
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More about 
the Internet 

David Navy 

SYNOPSIS I Learn more about this vast, valuable resource. 
Get logged in and start exploring. 

During just the last month I' ve 
received two mailings offering me 
access to the Internet system from my 
home computer. Last week (I'm writing 
this in February) I saw an BC news 
program in which viewers were invited 
to share their opinions either by fax or 
by mailing replies electronically to an 
Internet address. 

Last month' s column addressed 
Internet access. The subject this month 
will be Internet functionality. The major 
Internet functions are: 

1) Remote login-telnet 
2) Moving files- ftp 
3) Electronic mail 
4) Network news 
5) Finding software-archie 
6) Finding someone-white pages 
7) Internet browsing-gopher 
8) Searching indexed data bases-WAIS 
9) Hypertext spanning the Internet

World Wide Web, or WWW 

10) Other applications 
The Internet' s remote login 

application is teillet. It lets you connect 
remotely to another computer on the 
network from your local machine. The 
connection can be made to a machine in 
the same room or, if necessary, in a far 
corner of the world. One of my favorite 
methods of showing Internet telnet ca
pability is to do a remote login to Tas
mania (that's the big island just south of 
Australia). When you' re connected, it's 
as if you were logged directly into the 
remote machine. You have access to 
whatever services the remote machine 
provides to its local users. Logging into 
a remote machine is not without incon
veniences, however. The most common 
one is the "erase" key. To determine 
what key the remote computer uses as 
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the erase key, type in sth) -a and look 
for the setting after the word "erase" . It 
is usually del, "?, or "H. 

del means the delete key; II? is CTRL-? 
(Control-?) . and IIH is CTRL-H. 

Usually, you can change the erase 
key setting by typing stty erase fol
lowed by the erase key you want to use. 
If you can' t change the erase key setting 
on the remote machine, stty-a at least 
will tell you what key is being used. 

There are many more features to 
tel net that are beyond the scope of this 
article . If you understand the 
functionality of Unix telnet, then you 
will understand the functiona lity of 
Internet tel net. One important telnet 
feature is the "escape" character. If you 
type the escape character, your telnet 
client enters a special command mode. 
By default, the escape character is 
CTRL-J. It is important not to confuse 
the telnet escape function with the ESC 
key on the keyboard. The escape char
acter to telnet can be any character that 
you normally never want to send to the 
remote machine. The ESC key on the 
keyboard is a special nonprintable char
acter that you frequently need to send to 
remote machines to preface special 
command sequences. 

Moving files-ftp 
You' ll often find interesting infor

mation on the Internet that you'll not 
only want to examine, but get a copy of 
for yourself. To move a copy of a piece 
of information from a remote Internet 
machine to your local machine, use the 
ftp tool. 

The ftp tool is named after the ap-

UNIX NOTEBOOK 

plication process protocol it uses: the 
"File Transfer Protocol." As long as 
both your local and remote machines 
can use the ftp protocol, and you have 
access to the Internet, you can use ftp to 
transfer files . There are often minor 
differences in ftp functionality, depend
ing on the local operating system, but 
the basic commands are the same from 
machine to machine; ftp is a complex 
program because there are many differ
ent types of file structures and ways to 
manipulate files. Different ways of stor
ing files require you to plan for 
transferring files in a form you can use. 

I will not go into great detail about 
how to log in and browse with ftp. If 
you know how to use Unix ftp, you will 
feel comfortable using Internet ftp. The 
most common problem I have when 
using ftp is remembering if the data I'm 
transferring are in ASCII or binary 
mode. 

In ASCII mode (which should real
ly be called "text mode"), characters 
transfer as text only; the file-transfer 
machines try to ensure that the charac
ters transferred have the same meaning 
on the target computer as they did on 
the host computer. 

In binary transfer mode, the bit se
quence of the transferred file is pre
served so that the original and the copy 
are bit-by-bit identical, even if a file 
con taining that bit sequence is 
meaningless on the destination comput
er. The default transfer method for ftp 
is ASCII. So if you plan to transfer a 
binary file from one machine to anoth
er, you must be sure to tell the ftp tool 
that you want to use binary mode trans
fer procedures. Otherwise, your binary 
file will be missing several bits. 

Thus far, our ftp discussion applies 
when you have a username and pass
word on the destination machine. But 
what if you want to distribute software 
freely without having to hand out user
name-and-password combinations? 

The answer is anonymous ftp. It al
lows users restricted access to a desti
nation machine. Usually, users can only 
copy files; they cannot install new files 
or modify files that are already there. 
And there are strict limits to the files 
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UNIX NOTEBOOK ------------------------------------------------------

that may be copied. When u ing anony
mOils ftp you log onto the destination 
machine using the special login name, 
allonym01ls, and use any tring as a 
password . After login, you are trans
ferred to the anonymo1ls ftp home 
directory and allowed to access those 
files that are specifically permitted to 
anonymou ftp . There are pecial tricks 
you can use when using ftp to reduce 

the amount of time required for a file 
transfer, or to copy an entire directory. 
One of the be t tricks is to convert the 
file or file to a tar file and then to run 
compress on the tar file. This can 
reduce the file size by a substantial 
amount. To recreate the file or files, 
after they have been transferred , you 
can run 1II1COmpress on the file and then 
do a tar -xf on the uncompressed file. 
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Electronic mail 
Using electronic mail you can con

verse with any other Internet e-mail 
u er in the world. The communication is 
generally rapid , it is robust, and it 
doesn' t cost anything extra to send a 
message. It is said that Internet e-mail 
was one of the reasons the attempted 
coup in Rus ia failed against President 
Boris Yeltsin. The insurgents took over 
Russia 's television, radio, and phone 
systems, but they did not take over the 
Russ ian Internet sys tem, probably 
because they didn't know such a sy tern 
existed. Internet e-mail messages trav
e led in and out of Russ ia, allowing 
Yeltsin's government to retain contact 
with other parts of Ru ia and with the 
outside world . During the recent Los 
Angeles earthquake, phone communica
tions failed in some places, but the Inter
net remained online. 

You should realize that e-mail has 
strengths and weaknesses. Security of e
mail systems i usually low. In addition, 
you might want to avoid statements you 
could regret later, because your mes
sages can be stored and printed, or even 
broadcasted . On a telephone, if you 
have an awkward moment you can 
claim you were misunderstood. This is 
not true with an Internet e-mail mes
sage, which can be printed and distrib
uted. Another problem with e-mail: the 
sender's ID can be faked. You may think 
President Clinton is offering you a cabi
net po t, when in reality it's just a poor 
joke. 

Using Internet e-mail is similar to 
using Unix e-mail. It's not spectacular, 
but it gets the job done. If you want to 
learn how to use Internet e-mail more 
fully, I suggest you purchase an Internet 
"how-to" book. 

I hope you find this Internet series 
to be interesting and helpful, even 
though it is a bit short on detail . What I 
hope to do is expose you to the Internet 
and how it works, so you will want to 
learn more and perhaps obtain your 
own network account. /1 

David Novy is a technical computer spe
cialist at 3M ill St. Paul, Minnesota . He is 
past chairman of the AOS/VS special in
teres t group, and current chairmall of 
NADGUG's SIG/UX. 
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AHEAD WITH RAD 

Kim Medlin 

Managing your 
(data) relationships 

T he author concludes a discussion of the data-modeling 
SYNOPSIS. 

process using ERwin/SQL. Part 2 of 2 . 

One-to-many relationships 
Besides order entity, you must de

fine an entity that represents line items 
for each order. Here we have encoun
tered our first one-to-many rela
tionship. The business rule represented 
with this relationship can be stated as: 

For each order, there must be at 
least one line item. 

Figure 1 shows the ERD with a new en
tity representing line items. 

Notice that the order _item entity 
has rounded corners while the order en
tity has square corners. The order entity 
is called an independellt entity because it 
depends on no other entity for its iden
tification. All you need to know to iden-

tify a specific order is the order number, 
which isn' t stored in any other entity_ 
On the other hand, the order _item entity 
is called a dependent entity because it 
does depend on another entity for its 
identification. You must know both the 
order number and the item number to 
uniquely identify an order _item record. 
The order_num is obviously stored in 
another entity, specifically the order en
tity . The "(FK)" notation in the or
der _item entity indicates that the or
der_num is a foreign key. That is, the 
order _'111m field is a primary key in an
other entity, namely, the order entity_ 

Relationships between entities are 
indicated by lines, verb phrases, and 
various symbols_ The relationship that 
associates the order and order_item en
tities is indicated by a solid line labeled 

Figure 1: Parent and child entities Figure 2: Identifying and non identifying relationships 

Independent, 
or parent, 

entity 
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Dependent, 
or child, 

entity 

order 

date 
ship_to_address 
bill to address 

} Primary key 

misc:::co~ents IndicatQsthere must be at least 

I 
on~ order_item record for each 

./ order record 

con t t ~ y _ Indicates the 'chil~' ep!ily of a 
. _ one-to-many relallonshlp 

order_i tern Foreign Key indicator 

order_num (FK) / } Primary key 
item_num 

qty 
unit-price 

Parent entity 
product 

supplier_num 
(FK) 
name 
uni t _price 

~ L ______ • 

appears on 

Nonidentifying 
Relationship 

Parent entity 
order 
order num 

date 
ship_to_address 
bill_to_address 
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I . 
contaIns Identifying 

d 
. • p Relationsllip 

or er Item 

order_num (FK) 
item_num 

~------------~ 
product_id (FK) 
qty 
unit-price 

Child entity 

} Primary key 

} Non-key 
attributes 
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Table 1: Cardinality symbols 

This cardinality Indicates there are this 
symbol at the many child records for 
"many" end of each associated parent 
a relationship line ... record. 

No symbol Zero or more 

p One or more 
(Positive) 

Z Zero or one 

N Exactly N 
(actual notation 
would be a 
positive integer) 

with a single word: cOlltains. The solid 
dot at one end of the relationship line 
indicates that order_item contains many 
records for its related entity, order. 
Notice also the capital letter "P" at the 
"many" end of the relationship line. 
This designates that there must be at 
least one (a positive number) or
der _item record for each associated or
der record. The "P" is called a cardinal
ity symbol. Table 2 lists cardinality 
symbols. 

With this nomenclature in place, 
the ERD can be "read" in English-like 
sentences. For example, see the ERD in 
Figure 1 on page 28. 

Each order contains at least one item. 

It shouldn't be any surprise that 
the ERD sentence above corresponds 
with the business rule that was stated 
before the order_item entity was added. 
After all, one of the primary objectives 
of data modeling is to capture an orga
nization's business rules as a part of the 
data structures. This is what is meant 
by a "data-driven" application. Using 
techniques such as stored procedures 
and data base triggers, the data base 
itself will enforce business rules like the 
one above. Notice what a boon to data 
integrity this is. Because the relational 
data base can enforce business rules, 
appiicatioll programs dOll ' t need to. This 
means application programmers call1lot 
write program code (3GL or 4GL) that 
compromises the integrity of this busi
ness rule. This approach prevents many 
bugs from ever occurring. This also rep
resents an application-maintenance fea
ture. If the business rule ever changes, 
only the referential integrity enforce
ment in the data base needs to change, 
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Figure 3: Added entities 

customer order 

name 
address 
phone_numbers 
contact_name 

places ---------------. customer_num 
date 
ship_to_address 
bill_to_address 
misc_comments 

supplier 

name 
address 
phone_numbers 
contact_name 

• 1._----------, provides • product 

order_num (FK) 
item_num 

product_id (FK) 
qty 
unit-price 

~ r----------J 
appears on 

supplier_num (FK) 
name 
unit_price 
unit_in_stock 

not the (perhaps many) application pro
grams that reference it. 

Data-integrity features like this 
make RDBMSs so powerful. Comparing 
an RDBMS with these capabilities to an 
older-technology hierarchical file man
agement system is truly comparing ap
ples to oranges. 

Other required entities 
The ERD in Figure 1 showed line 

items but didn' t indicate which product 
was being sold. To maintain a normal
ized data base, we must create an addi
tional entity that represents the product 
as well as a relationship to associate 
that product with the line item (as 
shown in Figure 2). 

Several new notations appear in 
Figure 2. otice the dashed relationship 
line between product and order_item, 
which is in contrast to the solid line be
tween order and order _item. The solid 
line represents an identifying relationship. 
Conversely, the dashed line rela 
tionship is called non identifying. The dif
ferences between identifying and non
identifying relationships is that for 
identifying relationships, the parent en
tity' s primary key contributes to the 
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child entity's primary key. For noniden
tifying relationships, the parent entity's 
primary key contributes to the child en
tity's non-key attributes. 

To make our working ERD non
trivial, let's add a few more entities. 

Figure 3 shows the addition of the cus
tomer and supplier entities. ow that 
there are more than a few entities in our 
ERD, you can begin to appreciate the 
number of business rules that can be de
fined by the diagram. For example: 

• A customer may place many orders. 
• An order contains at least one line item. 
• A supplier may provide many products. 
• An individual line item contains exactly 

one product. 
(This last business rule shows how you 

can read the diagram from child to par
ent. To do so, you generally have to 
somewhat re-word the verb phrase that 
identifies the relationship.) 

Many-to-many relationships 
We've been exclusively discussing 

one-to-many relationships. Figure 3 con
tains one many-to-many relationship. 
All properly normalized many-to-many 
relationships consist of three entities 
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Figure 4: DOL scripts 

CREATE TABLE customer 
(customer_num DECIMAL(9) NOT NULL, 
name VARCHAR2(40) NULL, 
address VARCHAR2(40) NULL, 
phone_numbers DECIMAL(lO) NULL, 
contact_name VARCHAR2(30) NULL, 
PRIMARY KEY (customer_num) 

) ; 

CREATE TABLE order 
(order_num DECIMAL(9) NOT NULL, 
customer_num DECIMAL(9) NOT NULL, 
date DATE NULL, 
ship_to_address VARCHAR2(40) NULL, 
bill_to_address VARCHAR2(40) NULL, 
misc_comments VARCHAR2(2048) NULL, 
PRIMARY KEY (order_num), 
FOREIGN KEY (customer_num) 

REFERENCES customer 
) ; 

CREATE TABLE order_item 
(order_num DECIMAL(9) NOT NULL, 

DECIMAL(4) NOT NULL, 
CHAR(lO) NOT NULL, 
DECIMAL(7) NULL, 
DECIMAL(9 , 2) NULL, 

item_num 
product_id 
qty 
unit-price 

) ; 

PRIMARY KEY (order_num, item_num), 
FOREIGN KEY (product_id) 

REFERENCES product, 
FOREIGN KEY (order_num) 

REFERENCES order 

CREATE TABLE product 
(product_id CHAR(lO) NOT NULL, 
supplier_num DECIMAL(9) NOT NULL, 
name VARCHAR2(30) NULL, 
unit-price DECIMAL(9,2) NULL, 
units_in_stock DECIMAL(7) NULL , 
PRIMARY KEY (product_id), 
FOREIGN KEY (supplier_num) 

REFERENCES supplier 
) ; 

CREATE TABLE supplier 
(supplier_num DECIMAL(9) NOT NULL, 
name VARCHAR2(30) NULL, 
address VARCHAR2(40) NULL, 
phone_numbers DECIMAL(lO) NULL, 
contact_name VARCHAR2(30) NULL, 
PRIMARY KEY (supplier_num) 

) ; 
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Hardware 

• High 
Performance, 
Low Cost 

• 
• 
• 
• 
• 

Printing 

Backup 

AOSNS I & II 

RDOS,AOS 

MV, NOVA, 
ECLIPSE, 
DESKTOP 

Industry Standard Networking Solutions 
203 Southwest Cutoff, Northboro, MA 01532 Telephone 508-393-7979 FAX 508-393-8788 
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and two relationships. In Figure 3 the 
order, order _item, and product entities 
comprise the many-to-many relation
ship. Once again, you can "read" the 
ERD to pick out such relationships. For 
example, "Each order may contain 
many products (via order _i tem), and 
each product may appear on many 
orders (again via order_item)." 

Data-definition language 
The ERwin/SQL product generat

ed our sample diagrams quickly and 
easily. One of the benefits of EROs is 
that they provide an excellent commu
nications medium for discussing da ta 
base structures. As important as com
munication may be, it doesn't directly 
affect the physical data base that will 
contain production data. ERwin/SQL 
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GUARDIAN 
FOR UNIX 
The Profile and Access Control 
System which has become the 
world-wide standard in AOSNS 
Security Software. 

NOW AVAILABLE FOR DG/UX 
• Full-screen User Profile Editor 
• Automatic Password Generation 
• Over 1 million easy to remember password phrases 
• User-defined Invalid Password Dictionary 
• Control access by time with Automatic Log Off 
• Control access by user-defined Login Groups 
• Control access by console number 
• Batch creation of profiles 
• Detailed Management Reports 
• Option to make users immediately change their 

password 

DataLynx • 6633 Convoy ct. • San Diego, CA 92111 
(619) 560-8112 • FAX (619) 560-8114 

Le Software Man • Box 545 • London N78DF U.K. 
071-354-841 4 • FAX 071-226-2015 

Circle 12 on reader service card . 

assists in this area also. In the process of 
creating the ERD, ERwin/SQL accumu
lated the information required to gener
ate a script that can create actual data 
structures. The language generated is 
called the Data Definition j...anguage 
(DOL) . With a few mouse clicks we 
automatically generated the Oracle 
DOL for our ERD (see Figure 4, page 31). 

The role of tools 
This article began with an analogy 

between software development and 
home building. Evolving software de
velopment tools like ERwin/SQL has, 
over the past few years, provided as 
much benefit to software developers as 
modern power tools have provided for 
the home building industry in the last 
50 years. 

The analogy goes further than dra
matic p rogress in tool functionality 
(albeit at strikingly different rates of 
progress). Suppose you know very little 
about how to build a house with hand 
tools. Would providing you with mod
ern power tools-like nail guns and cir
cular saws-allow you to build a better 
house? Absolutely not! The tools would 
merely help you make mistakes faster 
and genera te mass quantities of scrap 
material. 

So it is with software development 
tools. If concepts such as data base nor
malization, stored procedures, and data 
base triggers are foreign, then 
ERwin/SQL absolutely will NOT help 
you create an efficient and effective 
data base. The power tools of modern 
application development are most effec
tive in the hands of those who have 
been properly trained. To achieve the 
cost savings and improved environ
ments the tools were designed to pro
vide, users still must be educated in the 
methodologies the tools were meant to 
automate. f, 

Kim Medlin is a senior consultant with 
Data General's Systems Integration 50111-
tions group in Atlanta, Georgia. Systems 
Integration Solutions specializes in custom 
software design, development, implementa
tion , and consulting. Kim's address is 41 70 
Ashford Dunwoody Road , Suite 300, 
Atlanta, GA 30319. He can be reached at 
404/705-2653 . His e-mail address is 
klm@atlanta.dg.com. 
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devices to TCP lIP networks. Applica
tions include remote dial-in LAN 
access, network printing, and high
speed serial data transfer. IORACK can 
be configured with a host of Unix sys
tems including Data General's Aviion 
family. 

A menu-driven configuration sys
tem eases installation. Each port is 
monitored individually and provides 
baud rates of up to 115.2 kb with full 
modem control. Host utilities allow 
these remote ports to be seen as local 
Unix ports. Additional IORACK fea
tures include BNCI AUI connections, 
multi-sessions, SNMP, SLIP, telnet, 
r1ogin, and tftp. IORACK is certified by 
UL, CSA, and FCC. 

Pricing for the 8-port ver ion is 
$1 ,795; the 16-port version is $2,495. 

Chase Research, Inc., 545 Marriott 
Drive, SlIite 100, Nashville, TN 37214; 
61 5/872-0770. 

Document migration ~ ~ 
Germantown, MD-Version 3.02 of 
Data Bank Associates' "ARChive Inter
face Module" (AIM) offers en
hancements as well as the introduction 
of two new modules and revised CEO 
command module menus for CEO re
leases 3.30 and 3.31. 

The new AIM_RESET module is 
designed specifically to support the 
user migration functions. When a 
migration is performed under CEO, the 
archive flag is normally "stripped" dur
ing the process. As a result, a user who 
has been migrated out and back in 
order to change the username will have 
the CEO flag settings removed. Howev
er, AIM_RESET will check all the docu
ments and reset the flag to correspond 
to the document's actual status. 

Version 3.02 also introduces the 
AIM Document Disposal Module, an 
interactive module that allows for delet
ing documents to the CEO Wastebasket 

CLASSIFIEDS 
----------------------------------------------~ 

SOFTWARE 

Statistical 
Software 

- Powerful 
- Fast 
- Easy-to-use 
- Inexpensive 

MINITAB: ~ 
STATISTICAL SOFTWARE 
3081 Ente rpflse Dr. Stote College. PA 16801 

814-238-3280 

DG410 Emulation/Modem 
Communication Software 

Background file transfers, over 180 modem 
definitions, extensive script language plus 
additional terminal emulations. Security fea
tures . Only $19.95. 60 day money back 
guarantee. Also, DEC, IBM, WYSE, Tele
video. 

FoCl/s 

PereLine Data Systems 
(800) 359-6612 

EMPLOYMENT 

Qualified Information Systems 
Professionals Needed 

INDUS Corporation has several current 
requirements for qualified information sys
tems professionals with the experience 
including: DG/UX UNIX environment, Data 
General AViiON Hardware, RDBMS (ORA
CLE, INFORMIX, and INGRES) on DG/UX 
platform, consulting in a healthcare setting, 
and Systems Administration experience. 

Candidates must possess very good com
munication skills/customer skills, a mini
mum of 4 years experience, and have the 
ability to work on a technical team. INDUS 
offers an excellent compensation and bene
fits package with career advancement 
opportunities to the right applicants. For a 
confidential consideration , please fax or 
mail a detailed resume to: 

INDUS Corporation 
Dept. SI-17 

7799 leesburg Pike , Suite 900N 
Falls Church, VA 22043 

FAX (703) 931-0303 

or Shredder, regardless of the docu
ment's archive state. Each operation of 
the Document Disposal will result in 
the mailing of a report to the user and, 
optionally, to the operator. Up to four 
simultaneous AIM updates can now be 
invoked against different lists of user
names while the main AIM module can 
provide the ability to limit and control 
user activities. 

In a break with prior tradition, 
Data Bank will make the AIM survey 
modules available free of any charges. 
DBA has also revised AIM pricing for 
two tiers, one for "standard" systems 
and the other for low-end systems. 

Data Bank Associates, Inc., 20010 
Centllry Blvd., SlIite 104, Germantowll , 
MD 20874-1118; 301/540-5562 . 

Extended bus ~ ~ 
Wilsonville, OR-Applied Concepts has 
enhanced the Lazer Link III Model ACI-
2003 AD to enable SCSI devices to be 

YOUR DATA GENERAL 
MARKETPLACE! 

BUY·SELL·LEASE·tRADE 

AViiON New/Used 

Large Inventory 

DG Compatible Equip. 

Depot Maintenance 

CALL TODAY 
(216) 953-4488 

rn. .. FIX Equipment LI.ts 
""uLil ._ER (216) 953-9361 

NAnONAL COMPUTER DYNAMICS 
7650 Tyler Boulevard 

Mentor, Ohio 44060-5286 
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located up to 6,000 feet (2 Km) from the host computer. The 
Lazer Link III is a fully transparent SCSI fiber-optic bus exten
der that supports a new generation of high-performance work
sta tions, file servers, disk, and optical arrays. 

The Lazer Link III is used in mission-critical applications 
that require real-time data redundancy at remote locations, 
such as in banking and securities computer systems. The pub
lishing and imaging industry use it to place scanners and print
ers in ecure central locations. The extender allows SCSI-based 
photographic cameras to be operated far from the computer 
system. The Lazer Link III provides systems integrators, 
administrator, and users a new order of flexibility and free
dom from limited SCSI cable lengths. 

Supporting "fast SCSI" data rates of 10 MB per second, the 
Lazer Link III is transparent to the user, and it supports any 
combination of asynchronous and synchronous SCSI devices. A 
single-ended SCSI connector on the real panel connects to the 
host computer or peripheral. 0 additional software is needed 
for installation and operation. Two Lazer Link III units are con
nected by a standard duplex fiber-optic cable to rear panel "ST" 
optical connectors. Fiber-optic data communications provide 
high-speed, reliable data transfers and provide electrical isola
tion plus immunity from electrical interference. The external 
unit costs $1,895 complete with 110/220 VAC input. UL, CSA, 
and TUV certified. 

Applied Concepts, Inc., 9130 SW Piol/eer Court, Wilsonville, 
OR 97070; 503/685-9300. /). 

ON-LINE HELP ---------, 
Who to call for answers about 
NADGUG and FOCUS 

FOCUS Magazine address: 
c/o Turnkey Publishing, Inc. 

P.O. Box 200549 
Austin , TX 78720 

FAX: 512/335-3083 

NADGUG 

Membership, RIGs, SIGs 

NADGUG address: 
c/o Daniel i & O'Keefe Assoc., Inc. 
Chiswick Park, 490 Boston Post Rd . 
Sudbury, MA 01776 
FAX: 508/443-4715 

NADGUG staff .. .... ............. ............... ........................... 800/253-3902 
(Outside the U.S and Canada.) ................................... 508/443-3330 

Electronic bulletin boards 
(300,1200, 2400, or 9600 baud modem) 
Rational Data Systems ................................................ 415/382-8413 
DASH bulletin board (2400 bps modem) .. ........... . 800/DASH·CSC 
Data General Customer Support Center .. ... .......... .. .. . 800/344-3577 
FOCUS Magazine 

5121335-2286 

Editorial comments, article suggestions ................ .Doug Johnson 
(please send product announcements to the address listed above) 

Information about advertising ............................... Susan de Blanc 

FOCUS back issues ...................................... Turnkey Publishing stall 
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Company 

Ames Sciences, Inc. 
Asset Remarketing 
Async Systems, Inc. 
Bluemoon Computer 
Claflin & Clayton, Inc. 
Claflin & Clayton, Inc. 
Computer Engineering 

International, Inc. 
Computer Wholesalers, Inc. 
Data Bank Associates, Inc. 
Data General Corporation 
Data General Hot Site 
Data General SEPAC 
Datalynx 
Digital Computer Consulting, Inc. 
Digital Data Systems 
Eagle Software, Inc. 
Gerry Manning & Associates 
INDUS Corporation 
Intelligent Information Systems, Inc. 
International Computing Systems 
Mac Data, Inc. 
Minitab Statistical Software 
NADGUG 
National Computer Dynamics 
NPA West 
Park Place International 
Pereline Data Systems 
Persoft, Inc. 
Productivity Systems 

Development Corporation 
R&D Computers, Inc. 
RAVE Computer Association 
Rhintek, Inc. 
SCIP 
Scott McIntyre & Associates 
Security Computer Sales, Inc. 
Sysgen Data Ltd. 
Threshold, Inc. 
Transoft Ltd. 
Wild Hare Computer Systems, Inc. 
Zortec 
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Applied Concepts, Inc. 
Chase Research, Inc. 
Data Bank Associates, Inc. 
Eagle Software, Inc. 
Universal Data Corporation 

PG# 
34 
6 

33 
6 
6 

April 1994 



Discover the basic principle of connectivity ... 

Look to SmarTerm for visionary 
DG and VT emulation. 

It's a basic principle worthy of Galileo: 
SmarTerm's stellar PC-to-host connectivity puts you at 
the center of your system. New version 3.0 ofSmarTerm 
470 for Windows is the only software that provides precise, 
full-featured D470C, VT420, and ANSI-BBS emulation 
with connectivity to MY and AViiON hosts. 

Free Windows Sockets TCPIIP stack and more! 
Assure your system a window on the future with great 
features like SmarTerm TCP/IP stack as a Windows 
Sockets DLL, drag-and-drop FTP client and server, a 
connections directory, a script recorder, and SmartMouse™ 
programmable mouse support for host applications. 

Test a proven theory for reducing support costs. 
It's a fact. You'll save time and money with SmarTerm's 
pioneering corporate support tools and utilities. These 
corporate support tools include simplified keyboard 
remapping, a pop-up keyboard, a customizable help system, 
and enhanced button palettes with graphics and text. 

;;; " .. f .. He ell 
r.~ (.01 .' -.a (_. I .~ •• T .. !.. ~' ... ·n ... II., 

SmarTerm 470 for Windows provides Dasher graphics terminal 
emulation and VT text terminal emulation in a true MDI 
(Multiple Document Interface) format for multiple sessions. 

Discover SmarTerm. 
SmarTerm 470 for Windows is the only emulation 
software that includes LAT and SmarTerm TCP/IP 
(a $199 value) FREE! Discover the basic principle 
of connectivity today. 

Call1-800-EMULATE 
(1-800-368-5283) . 

perso/f· 
CONNECTIVITY SOLUTIONS 
DOS • Windows • Ethernel • ToI:.en Ring 

Persoft U.S.A. 465 Science Dr . • Box 44953 Madison, WI 53744·4953 • Phone (608) 273·6000 • Fax (608) 273-8227 

Persoft Europe World Trade Center' Beursplein 37 • Box 30237 • 3001 DE Rotterdam, The Netherlands· Phone +31 10405.3560 • Fax +3110 405.5073 

@1994 Persoft, Inc. All rights reserved. Persoftand SmarTerm are registered trademarks of Per soft, Inc. All other trademarks mentioned are properties of their respective owners. 
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Category: DG/UX 
Author: STEVE MASON 
Subject: Removing files with a U_" in 
the name 

Somehow, we don' t know exactly, 
a file has been created on our Aviion 
with the name "-CyAU?" (quotes are 
not part of the name). We can't use rm 
to get rid of it because the" -" gets 
interpreted as a flag indicator. Any
body know how to get rid of it? 

Reply by: TOM HENDERSO 
You can remove the file by using 

an absolute path, such as rm ".;
CyA[I?". Use the double quotes to 
allow the? to be interpreted literally, 
and not as a wildcard. 

Reply by: MORRIS M. CALLOWAY JR. 
Another trick, which works in lots 

of circumstances, is to use the rm -i 
command with a wildcard (rm -i 
*GyAA *). Be sure to use the -i switch to 
be prompted before deleting each file. 
The only thing this misses is filenames 
with " /" in them, which should never 
be created. 

Author: EUGENE F. O'BRIEN 
Subject: Out of paging area space 

We are using OC/ UX 5.4.2 on an 
Aviion 4605 and running it primarily 
as a file and print server. Occasionally 
on the console we get the following 
message: "From system: Out of paging 
area space." 

It does not show up in the system 
message log, though. We are not run
ning any memory-intensive applica
tions, and we have double-checked 
that the swap size is sufficient. Does 
anyone know what's putting out this 
message and how to fix it? (One time, 
the system just hung; another time it 
continued to work fine.) 

Reply by: EARLE MACHARDY 
Normally when an application is 
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started, a certain amount of paging area 
space must be reserved. If the system is 
out of paging area space or close to it, 
you will get this message when you 
start a large application. Also, when a 
program does a mallocO, and the 
library needs to increase the amount of 
private data in the process via brkO, 
swap space must be allocated to cover 
the additional space that's allocated to 
the process. MallocO will fail and return 
an error in these circumstances, but 
many programs simply ignore this, or 
they take other actions so you don' t 
notice any problem. Using sar -r, you 
can find out how much free swap you 
have. Simply type # sar -r 11 to get a 
snapshot of activity. You can run it in 
the background and get a reading of 
swap usage for the entire day (do a man 
1 sar for details). Anyway, the only way 
to get rid of the message is to add more 
swap space based on the data from sar. 
You can add a new swap area using the 
sysadm utility. 

Author: JOH NOONE 
Subject: ASCII files on 3.5-inch floppy 

We are using a 3.5-inch floppy in 
our A viion to move files from and to 
PCs. When we move application files 
it's slow, but it works. When we move 
ASCII files to the floppy, the records 
(lines) of the file have no carriage re
turn, so when you try to import this file 
somewhere it is choked on because it's 
one long line. How can I get OC / UX to 
put <CR>s on files that go to this 3.5-
inch DOS device? 

Reply by: EARLE MACHARDY 
Yes, the DOS operating system uses 

\r\n to mark the end of a line, while 
Unix uses just \n. I usually use the awk 
command to process each line and use 
the printf function to print out the 
" \r\n" at the end of each line. 

Category: Hardware 
Author: ED CHARBONNET 
Subject: Dasher CRT modes 

Does anyone know the code se
quences to send to a 0413 to change it 
from OC216 native mode to VT320? 

And how about the codes to send it 
back to 0216 mode? It is getting tedious 
doing that by hand with the N/C key 
and selecting a bunch of options. 

Reply by: Elliott Lavy 
In order to switch back and forth 

under host control, you must first do 
the following setup: 1) Set the "Host" 
port to 0216, and the "Auxiliary" port 
to VT320; 2) Set the "mode" (?) to 
"Host" (as opposed to "Both"; 3) Make 
any desired changes to the 0216 and 
VT320 configurations under Host and 
Auxiliary, respectively; and 4) Save the 
configuration. 

At this point, Cmd-Alphalock be
comes a toggle between the two 
configurations. You can switch to 
VT320 mode with 

<036>Fm5 

and to 0216 mode with 

<033>[?G 

The selection of Host vs. Auxiliary is 
arbitrary and does not affect the host 
control. I actually did this with a 
0412/ 0412+ and switched to 
0410/ 0412 mode instead of 0216 
mode, but I think it all still works. If 
there is a difference, it should be docu
mented under "hot-key sequence" in 
the manual. b. 

DASH runs on an Aviion 5200 server lo
cated at the Customer Support Center in 
Norcross, GA. The bulletin board is avail
able 24 hours per day, 7 days per week, free 
of charge. DASH is accessible via Internet 
address 128.222.159.141, or by calling 800-
DASH-CSC (800/327-4272) for the modem 
rotary. 

R:AWiwNhftllllllll 
Please note that the NADGUG/ 
Rational Data Systems electronic 
bulletin board number has changed. 
It is now 415-382-8413. The board 
is available to all NADGUG mem
bers. There are no fees other than 
telephone charges. 
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8COTI McINTIDE (9 A000CIATE8, INC. 
"YOUR GLOBAL COMPUTER SOLUTION!" 

31 3-299-0040 

A Shower of Spring Specials 
CPU's 

MV2000 II W/4MB & 21 MB CTO $795 
MV2500 W/8MB & 130MB TO $1 ,995 
MV2500 WI MB & 1 MB TO $2,500 

MV3500 W/8MB &. 150MB C 0 $5,900 
MV9 00 $6,950 

MV9600 W/32MB $23,750 
AV4300 W/16M 25MB cro $5,950 
AV4605 WI B & 525M CTO $6,950 

AV6200 W/32;"B $8 ,995 

MEMORY 

8926 2MB Fo MV200011 $150 
8972 4MB For MV200011 350 
8941 8MB or V 500 1,950 

8942-C 16MB Fo MV2500 $3,500 
80108-C 32MB or MV9~XX 4,995 
8990-E 32MB MV15720000 $3,750 
7015-C 64MB Por AV5/6000 $6,500 

7016-C 128MB-For ~V5J60 0 $12,900 
7019-C 32MB For AV4300 $2,900 

DISK & TAPE 

6363 160MB Disk $595 
6236-A 354MB Disk 50 
6239- 59 M DisK 950 

6491 322MB~CSI Oi k $595 
6554 662Ms-SCSI O· k--$1 ,250 

6585 1 GB SCS Of k $1,450 
6590 2GB SCS CTO 1 ,450 

6675 52SMB CTD $ ,450 
6588 1600/6250BP Tape $6,750 

COMMUNICATION 

4369 IAC-8 /TCB $295 
4817 Termserver $1 ,~O 
46198 Po Tans. $995 

741 0<;- 6 $1,495 
4623 IAC- tfW/TC $1 95 

7425 VME Ter Co t. $2,995 
7428 VSO 3 f AV $1.695 
4626 LaO-32 W/TGe'$950 

4626-C LAC-32 W/TC8 r MV5500 $2,500 

CRT's 

MISC.lPRINTERS 

0210 Logi Board $55 
0216 Keyboard $7 

6580 Ra s is Con . 450 
7430 SC I Cop for AV $1 ,500 

8992-N B S"Repeal 1"$750 
8762 Expansion Cha sis $400 

6238 Inlel/Argus Disk Co 1$350 
MV2000 I CPU Boar $450 
MV2500 CPU Bo rd $1 ,500 

"WE HAVE OVER $1,000,000 OF EQUIPMENT IN 
STOCK AND READY TO SHIP!" 

BUY! SELL! TRADE! 
* DATA GENERAL * HEWLETT·PACKARD * SUN * IBM * UNISYS * 

GLOBAL R EFERENCES AVAILABLE 

UPON R EQUEST! 

CALL TODAY! 
. *Scott Mcintyre *Terry Smith* 

*Robert Mcintyre * Michael Nowacki * 
* Lorraine LaCroix 

8COTI McINTIDE (9 A000CIATE8, INC. 
313-299-0040 

FAX: 313-299-0041 
P.O. BOX 82115 

ROCHESTER, MI 48308-2115 

-VISA 
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"We Satisfy All 
Your D.G. Needs" 

1--800--USE--NP A4 
ALL YOUR COMPUTER NEEDS 

OVER 140 MANuFACfURERS 

24 HOUR SERVICE • SALES • LEASES • WIRING • RELocATION 

INSTALLATIONS • LAN'S • WAN'S • TRADE-INS • COMPUTER ROOM • SPARES 
761 COATES AVE.. HOlBROOK. NY 11741 • (516) 467-2500 • Fax: 51&467·5609 
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