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Preface

This manual introduces Data General’s TCP/IP for AViiON™ Systems package. It
describes how to use the package on AViiON™ 5000 and 6000 series systems and
AViiON 300 and 400 series stations that run the DG/UX operating system. Technical
changes from the previous release of this document are marked by vertical bars in the
right column.

This manual assumes that you are familiar with the Bourne or C shell and the
DG/UX file structure and process hierarchy. If you are unfamiliar with any of these
subjects, please see Using the DG/UX™ System (093-701035) before using this manual.

Who Should Read This Manual?

This manual is for readers who want to use the following user-level commands
provided with DG/UX TCP/IP.

telnet  This command implements the TELNET protocol, which allows a user on
one host to interact with a remote host as if the terminal is directly
connected to the remote host.

ftp This command implements the File Transfer Protocol (FTP), which allows
you to transfer files from one host to another.

bftp This command uses the FTP to transfer files from one host to another in
the background. You do not have to be directly involved when the file
transfer takes place.

tftp This command implements the Trivial File Transfer Protocol (TFTP), which
allows file transfer with minimal capability and overhead.

Remote commands

These commands allow you to get information from, log in to, and execute
commands on a remote host.
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How This Manual Is Organized

How This Manual Is Organized

This manual contains six chapters an appendix, a glossary, and manual pages.

Chapter 1

Chapter 2

Chapter 3

Chapter 4

Chapter 5

Chapter 6

Appendix A

Glossary

Manual Pages

Documentation
Set

iv

Introduces networking in general and the DG/UX
TCP/IP product.

Describes how to use the telnet program, which allows
you to log in to a remote host from a local terminal.

Describes how to use the file transfer program (ftp),
which allows you to manipulate files across a TCP/IP
network.

Describes how to use the Background File Transfer
Program (BFTP), which allows you to transfer files
back and forth across a TCP/IP network in the
background. This is a new chapter; there are no
revision bars.

Describes how to use the Trivial File Transfer Program
(tftp), which allows you to transfer files back and forth
across a TCP/IP network.

Lists and describes the Remote commands, which allow
you to log in to, execute a command on, copy files to,
or receive information from any system on the network
that is also running R commands.

Lists and describes error messages generated by the
FTP server program.

Provides a glossary of technical terms used in this
manual.

Provides manual pages to those who use the user-level
commands and programs provided with the TCP/IP
package.

Lists and describes all documents currently available
for AViiON computer systems.
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Related Documents

Related Documents

For a list of all documents currently available for AViiON computer systems, see the
"Documentation Set" that appears after the index. For information beyond the scope
of this manual, consult the following documents.

0983-701023

Installing and Managing the DG/UX™ System (093-701052). Shows how to
install and manage the DG/UX operating system on AViiON hosts that will
run as stand-alone, server, or client systems. Aimed at system
administrators who are familiar with the UNIX operating system.

User’s Reference for the DG/UX™ System (093-701054). Contains an
alphabetical listing of manual pages for commands relating to general system
operation.

Using the DG/UX™ System (093-701035). Describes the DG/UX system and
its major features, including mailx the C shell, the Bourne shell, and the
filing system.

Using the DG/UX™ Editors (093-701036). Describes the text editors vi and
ed, the batch editor sed, and the command line editor editread.

System Manager’s Reference for the DG/UX™ System (093-701050).
Contains an alphabetical listing of manual pages for commands relating to
general system operation.

Setting Up and Managing TCP/IP on the DG/UX™ System (093-701051).
Explains how to prepare for the installation of Data General’s TCP/IP
(DG/UX) package on AViiON computer systems. Contains information on
tailoring the software for your site, managing the system, and
troubleshooting system problems.

Programming with TCP/IP on the DG/UX™ System (093-701024). Describes
how to use the socket system calls to access TCP, UDP, and IP protocol
software.

Managing NFS® and Its Facilities on the DG/UX™ System (093-701049).
Shows how to install, manage, and use the DG/UX ONC™/NFS® product.
Contains information on the Network File System (NFS), the Yellow Pages
(YP), Remote Procedure Calls (RPC), and External Data Representation
(XDR). (NFSis a U.S. registered trademark of Sun Microsystems, Inc.
ONC is a trademark of Sun Microsystems, Inc.)

Programmer’s Reference for the DG/UX™ System (093-701055 and 093-
701056). Alphabetical listing of manual pages for programming commands
on the DG/UX system. This two-volume set includes information on
system calls, file formats, subroutines, and libraries.
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Related Documents

Using the DG/UX™ Software Development Tools (093-701078). Discusses
programming support tools (awk, nawk, lex, yacc, 1d, lint, and as),
archiving, the C language, and SCCS.
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Reader, Please Note

Reader, Please Note

Data General manuals use certain symbols and styles of type to indicate different
meanings. The symbol and typeface conventions used in this manual are defined in
the following list. You should familiarize yourself with these conventions before
reading the manual.

This manual also presumes the following meanings for the terms "command line,"
"format line," and "syntax line." A command line is an example of a command string
that you should type verbatim; it is preceded by a system prompt and followed by a
delimiter such as the curved arrow symbol for the New Line key. A format line
shows how to structure a command; it shows the variables that must be supplied and
the available options. A syntax line is a fragment of program code that shows how to
use a particular routine; some syntax lines contain variables.

Convention Meaning
boldface In command lines and format lines, boldface indicates text
(including punctuation) that you type verbatim from your
keyboard.

All DG/UX commands, pathnames, and names of files,
directories, and manual pages also use this typeface.

constant Represents a system response on your screen. Syntax lines
width/monospace and examples of code also use this font.

italic In format lines: Represents variables for which you supply
values; for example, the names of your directories and files,
your username and password, and possible arguments to
commands.

In text: Indicates a term that is defined in the manual’s
glossary.

[optional] In format lines: These brackets surround an optional
argument. Don’t type the brackets; they only set off what is
optional. The brackets are in regular type and should not be
confused with the boldface brackets shown below.
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Reader, Please Note

Convention

Meaning

$ and %

In format lines: Indicates literal brackets that you should
type. These brackets are in boldface type and should not be
confused with the regular type brackets shown above.

In format lines and syntax lines: Means you can repeat the
preceding argument as many times as desired.

In command lines and other examples: Represent the system
command prompt symbols used for the Bourne and C shells,
respectively. Note that your system might use different
symbols for the command prompts.

In command lines and other examples: Represents the New
Line key, which is the name of the key used to generate a new
line. (Note that on some keyboards this key might be called
Enter or Return instead of New Line.) Throughout this
manual, a space precedes the New Line symbol; this space is
used only to improve readability — you can ignore it.

In command lines and other examples: Angle brackets
distinguish a command sequence or a keystroke (such as
<Ctrl-D>, <Esc>, and <3dw>) from surrounding text.
Note that these angle brackets are in regular type and that you
do not type them.

Contacting Data General

Data General wants to assist you in any way it can to help you use its products. Please
feel free to contact the company as outlined below.

Manuals

If you require additional manuals, please use the enclosed TIPS order form (United
States only) or contact your local Data General sales representative.

If you have comments on this manual, please use the prepaid Comment Form that
appears at the back. We want to know what you like and dislike about this manual.

viii
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Telephone Assistance

If you are unable to solve a problem using any manual you received with your system,
and you are within the United States or Canada, contact the Data General Service
Center by calling 1-800-DG-HELPS for toll-free telephone support. The center will
put you in touch with a member of Data General’s telephone assistance staff who can
answer your questions.

Free telephone assistance is available with your warranty and with most Data General
service options. Lines are open from 8:30 a.m. to 8:30 p.m., Eastern Time, Monday
through Friday.

For telephone assistance outside the United States or Canada, ask your Data General
sales representative for the appropriate telephone number.

Joining Our Users Group

Please consider joining the largest independent organization of Data General users,
the North American Data General Users Group (NADGUG). In addition to making
valuable contacts, members receive FOCUS monthly magazine, a conference
discount, access to the Software Library and Electronic Bulletin Board, an annual
Member Directory, Regional and Special Interest Groups, and much more. For more
information about membership in the North American Data General Users Group,
call 1-800-877-4787 or 1-512-345-5316.

End of Preface
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Chapter 1

Understanding Networking and
DG/UX TCP/IP

This chapter provides an overview of networking and of the DG/UX TCP/IP package.
It tells you what you need to know to use the DG/UX TCP/IP family of protocols.

Reviewing Basic Terms

Before covering the components of the DG/UX TCP/IP package, it may be helpful to
review some basic networking terms. If you do not need such a review, you can skip
ahead to the next section.

First of all, TCP/IP stands for Transmission Control Protocol and Internet Protocol.
These two protocols are described at length later in this chapter.

A network enables two or more computer systems to communicate. It allows the
computers to share information and have easy access to other machines. The rules
that govern network communications are called protocols.
A network consists of three major physical components:

The local host

Links

One or more remote hosts

The local host is the computer to which your terminal is connected. It can send to
and receive information from the remote host.

The link is a medium connecting a local host with one or more remote hosts. A link
can be a coaxial cable, a microwave signal, a twisted pair phone line, or any physical
communications medium that transmits a signal.

Remote hosts are the other computers on the network that you wish to access. They
can also send to and receive information or requests from your local host.
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Reviewing Basic Terms

A local area network (LAN) is a network within a small area, such as within a
building. The Internet network is a collection of local networks and gateways that use
TCP/IP to function as a wide area network (WAN).

An OS server is a host that provides disk space for operating system software over the
network. An OS client is a host that gets its system files from a disk that is physically
connected to an OS server. A servnet refers to the collective unit formed by an OS
server, its clients, and its releases, which are sets of software intended for a specific
machine architecture and version of the operating system. To run a servnet, install
DG/UX, set up DG/UX TCP/IP, and set up DG/UX ONC™/NFS® on the OS server
for itself and for its clients. See the Glossary for a definition of these terms. For a
more detailed discussion of these terms, see Chapter 1 of Installing and Managing the
DG/UX™ System.
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Understanding Network Structure

Networks can be complex. To help simplify them, designers organize networks into
layers. The number of layers and each layer’s function varies from network to
network. In all networks, though, each layer provides a service to a higher layer,
without the higher layer knowing the details of how the service is provided.

Each network system has its layers set up hierarchically. An interface consists of the
types and forms of messages each layer uses to communicate with the layer above or
below it. A protocol consists of the rules comparable layers in local and remote
systems use to communicate. This set of layers, interfaces, and protocols is called
the network’s architecture. Figure 1-1 shows a four-layer network architecture.

Host A Host B
Layer 4 <------- Layer 4 protocol------- > Layer 4
Interface

Layer 3 <------- Layer 3 protocol------- > Layer 3
Interface

Layer 2 <------- Layer 2 protocol------- > Layer 2
Interface

Layer 1 <------- Layer 1 protocol------- > Layer 1

Figure 1-1  Layers, Interfaces, and Protocols

Data and control information are sent from the highest layer (layer 4) down to the
lowest layer (layer 1). The highest layer contains the user interface programs. The
user interface programs allow a user to communicate with the network. The lowest
layer is the physical layer, where the two systems actually connect.
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What Is DG/UX TCP/IP?

DG/UX TCP/IP is a package of communications software designed to run with
DG/UX operating systems in the AViiON™ environment. The DG/UX system
provides a device driver for the VME-based LAN controller for Data General’s
AViiON computer system, and for the Integrated Ethernet controller for Data
General’s AViiON workstation. DG/UX TCP/IP provides support for the Reverse
Address Resolution Protocol (RARP), which is described later. DG/UX TCP/IP is a
layered product that depends on DG/UX.

Figure 1-2 shows the DG/UX TCP/IP network architecture.

titp telnet ftp smtp
UDP TCP
IP/ICMP
ARP/RARP

Ethernet device driver

Figure 1-2 DG/UX TCP/IP Network Architecture

At the lowest layer of the DG/UX TCP/IP architecture is the Ethernet device driver.
This software acts as an interface between the Ethernet controller and the computer’s
CPU.

At the next layer is the Address Resolution Protocol (ARP) and the Reverse Address
Resolution Protocol (RARP). This layer provides a way to map hardware (Ethernet)
addresses to protocol (Internet) addresses.

At the next layer is the Internet Protocol, or IP for short, and the Internet Control
Message Protocol, or ICMP. This layer provides for the connectionless delivery,
which means that data is transferred in well-defined bundles called packets, and each
packet is treated independently of all the others.

At the next layer are two transport protocols, the Transmission Control Protocol, or

TCP, and the User Datagram Protocol, or UDP. Transport protocols define how the
destination host communicates with the source host. TCP, UDP, and IP are kernel-

level protocols; that is, their operation executes kernel code.

Finally, there are four user-level programs shown in the diagram: tftp, telnet, ftp,

and smtp. These allow users on different computer systems to interact with one
another and with remote systems.
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The Defense Advanced Research Project Agency (DARPA) developed the Internet
protocols for the ARPANET network project. The University of California at
Berkeley developed the 4.2 Berkeley Software Distribution (BSD) release of UNIX®
based on the DARPA work. Data General developed the DG/UX TCP/IP software
package from the BSD release, substantially revising it to comply with the Defense
Data Network (DDN) specifications. Many BSD 4.3 features subsequently have been
added to the DG/UX TCP/IP package.

Programmers can create applications for use on a TCP/IP network using TCP, UDP,
or IP. For more information about how to do this, see Programming With TCP/IP on
the DG/UX™ System.

DG/UX TCP/IP consists of several kernel-level protocols, servers to start daemons,
administrative utilities, user commands, and user-level protocols.
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Kernel-Level Protocols

DG/UX TCP/IP contains the following kernel-level protocols:

ARP - Address Resolution Protocol

Used to map an Internet address to a physical hardware address (Ethernet
address). ARP runs only across a single physical network, and runs only
over networks that support hardware broadcast, such as Ethernet.

RARP - Reverse Address Resolution Protocol

Used by a diskless system at startup to find its Internet address. A diskless
client broadcasts a request that contains its Ethernet address, and the
server responds by sending the client’s Internet address to that Ethernet
address.

IP - Internet Protocol

A protocol that provides connectionless delivery of datagrams between
hosts. Connectionless service means that the protocol treats each datagram
as a separate entity. Each IP datagram contains the addresses of its source
and destination, some control information, and the data transmitted. The
protocol can deliver packets out of sequence, may drop packets, or may
duplicate packets, but IP makes an earnest attempt to deliver packets. IP
defines the exact format of data as it travels through a network, but delivery
of data is not guaranteed.

ICMP - Internet Control Message Protocol

A partner to IP that handles error and control messages. Gateways and
hosts use ICMP to tell the other hosts about problems in delivering the
datagrams. ICMP also allows a host to test whether a destination can be
reached and whether it is responding.

TCP — Transmission Control Protocol

A protocol that defines reliable, stream-oriented, process-to-process
communication. TCP is a connection-based protocol; it requires a
connection between communicating hosts before it transmits data. After a
connection is established, TCP provides a two-way byte stream between
communicating processes. Its messages include a protocol port number
that allows the sender to distinguish between multiple programs on the
remote host. TCP provides a checksum mechanism to guarantee that data
has arrived intact. TCP uses IP to transmit information across a network.

UDP - User Datagram Protocol

A protocol that defines datagram-based communication between a process
on one host and a process on another host. UDP is a connectionless
transport protocol. Its messages include a protocol port number that allows
the sender to distinguish between multiple programs on the remote host.
Data General’s UDP provides a checksum mechanism to guarantee that
data has arrived intact. UDP uses IP to transmit information across a
network.
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Servers to Start Daemons

DG/UX TCP/IP contains servers to initiate daemons, which are background
processes that perform a system-wide public function. Each of these daemons
operates at a specified port and provides service for a user protocol. You specify the
port and services in the file /etc/services. User protocols are briefly described later
in the chapter.

inetd The inetd server invokes network servers, or daemons, on demand. It also
provides simple TCP-based services of its own. The following daemons are
started by inetd. For more information, see the inetd(1M) manual page.

ftpd The ftpd program, which is the File Transfer Protocol (FTP) server, is
invoked by inetd when an incoming connection is detected on the
specified port. FTP is briefly described later in this chapter. For more
information, see the ftpd(1M) manual page.

telnetd The telnetd program, which is the TELNET server, is invoked by inetd
when an incoming connection is detected on the specified port.
TELNET is described later in this chapter. For more information, see
the telnetd(1M) manual page.

tftpd The tftpd program, which is the Trivial File Transfer Protocol (TFTP)
server, is invoked by inetd when an incoming connection is detected on
the specified port. TFTP is briefly described later in this chapter. For
more information, see the tftpd(1M) manual page.

rshd, rexecd,

rlogind These are servers or daemons for rsh, rexec, and rlogin. The rsh
command is named remsh if you choose compliance with the System V
Interface Definition (SVID); see Setting Up and Managing TCP/IP on
the DG/UX™ System for details. These servers are invoked by inetd
when an incoming connection is detected on the specified port. For
more information, see the following manual pages: rshd(1M),
rexecd(1M), and rlogind(1M).

named This is the name server for the domain name system, which is a distributed
database that allows hosts on the Internet to share information. For
details, see Setting Up and Managing TCP/IP on the DG/UX™ System.

pmtd This is the server for the magnetic tape pseudo device. The pmtd server
handles local requests to do tape I/O operations on a tape device on a
remote host. For more information, see the pmtd(1M) manual page.

routed The routed server manages network routing tables using the Routing
Information Protocol (RIP). For more information, see the routed(1M)
manual page.

rwhod  This is the server for rwho and ruptime. For more information, see the
rwhod(1M) manual page.

smtp This is the mail server program that must be started for sendmail to receive
mail from other computers.
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Administrative Utilities

DG/UX TCP/IP contains the following administrative utilities:

arp

hostid

hostname

ifconfig

initrarp

netstat

Use the arp command to examine and change kernel ARP tables. (See
Address Resolution Protocol (ARP) under the section "Kernel-Level
Protocols" earlier in this chapter.) For more information, see the
arp(1M) manual page.

The superuser can use the hostid command to set the hostid. Anyone
other than the superuser can use the command to display the current
hostid in hexadecimal. For more information, see the hostid(1C) manual
page and Setting Up and Managing TCP/IP on the DG/UX™ System.

The superuser can use the hostname command to set the hostname.
Anyone other than the superuser can use the command to display the
current hostname. For more information, see the hostname(1C) manual
page and Setting Up and Managing TCP/IP on the DG/UX™ System.

The ifconfig command assigns an address to a network interface,
configures the network interface parameters, and stops and restarts an
interface. For more information, see the ifconfig(1M) manual page. For
examples of how to use this command, see Setting Up and Managing
TCP/IP on the DG/UX™ System.

The initrarp command initializes an OS server’s ARP table. ARP and
RARP use the ARP table to maintain Ethernet-to-Internet address
translation information for all diskless clients. Use this command to
initialize the ARP/RARP databases that contain information necessary
for a remote boot (client Internet addresses). For more information, see
Setting Up and Managing TCP/IP on the DG/UX™ System and the
initrarp(1M) manual page.

The netstat command displays the contents of various data structures
related to network activity. For example, you could use netstat to display
the state of all sockets, to show the routing tables, or to display
information about communication interfaces. For more information, see
the netstat(1C) manual page. For examples of how to use this command,
see Setting Up and Managing TCP/IP on the DG/UX™ System.
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ping The ping command tests whether a node on a network is up and working.
It sends an ICMP echo packet to the specified host and expects the
required ICMP response. If the ICMP packet is sent and received
correctly, ping prints a message saying that the specified host is "alive."”
For more information, see the ping(1C) manual page.

route The route command allows you to manipulate network routing tables.
For more information, see route(1M). For examples of how to use this
command, see Setting Up and Managing TCP/IP on the DG/UX™ System.

mailq The mailq command prints the contents of the mail queue. It lists the
queue IDs, the size of the message text in bytes, the date the message
entered the queue, the sender of the message, any error messages
generated, and the message recipients. For examples of how to use this
command, see Setting Up and Managing TCP/IP on the DG/UX™ System.

newaliases The newaliases command rebuilds the sendmail aliases database. It
turns /etc/aliases entries into the databases /etc/aliases.pag and
/etc/aliases.dir.

User Commands and User-Level Protocols
DG/UX TCP/IP contains the following user commands and user-level protocols:

bftp
The bftp command uses FTP to transfer files from one host to another in the
background. You do not have to be directly involved when the file transfer takes
place. For more information, see Chapter 4.

ftp
The ftp command implements the File Transfer Protocol (FTP). FTP allows you to
transfer files from one host to another. FTP uses TCP as the transport level
protocol. TCP was discussed earlier in the chapter. For more information about
FTP, see Chapter 3.

nslookup
The nslookup command allows you to query domain name servers directly. For
more information, see Installing and Managing the DG/UX™ System.

R commands
The R commands allow you to obtain information from, to log in to, and to execute
commands on a remote host. DG/UX TCP/IP includes the following R commands:

rep Allows you to copy files between hosts on the network.
rlogin Allows you to login to another host over the network.
rsh (remsh) Connects to a specified host and executes a specified

command. If you choose SVID compliance during setup of
DG/UX TCP/IP, the command is remsh. If you choose not
to comply with the SVID during setup, the command is rsh.
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rwho Produces a list of all users logged in to all hosts on the local
network, as long as the hosts are running rwhod.

ruptime Shows the status of each machine that is on the local network
and running rwhod.

Some of the R commands use TCP as the transport level protocol, and some use
UDP. For more information about R commands, see Chapter 6.

sendmail
The sendmail command implements the Simple Mail Transfer Protocol (SMTP),
which allows the transmission of mail messages. The sendmail program uses TCP
as the transport level protocol. It is not a command you will run directly. You will
use it while sending mail with mailx. The sendmail command has associated
programs called mailq, newaliases, and smtp. For information about how to
configure and use sendmail, see Setting Up and Managing TCP/IP on the DG/UX™
System.

telnet
The telnet command implements the TELNET protocol. TELNET allows a user on
one host to interact with a remote host as if the terminal is directly connected to the
remote host. TELNET uses TCP as the transport level protocol. For more
information about TELNET, see Chapter 2.

tftp
The tftp command implements the Trivial File Transfer Protocol (TFTP). TFTP
allows file transfer with minimal capability and overhead. The tftp command
depends on the UDP protocol, which was discussed earlier in this chapter.

TFTP is also used during a first stage boot with Data General’s AViiON computer
systems. The boot program, once it determines its Internet address, uses TFTP to
transfer a file that contains the executable image of a second stage boot program.
For more information about TFTP, see Chapter 5.

The next chapter discusses TELNET.

End of Chapter
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Chapter 2

Understanding and Using the
TELNET Protocol

The TELNET protocol provides virtual terminal service on remote systems. That is,
it lets you log in to a remote host from a terminal that is connected to your local host.
TELNET allows your terminal to perform as if it were connected directly to the
remote host. It does this by using a Transmission Control Protocol (TCP) connection
between your local host and a remote host to transmit data and control information.

You access the TELNET protocol through the telnet command. (TELNET in
uppercase letters refers to the protocol, while telnet in boldface lowercase letters
refers to the program you invoke on the command line.) There are two modes of
operation in telnet: local (command) mode and remote mode. You use local mode
to enter any of the telnet commands. These commands allow you to make or break
network connections with other systems, display information about a TELNET
session, create a child process, and terminate local mode. For more information on
telnet commands, see "Using the telnet Commands" later in this chapter.

Once you make a network connection with another system, you enter remote mode.
You interact with a remote host in remote mode. While in remote mode, telnet
allows you to return to local mode to execute telnet commands if you so choose. For
more information about moving between remote and local modes, see "Leaving
Remote Mode" later in this chapter.
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Understanding the Network Connection
Through TELNET

Using the TELNET protocol requires running two programs: telnet and telnetd.
When you want to log in to a remote host, you invoke the telnet program on the local
host. This puts you in telnet local mode.

In local mode, you can enter commands to establish a connection with a remote host.
When you enter such a command, the inetd server on the remote host hears a request
for network service, invokes a telnetd server, and establishes a TCP network
connection between a local and remote host. (For more information about
inetd(1M), see the manual page.) TELNET uses this network connection to transmit
data and control information. The inetd server passes control of the connection to
telnetd, and continues to listen for other requests for network service.

Once you have formed a network connection, telnet enters remote mode. In telnet
remote mode, your terminal performs as if it were connected directly to the remote
host. (You can use different types of terminals to connect to the same remote port,
but a particular port may not be configured for your type of terminal.) The telnetd
server assigns the connection a pseudo-terminal to act as your terminal on the remote
host. For details about pseudo-terminals, see the pty(7) manual page. Figure 2-1
shows this sequence of events.
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Local Host Remote Host

Time 1

DG/UX .
Terminal | Hears Request for Service

Time 2

DG/UX
Terminal

Time 3

DG/UX Remote
Terminal tPseu.do;
Network ermina
Connection
(TCP)

Continues to Listen for Requests

Figure 2-1  Establishing a Connection Between telnet and telnetd
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Forming a Network Connection with telnet

You know how a connection is established, so now you need to know how to initiate
this sequence of events. To form a network connection, first execute the telnet
command. To execute telnet from the shell, type it with no argument and then press
New Line.

$ telnet 2
This puts you in telnet local mode. The local mode prompt appears:

telnet>
You can now enter any of the telnet commands. See "Using the telnet Commands"
for a complete overview of the commands available, and the "telnet Command

Dictionary" for a complete description of each command.

To form a network connection with a remote host, use the telnet open command.
Enter the open command with the hostname as an argument. For example, enter:

telnet> open remote3 )
to form a network connection with a host named remote3.

If your open command succeeds, your terminal displays a message confirming your
connection, a message identifying the default escape character and the login banner of
the remote host’s operating system. You are in remote mode while working on the
remote host’s operating system. Everything that happened between telnet, inetd, and
telnetd was transparent to you.

The discussion up to now has implied that the only way you can open a network
connection to a remote host is to enter local mode and use the open command. This
is not true. You can execute telnet and the open command in one step. For
example:

$ telnet remote3 2

displays the login banner of the remote operating system. You are instantly put into
remote mode.

NOTE: To work on the remote host, you must have user privileges on the remote
system (see the remote host’s system administrator to obtain these
privileges).

Now, you can use the remote host as if it were your local host. Refer to the remote
host’s operating system manuals on how to use the system.
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Terminating a Network Connection

This section shows you how to terminate a TELNET network connection. It shows
you how to return to telnet local mode or the shell.

Leaving Local Mode

To leave telnet when in local mode and return to the shell, use either the quit or bye
command, which are identical. For example:

telnet> quitd

closes any connection you have and returns you to the shell.

Leaving Remote Mode

There are two methods of leaving remote mode. Table 2-1 lists the methods of
leaving remote mode and the results.

Table 2-1 Leaving telnet Remote Mode

Method Result
Log out of the remote Most remote hosts will close the
system connection when you log out. You

return to the telnet local mode. Some
versions of telnetd terminate the
present remote mode and begin
prompting you for your username to
begin a new remote mode process. If
s0, use the escape character and then
enter quit.

Escape character This character returns you to local
mode and lets you execute a
command. You can then use the quit
command to return to the shell on the
local machine.

To leave remote mode and return to the shell, log out of the remote system. Enter
exit to log out. You will see the following on your screen:

$ Connection closed by foreign host.
telnet>
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You are now in local mode. Use bye or quit to return to the shell on your local host.
As an alternative, while in remote mode, you can return to the local mode by using
the escape character (in the DG/UX system, the default escape character is CTRL-]).
For example, hold down the Ctrl key and press the right square bracket (]). You will
see the following on your screen:

telnet>
You are now in local mode. Use quit to return to the shell on your local host.
You may see the following error message while in local mode:

illegal command: syntax error at foo

where foo is the first word telnet did not recognize. This error message appears when
you type a command incorrectly or enter a command that telnet does not support.

Displaying Information About TELNET

You can use the help and status commands, executed in telnet local mode, to display
information about telnet commands and parameters respectively.

Using the telnet help Command

While in telnet local mode, you can check the syntax or meaning of any telnet
command. For a list of the available commands, enter the help command. For
example, enter the following to display all available telnet commands:

telnet> help o

The ? command is identical to the help command. Entering the ? command displays
a list of all available telnet commands.

If you want information on a particular command, enter the help or ? command with
the command as the argument. For example, the following command displays the
syntax line and the definition of the escape command:

telnet> help escape o
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Displaying Information About TELNET

Using the telnet status Command

The status command displays information about your TELNET network connection.
It lists the following information:

® The current escape character
®  Whether or not an outstanding connection exists
®  Whether or not debugging mode is on

e  Whether or not option negotiation messages between telnet and telnetd are
displayed (see the options command later in this chapter)

® A list of terminators

® The current representation of the NVT keyboard

e The current state of negotiated options

For example, enter the following to find out if an outstanding connection exists:

telnet?> status o

Using the telnet Commands

While in telnet local mode, you can use any of the telnet commands. The following
two tables list the commands. Table 2-2 includes basic commands. Table 2-3
includes special customizing commands.

The basic commands allow you to form a connection with a remote host, display
information about your TELNET session, terminate one network connection to form
another, create a child process from local mode, and terminate the session to return
to your local host (see "Using the Basic Commands," later in this chapter).

The special customizing commands allow you to send special characters untranslated,

change special characters, and change modes (see "Using the Customizing
Commands" later in this chapter).
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Using the telnet Commands

Abbreviating telnet Commands

The telnet command will accept the first three characters of any of its commands. For
example, telnet will accept sta for status and clo for close.

NOTE: telnet is case-sensitive. You must type commands in lowercase. telnet
does not recognize commands in uppercase.

Providing Arguments to telnet Commands

The following list describes the arguments you will be using with the telnet
commands. Brackets ([ ]) around an argument indicate that it is optional.

host The name of the remote system you want to use. It is a sequence of
characters that does not contain any of the following: a blank space, a
tab, a new line, or double quotation marks (" ").

port An integer representing a port number to which you want to be
connected.
option Any one of the following communications features: suppress-go-aheads

(SGA), foreign echoing (EC), binary input (BI), binary output (BO),
status (ST), timing mark (TM), or extended option (EX). For more
information, see "Requesting Negotiation" later in this chapter.

type Any one of the following values: on, off, always, or never. For more
information see "Requesting Negotiation" later in this chapter.

NVT_char  NVT special characters include the following: interrupt process (IP),
abort process (AP), are you there (AYT), break (BRK), erase
character (EC), erase line (EL), end of record (EOR), and the synch
signal. For more information on NVT characters, see "Understanding
the NVT Characters" later in this chapter.

string A sequence of characters enclosed in double quotation marks (" ").
Strings follow the same syntax as string constants in the C programming
language. They can be any length up to 200 characters. You can insert
a new line character as text in a string with the \n sequence. You can
insert a tab character with the \t sequence.
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Using the telnet Commands

Table 2-3 telnet Customizing Commands

Command Default Meaning

options Off Turns on or off the display of any
option negotiation between telnet and
telnetd over the network.

prompt string telnet> Lets you change the command prompt.

send NVT_char Not Lets you send an NVT character (for
applicable  example, AQO) through the network
without being interpreted.

terminator string NL, IP, Lets you specify additional characters
AQO, as terminators. In line mode,
AYT, terminators determine when to ship
BRK, characters through the network.
EOR,
synch

unterm string Not Lets you cancel terminator status on

applicable  any terminator defined.

(concluded)
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Using the telnet Commands

Using telnet Command Line Options

You can invoke some of the telnet commands above by using a telnet command line
option. You can invoke commands without having to enter telnet local mode first.
Table 2-4 shows the available command line options, their corresponding telnet
commands, and their definitions.

Table 2-4 telnet Command Line Options

Option Command Definition

—is_type negotiate Negotiate binary input option.

—os_type negotiate Negotiate binary output option.

-d debug Turns debug mode on.

—es_type negotiate Negotiate remote echo option.

=ss_fype negotiate Negotiate remote side suppress-
go-ahead option.

=1[port] listen Listen for connections on the
given port number.

The argument s_type indicates whether or not you want the option. You must
substitute either the letter a for always or the letter n for never. (See "Negotiating
Options" later in this chapter for an explanation of types.)

For the argument port, substitute the port number of the connection you are
monitoring. See your local system administrator for port numbers.

For example, to negotiate with the remote system to always suppress-go-aheads, type
the following:

$ telnet —sa »

NOTE: Remember that telnet will not return any evidence of your request. You
can check all options, however, with the status command after the
connection has been established.

You can use more than one option on an invocation of telnet. Separate each option

with a space. For example, to always suppress-go-aheads and always have local

echoing, you would type:

$ telnet -sa -ea d
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Using the telnet Commands

CAUTION:  If you use the debug option (=d), it must appear before any other
options on the command line.

How telnet Establishes Network
Connections

The following sections briefly discuss how telnet makes a network connection.

The connection to the other system is defined in terms of a Network Virtual
Terminal, or NVT. You can think of the NVT as an imaginary device that provides a
standard intermediate representation of a terminal.

The NVT includes a way for the local host (TELNET user) and remote host
(TELNET server) programs to negotiate options to achieve the best possible service
between the two systems. Options represent a variety of communications features.

Option negotiation during a connection is invisible unless you have the options
command turned on. You can inspect these options after negotiation with the status
command (see "Displaying Information About TELNET" earlier in this chapter). If
you want to change the value of an option, you can request negotiation on the option
while in local mode (see "Negotiating Options" later in this chapter). Alternatively,
you can request option negotiation when you invoke telnet with command line
options. These options allows you to issue commands to telnet at invocation, before
entering local mode (see "Using telnet Command Line Options" earlier in this
chapter).

Understanding the NVT

The NVT is an imaginary character device that sends and receives characters from
the remote and local hosts. This imaginary device provides standard definitions for
characters on a terminal. Hosts from different machines can communicate by
mapping their local device characteristics and conventions to match the NVT.

The NVT consists of a virtual printer and virtual keyboard. The virtual printer
responds to incoming data from the remote host and the virtual keyboard produces
outgoing data from the local host. The NVT provides standard representations for
characters transferred between hosts.

By default, the NVT functions in line mode. In line mode, characters are buffered at
the local terminal until a terminator character, such as new line, is pressed. Once the
terminator is pressed, the entire buffer of data is transferred to the remote end.

Some options, such as suppress-go-ahead (SGA), may change line mode to character

mode. In character mode, characters are transferred as they are typed (see
"Negotiating Options" later in this chapter).
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How telnet Establishes Network Connections

Understanding NVT Printer Codes
The NVT printer can represent all 95 USASCII codes (codes 32-126). It ignores the

other codes (0-31, 127 and the uncovered codes 128-255) except those defined in
Table 2-5.

Table 2-5 NVT Printer Codes

NVT Code DG/UX System Meaning

NULL 0 No operation.

Line Feed (LF) new line Moves the printer to the
next print line.

Carriage new line Moves the printer to the

Return (CR) left margin of the next line.

CR-NL

CR-NULL CR Moves the printer to the
left margin of the current
line.

Bell (BEL) ‘G Produce an audible or
visible signal.

Back Space Read user stty Moves the printer left one

(BS) space.

Horizontal Tab Tab Moves the printer to the

(HT) next horizontal tab stop.

Vertical Tab 5 new lines Moves the printer to the

(V1) next vertical tab stop.

Form Feed 20 new lines Moves the printer to the

(FF) top of the next page.

Licensed material—property of copyright holder(s)
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Understanding the NVT Keyboard

How telnet Establishes Network Connections

The NVT keyboard contains keys for generating all 128 ASCII codes. Some of these
codes, however, have no effect on the NVT printer. The keyboard can generate the
following additional codes shown in Table 2-6.

Table 2-6 NVT Keyboard Codes

Erase Character
(EC)

Erase Line (EL)

End of Record
(EOR)

Interrupt Process
(IP)

Synch signal

ioctl erase
character

ioctl kill
character

Defined by user

ioctl interrupt
character

Defined by user

NVT Keyboard DG/UX System Meaning
Abort Output (AO) Defined by user  Suppresses output to the
user’s terminal.
Are You There Defined by user  Provides evidence that the
(AYT) system is running.
Break (BRK) ioctl break Sends the appropriate
character break character to the

remote process.

Deletes user’s preceding
character or printed
position.

Deletes all data on the
current line of input.

Transmits input buffer as
though a terminator
character is read.

Suspends, interrupts,
aborts, or terminates
remote user’s process.

A TCP urgent notification
with the command Data
Mark (DM).

093-701023
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How telnet Establishes Network Connections

Understanding the NVT Characters

Most remote systems provide the functions listed above. How you invoke these
functions can vary from system to system. NVT uses the following standard
definitions for these functions:

Abort Qutput (AO)
Allows a process to run to completion, but does not send the output to the user’s
terminal. It clears the output buffer that has not yet been printed on the
terminal.

Are You There (AYT)
Provides the user with visible evidence that the system is still up and running.

Break Character (BRK)
Sends the appropriate break character to the remote process.

Erase Character (EC)
Deletes the last preceding character or printed position the user types. Printed
position means several characters that are a result of overstrikes.

Erase Line (EL)
Deletes all the data on the current line of input.

End of Record (EOR)
Allows the user to flush the input buffer before a terminator character is
encountered.

Interrupt Process (IP)
Suspends, interrupts, aborts, or terminates a user process. Use this function, for
example, to stop a process that is in an infinite loop.

Synch Signal
Consists of a TCP urgent notification with the TELNET command Data Mark
(DM). The urgent notification is not affected by the flow control of the
TELNET connection. The data stream is immediately scanned for interesting
signals and data that was sent between the urgent notification and the DM.
Interesting signals include: IP, AO, and AYT; the local analogs of these standard
signals; and all other TELNET commands. Once the DM occurs, the urgent
data conditions are serviced and the receiver can return to normal operation.
Every urgent notification must be followed (eventually) by a DM.

You can change the default key bindings of these functions. See "Using the telnet
Commands" earlier in this chapter.
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How telnet Establishes Network Connections

Using TELNET Option Negotiation

TELNET uses option negotiation to accommodate hosts that provide more services
than those available on the NVT. Option negotiation is the way two hosts agree on a
set of conventions for a given connection. The options allow hosts to negotiate
conventions, such as terminal type, character sets, and echo mode. Negotiation
occurs in a Do, Don’t, Will, Won’t structure.

A host begins option negotiation by sending a Will (n) or Do (n), where n is the
chosen option. Will (n) indicates that the sender offers to begin performing option
(n). The sending host must wait for a positive or negative acknowledgement from the
receiver. A positive acknowledgement from the receiving host will be Do (n); a
negative acknowledgement will be Don’t (n).

When a host sends a request for a Do (), the sending host wants the receiving host
to perform the option. The receiving host sends either Will (n) for a positive
acknowledgment or Won’t (n) for a negative acknowledgement.

Negotiating Options

When a connection is first established, the user and server programs negotiate back
and forth for the best possible service. You can see this negotiation if you use the
option command. (See "Using the telnet Commands" earlier in this chapter.) If an
option is rejected, the negotiation does not repeat.

Once the connection is established, options are negotiated when another program
(e.g., text editor) begins. You can see this negotiation if you use the option
command. (See "Using the telnet Commands" earlier in this chapter.) Options that
were rejected during the initial connection may be renegotiated at this time.
Options are negotiated when:
® A connection is first established.
® A local or remote condition changes.
® A user requests negotiation.
You can request negotiation on options when invoking telnet or when you’re in local
mode. See "Requesting Negotiation" later in this chapter for details. The available
options are:
Transmit-binary (BI, BO)

Passes all characters through without interpretation or translation (except IP,

AO, EC, EL, EOR, and AYT). The default settings are Won’t transmit
binary and Don’t transmit binary.
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Echo (EC)
Displays characters typed from the user’s keyboard on the user’s screen.
The default settings are Won’t echo and Don’t echo.

Suppress-go-ahead (SGA)
Stop sending the Go Ahead (GA). The GA coordinates transmission
between the terminal and the computer. The GA signals the computer and
the terminal when one is finished and the other can transmit data.
Suppress-go-ahead turns on character-by-character mode. The default
settings are: Won’t suppress-go-ahead and Don’t suppress-go-ahead.

Status (ST)
Requests the receiver to send the current values of the TELNET options.
The default settings are Won’t status and Don’t status.

Timing-mark (TM)
Measures the round-trip delay between two processes or between a process
and a terminal; flushes all characters typed after an erroneous command; or
throws away output from a remote process until it receives a Will or Won’t
timing-mark. The default settings are Won’t timing mark and Don’t timing-
mark.

Extended-options-list (EX)

Allows another 256 options to be added to the current options. The default
settings are Won’t extended-options-list and Don’t extended-options-list.

Requesting Negotiation

You can request negotiation on any of the above options with the command
negotiate. You can only request negotiation, not send an announcement of the
current mode. Your request may be denied. telnet will not stop to give you a
response to your request. If you want to see the results, you must use the command
status or options (see "Using the telnet Commands" earlier in this chapter).

You use the command negotiate by typing:

telnet> negotiate option type

where option is the option you want to change and fype is the value you want. Table
2-7 shows the values available for option.
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Table 2-7 TELNET Negotiation Option Codes

Option Code Meaning

BI Binary Input

BO Binary Output

EC Foreign Echoing
SGA Suppress-go-aheads
ST Status

™ Timing Mark

EX Extended Option

Table 2-8 shows the values available for type.

Table 2-8 TELNET Negotiation Types

Type

Meaning

on

off

never

always

Try to negotiate an option on. All future
requests to negotiate the option off will be
honored.

Try to negotiate the option off. All future
requests to negotiate the option on will be
honored.

Demand an option be negotiated off and left off.

All future requests to negotiate the option on
will be refused.

Try to negotiate an option on. All future
requests from the server program to negotiate
the option off will be honored. However, the
user program immediately sends one request to
the server to negotiate the option back on.

For example, if you want to request binary input, you would type the following while

in local mode:

telnet> negotiate BI on >

NOTE: telnet will not return information on your request. If you are connected to
a remote host, you will return to remote mode. If you are not connected
to a remote host, you will remain in local mode.

093-701023

Licensed material—property of copyright holder(s)

2-19



How telnet Establishes Network Connections

Summarizing telnet Commands

The following is an alphabetical listing of commands telnet recognizes. Along with a
format line is a description of the command and an example of how to use the
command. When using these commands, remember the following:

® You can only use these commands in local mode.

® telnet is case-sensitive. You must type commands in lowercase. telnet does not
recognize commands in uppercase.

® You can abbreviate any of the commands by typing the command’s first three
letters.
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bye

bye

Terminate a network connection and local mode.

Format

bye

Description

The bye command terminates local mode and returns you to the shell. Any
outstanding connections are terminated as well. The quit command is identical
to the bye command.

Example

telnet> bye
$

The TELNET network connection terminates and you return to the shell.
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close

close
Terminate any connection to a remote host.

Format

close

Description

Use this command to terminate an outstanding remote connection, but remain in
local mode.

Example

telnet> close d
Connection closed.
telnet>

Terminates the network connection.

Error Message

Connection does not You do not have a network
exist. connection to clear.
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crmod

crmod
Turn carriage return mode on or off

Format

crmod

Description

Use this command if, while in remote mode, your terminal is displaying two or
more lines of output on the same line during a TELNET network connection.
This command adds a line feed to any carriage return received from the remote
process. First, re-enter telnet local mode, then enter the ermod command.

A carriage return usually moves the cursor over to the left margin and then
moves down one line. But, sometimes a carriage return will only move the cursor
to the left margin and not move down one line. If this happens, use the crmod
command.

NOTE: The value mapped to carriage return for your terminal in stty(1) is the
default.

Example
telnet?> crmod )
telnet>

Makes any carriage return move to the left margin, and move down one line.
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debug

debug

Turn your ability to use certain commands on or off

Format

debug

Description

This mode enables you to use the following commands: listen, map, and mode.
These commands let you wait for an incoming connection, change character
mappings, and change modes without negotiating options.

To prevent accidental use, we only offer these commands in debug mode. These
commands can change the way characters are sent to or received from your
terminal. Be careful when using them.

Beware when using debug mode. telnet commands can be unpredictable when
used in this mode.

Example

telnet> debug o
Debug mode is on.
telnet>

telnet is now operating in debug mode. You can use the commands listen, map,
and mode.
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escape
Change the telnet escape character

Format

escape siring

Description
Lets you substitute a string of your choice for the default telnet escape character.
Be careful about your choice of sequence. For example, if you use the editor vi,

do not set the escape character to the Esc key. The vi editor uses the Esc key to
delimit the insert command. You may not be able to exit from insert mode.

Example

telnet)> escape x ?

Changes the telnet escape character to the string represented by x.
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help

help

Display telnet command definitions.

Format

help [command]

Description
Use this command to display a list of telnet commands with their definitions.
For more information on the syntax and meaning of a particular command, enter

help with the command as an argument. The ? command is identical to the help
command.

Example

telnet> helpo

Displays all available telnet commands. If you want information on a particular
command, enter the help or ? command with the command as the argument.

telnet> help status o

Displays the syntax line and meaning of the status command.

Error Messages

Syntax error You did not enter enough
or characters to make the
File does not exist command recognizable, or

there is no such command.
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listen
Listen on a port for an incoming connection.

Format

listen [port]

Description
You can only use this command in debug mode. This command monitors the
specified port. If you do not specify a port, telnet will pick one and announce it.
telnet waits until the connection is established. You can abort the process with a

user-defined interrupt character before the connection is established. You can
use the escape character to abort after the connection is established.

Example
telnet> listen ?
listening on 3001
telnet chooses a port number and waits until the connection is established.

Error Messages

No such port. The port number you specified
is undefined.
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log
Control output logging.

Format

log [logfile]

Description
Use this command to make telnet put the data that the remote host sends to your
terminal into a file. Logging starts when you specify the log command with the
name of a logfile into which telnet should put data. Specify log without an
argument to stop logging data from the remote host.

If the logfile does not exist, it will be created. If the file already exists, telnet will
append the data to the end of the file.

Example
telnet> log output_logfile
telnet>

Here, telnet copies data from the remote host into output_logfile.

Example
telnet?> logo
telnet>
The above command closes an open logfile.
Output generated by telnet, such as the output of the status command or locally
echoed characters, will not be written to the logfile. Only one logfile can be open

at a time. An attempt to open a second logfile causes an error. An attempt to
close the logfile when output is not being logged also causes an error.
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map

map
Substitute a string for an NVT character

Format

map string NVI_char

Description

You can only use this command in debug mode. It substitutes a string of your
choice to use in place of the default NVT character. When you type your chosen
string, TELNET sends the special NVT character. The NVT characters are
listed below. (See "Understanding the NVT Keyboard" earlier in the chapter for
descriptions.)

Abort output (AO)
Are you there (AYT)
Break (BRK)

Erase character (EC)
Erase line (EL)

End of record (EOR)
Interrupt process (IP)
Synch Signal (sync)

Example

telnet> map x IP )

The string represented by x replaces the default IP character. telnet returns to
remote mode if you have a connection pending. Otherwise, telnet remains in
local mode.
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mode

mode
Change mode regardless of negotiated option.

Format
mode option type
Description
You can only use this command in debug mode. This command lets you change

modes without negotiating the option. The following table shows you the valid
values of option:

Option Definition

BI Binary input
BO Binary output
EC Local echoing
LI Line mode

Substitute one of the following strings for type:

on Turns on the mode regardless of the option that normally controls it.
However, if the option is negotiated after your change, the mode changes to
correspond with the change in the option.

off Turns off the mode regardless of the option that normally controls it.
However, if the option is negotiated after your change, the mode changes to
correspond with the change in the option.

never
Turns the mode off and leaves it off regardless of the option. The mode
changes when you invoke the change or when you close the connection.
When you close the connection, the mode returns to the default setting.

always
Turns the mode on and leaves it on regardless of the option. The mode is
changed when you invoke the change or when you close the connection.
When you close the connection, the mode returns to the default setting.

CAUTION: When using the option types never and always, you could ask for
a particular option that the server does not want. In such a case,
you can expect unusual results during the connection.
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mode

Example
telnet> mode LI on )

This command changes data transfer over the network to line mode. Data will be
sent across the network when a terminator (for example, a new line) is read.
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negotiate
Request negotiation on an option.

Format

negotiate option type

Description

This command lets you request negotiation to change an option. Negotiation
takes place only if the option type you specify is different from the current one.

You can only request a negotiation; you cannot send an announcement of the
current mode. If you have the command options turned on, you can see the
negotiation take place (see options later in this section). Otherwise, telnet does
not notify you whether the change has been made or not. Use the command
status to see the results.

The table below shows the strings that you can substitute for option and their
corresponding meanings:

Option Code Meaning

BI Binary Input

BO Binary Output

EC Foreign Echoing
EX Extended Option
SGA Suppress-go-aheads
ST Status

™ Timing Mark

Substitute one of the following strings for type:

on Try to negotiate an option on. All future requests to negotiate the option off
will be honored.

off Negotiate an option off. All future requests to negotiate the option on will
be honored.

never
Demand an option to be negotiated off and left off. All future requests to

negotiate it on will be refused. You must know whether or not the server will
abort when that option is refused.

always
Try to negotiate an option on. All future requests from the server program
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negotiate

to negotiate the option off will be honored. However, the user program
immediately sends one request to the server to negotiate the option back on.

Example

telnet> negotiate SGA on )
telnet negotiates to turn on the option suppress-go-aheads. If successful, telnet

transfers each character as you type it. Otherwise, telnet transfers characters in
line mode.
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open
Connect your terminal to the login process on a remote host.

Format

open hostname [port]
open Internet_address [port]

where:
hostname is the name of the desired remote host.
Internet_address is the address the network manager assigned
to the remote system. The address is in the
following format:
128.223.8.48
For more information on Internet addresses,
see Chapter 2 in Setting Up and Managing
TCP/IP on the DG/UX™ System.
port is the port number you want to assign to this
connection.
Description
Use this command when you want to form a network connection with a remote
host.
Examples

telnet> open nic )
Forms a network connection using the remote host’s name.
telnet> open 128.223.8.48 >

Forms a network connection by using the remote host’s Internet address.
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Error Messages

093-701023

?Already connected to
hostname

telnet:connect: Can’t
assign requested address

telnet:connect:
Connection refused

telnet:connect:
Connection timed out.

hostname: Unknown host.

You have already formed a
network connection. You must
use the close command to
close this connection before
you can form a new one.

The hostname that you
requested is not in your
network and there is no kernel
route entry to the network that
contains the destination host.

There is no server process
(inetd or telnetd) running on
the destination host.

The destination host is down.
However, you do have a route
to the network on which the
destination host is located and
there is an entry for the
destination host in the host
database.

The destination host does not
have an entry in the host
database.
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options

options
Toggles display of messages between telnet and telnetd.

Format

options

Description
Use this command when you want the results of option negotiation displayed on

your terminal. To turn off the display, enter the options command again. Use
the status command to see if options will be displayed.

Example

telnet> options 9

Will show option processing.

telnet>

Displays the sequence of messages between telnet and telnetd.
telnet> options

Wont show options processing.

telnet>

Turns off the display of messages between telnet and telnetd.
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prompt
Change the command prompt.

Format

prompt "string"
Description

This command lets you substitute a string of your choice in place of the normal
command prompt. You must enclose the string in double quotation marks (" ").

Example

telnet> prompt "netd7" )
net47

The command prompt changes from telnet> to net47.
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quit
Terminate a network connection and telnet local mode.

Format

quit
Description

The quit command will terminate telnet local mode and return you to the shell.
The bye command is identical to the quit command.

Example
telnet> quit)

$

The network connection closes and you return to the shell.
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resume
Exit from local mode and continue any suspended remote mode.

Format

resume

Description

Use this command to return to any suspended network connection. Once back
in remote mode, you will get a message notifying you that you are in remote
mode.

Example
telnet> resume
Returned to remote mode.

Returns to telnet remote mode.
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send

send

Send NVT character to a remote process.

Format

send NVT_char

Description

Use this command when you want to send NVT special characters across your
network connection. You can substitute any of the NVT special characters for
NVT_char. The table below lists and defines the NVT characters:

NVT Character

Abort Output (AO)

Are You There (AYT)

Break Character (BKR)

Erase Character (EC)

Erase Line (EL)

End of Record (EOR)

Interrupt Process (IP)

Synch (sync)

Meaning

Suppresses output to the user’s
terminal.

Provides evidence that the system is
running.

Sends the appropriate break
character to the remote process.

Deletes user’s preceding character or
printed position.

Deletes all data on the current line
of input.

Sends current contents of input
buffer.

Suspends, interrupts, aborts, or
terminates user’s output.

A TCP urgent notification with a
Data Mark (DM).
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Example

telnet> send IP )

Returned to remote mode.

Sends the character represented by IP to the remote host, and continues remote
mode.

Error Messages

Connection does not You do not have a network

exist. connection so there is no
remote host to receive the
argument.

Illegal command: syntax You entered an argument that
error at word is not an NVT character.
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shell

Create a shell process as a child of telnet.

Format

shell [command]

Description

Use shell to invoke the shell on your local host without terminating telnet. If you
have a network connection, use the escape character ("]) to return to telnet local
mode before executing the shell command. When you terminate the child
process, you will return to your network connection. If you do not have a
network connection, you will return to local mode. Terminate the child process
by entering the shell exit command. The ! command is identical to the shell
command.

Use the command option to execute a command on your local host without
suspending telnet. If you have a network connection and execute the shell
command with the command option, you return to your network connection

when the command completes. If you do not have an outstanding network
connection, you return to local mode when the command completes.

Example

telnet> shell )
$

Creates a shell child process.

$ exitd
telnet>

Entering the shell exit command returns you to local mode.
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Error Message

Could not create a shell telnet could not create a shell
child process.
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status
Print out the status of TELNET parameters.

Format

status

Description

Use this command when you want to check on telnet local mode parameters.
This command will also display the state of TELNET parameters for any
outstanding network connection.

Example
telnet) status 9

Connected to localhost.
Escape sequence: ~]

Crmod:off Debug: off Options: off
Binary input: on Binary output: on
Line mode: off Local echoing: off

Output logfile: output_logfile

List of terminators: 04

Current state of negotiated option:
Will Binary

Do Binary

Do Echo

Do Suppress go ahead

NVT keyboard keys:

IP: °C

AO:
AYT:
EC:
EL:
EOR:
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terminator
Add the following string to the list of terminators.

Format

terminator "string"

Description

Terminators determine when to ship characters in line mode. When telnet sees a
terminator, it sends the input buffer to the remote host. Terminators will include
the default characters (see below) and any other characters you specify. You
must enclose terminators in double quotation marks (" "). The escape character
cannot be a terminator. The default terminators are as follows:

e New Line

Interrupt character

End-of-file character

Switch key (if defined)

End-of-line character (if defined)

Each character in the string you specify will be a terminator.

Example

telnet> terminator "abc"

Here, the letters a, b, and ¢ are each mapped as a terminator.
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unterm
Cancel terminator status for specified characters.

Format

unterm string

Description

This command lets you clear the terminator meaning associated with any string
currently defined.

Example

telnet? unterm "abc" J

The letters a, b, and ¢ no longer function as terminators.
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z
Suspend telnet.

Format

Description

This command only works if you are using the DG/UX C shell. (See esh(1) for
details.) The z command interacts with the C shell’s job control facilities. First,
you are placed in the C shell. telnet determines that you are using the C shell by
looking at the SHELL environment variable which will be /bin/csh for the C
shell. For more information on the SHELL environment variable, see the
environ(5) manual page in the System Manager’s Reference for the DG/UX™
System.

To return to the TELNET session from the C shell, type fg job#. To display the
job number from the C shell, type jobs.

Example

telnet) z29

Stopped
%

telnet is stopped and you are put back in the C shell.

% jobs

[1] + Stopped telnet sysl6

%

Displays the job number, status, and remote host of your suspended job.
$ fgl1o

telnet syslé6

Returned to the remote host

Returns to the TELNET session you specify.
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List telnet command definitions or define a specific command.

Format

? [command)]

Description
Use this command to display a list of telnet commands with their definitions.

For more information on the syntax and meaning of a command, enter ? with the
command as an argument. The ? command is identical to the help command.

Example

telnet> 2?9

Displays all available telnet commands. If you want information on a particular
telnet command, enter the ? or help command with the command as the
argument.

telnet> ? status d

Displays the meaning of the status command.

Error Messages

Syntax error You did not enter enough
or characters to make the
File does not exist command recognizable or

there is no such command.
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Create a shell process as a child of telnet.

Format

! [command]

Description

Use this command to work in the shell on your local host, without terminating
telnet. If you have a network connection, use the escape character ("]) to return
to telnet local mode before executing the ! command. When you terminate the
child process, you will return to your network connection. If you do not have a
network connection, you will return to telnet local mode. Terminate the child
process by using the shell exit command. The shell command is identical to the !
command.

Use the command option to execute a command on your local host without
suspending telnet. If you have a network connection and execute the ! command
with the command option, you return to your network connection when the

command completes. If you do not have an outstanding network connection, you
return to local mode when the command completes.

Example

telnet> !
$

Creates a shell child process.

$ exitd
telnet>

Entering the shell exit command returns you to local mode.
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Error Message

Could not create a shell telnet could not create a child
process.

End of Chapter
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Chapter 3

Understanding and Using the
File Transfer Protocol

The File Transfer Protocol (FTP) allows you to transfer files across a TCP/IP
network. It does this by establishing a Transmission Control Protocol (TCP)
connection between your local host and a remote host. FTP uses this network
connection to transmit data and control information.

The FTP implementation has two parts: the FTP user program (ftp) and the FTP
server (daemon) program (ftpd). The local host is the system to which your terminal
is connected. The remote host is the system that you want to transfer files to or from.
The FTP user program on the local host and the FTP server program on the remote
host are used to connect the two computer systems. Two types of connections link
the two systems: a command connection and a data connection. The command
connection transfers commands that describe the functions to be performed and the
replies to these commands. The data connection transfers only files.

The FTP server process listens for a command connection from another machine,

while the FTP user process initiates a command connection. Figure 3-1 is a diagram
of an FTP service connection.
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User (FTP)

User
Interface

User

Server (FTP)

File
System

FTP Commands

FTP Replies

Data

Connection

File
System

Figure 3-1 An FTP Service Connection

When you enter the ftp command, you invoke the FTP user program. (FTP in
uppercase letters refers to the protocol, while ftp in lowercase bold letters refers to
the command.) The FTP user program is your interface with the FTP server on the
remote host. The user program works with the server program to transfer files. The
FTP user program initiates a command connection to the inetd server, which in turn
invokes the FTP server process ftpd.

The user program also issues FTP commands. It also listens on a data port for a
connection from an FTP server, sets up parameters for transfer and storage, and
transfers data on command.

3-2

Licensed material—property of copyright holder(s)

093-701023



Understanding and Using the File Transfer Protocol

The FTP server, ftpd, is initiated when the inetd server invokes it. The inetd server
runs constantly, listening for a connection from a user program and invoking a server
program when needed.

Once invoked, the ftpd server maintains a command communication connection. It
receives standard ftp commands from and sends replies to the user program. The
server program also establishes the data connection with the listening data port, sets
up parameters for transfer and storage, and transfers data on command. It can also
listen passively on a given data port.

What Is an FTP Command Connection?

An FTP command connection consists of a connection between an FTP local
environment and an FTP remote environment. The local and remote environments
consist of their respective operating systems and file structures.

You are in the FTP local environment once you execute ftp on the local host. Once
in the local environment, you enter ftp commands to open a command connection
with the remote ftpd. Then, the remote ftpd will ask you for your username,
password (if required), and account (if required). If your username and password
pair has user privileges on the remote host, your FTP command connection is
completed and you have access to the FTP remote environment. You can now enter
ftp commands to manipulate files back and forth across the FTP connection.

Figure 3-2 shows an FTP connection with a local and a remote FTP environment.
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Figure 3-2 An FTP Connection
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Forming an FTP Command Connection

You form an FTP connection by creating the FTP local environment on the local host
and entering ftp commands to form a connection with the FTP remote environment.

Creating the FTP Local Environment

To create the FTP local environment, execute the FTP user program. For example,
enter the following command:

$ ftp o

The ftp program returns the version of ftp, the date, and the ftp prompt to your
terminal. For example:

FTP user (DG/UX TCP/IP Release 4.10 07/11/89) ready.
ftp>

You are now in your FTP local environment.

Forming a Command Connection with a Remote Host

Once in your FTP local environment, you can form a command connection with a
remote host. To do this, enter the open command with the name of the remote host
as an argument. Optionally, you can specify a port number. The default port number
for FTP can be found in the /etc/services file.

In the following example, a network connection with a remote host named remote3 is
formed:

ftp> open remote3 o

Connected to remote3.

220 remote3 FTP server (DG/UX TCP/IP Release 4.10 07/11/89) ready.
Name (remote3:username):

If you have verbose mode on, the FTP server sends a reply that you can see at your
terminal for every command entered (see verbose in the "ftp Command Dictionary
later in this chapter"). Each response is preceded by a three-digit number.

You can form your local environment and establish the remote connection in one

step. Simply execute ftp and enter the remote host’s name as an argument on the
same command line. By doing this, you do not stop in the FTP local environment
before establishing the connection.

For example, the following single command creates the FTP environment and
establishes a connection with remote host remote3.
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$ ftp remote3 >

FTP user (DG/UX TCP/IP Release 4.10 07/11/89) ready.

Connected to remote3.

220 remote3 FTP server (DG/UX TCP/IP Release 4.10 07/11/89) ready.
Name (remote3:username):

To protect against unauthorized access to files, all users need an authorized
username/password pair to access files in the remote environment. ftp may
automatically prompt you for your username and password. If ftp does not prompt
you, you must enter the user command.

If ftp automatically prompts you for your username and password, it might look like
this:

Name (remote3:you):youd

331 Password required for you.

Password (remote3:you): type your password o
230 User you logged in. No account needed.
ftp>

You have now created an FTP connection between your FTP local and remote
environments.

NOTE: Your password does not appear on your terminal. This is so any
unauthorized persons watching you work will not learn your username and
password and then be able to use your FTP remote environment.

By default, FTP uses auto-login when forming a connection. Auto-login tries to log
you on to a remote system automatically when you make the initial FTP command
connection. To use auto-login, you should have a .netre file in your home directory
for often used machines. This file contains an entry for each remote machine you
want to connect to and includes your username, password, and account (if one is
required).

A typical .netrc file would have the following format:

machine remote2 login you password noprob
machine remote3 login you password noprob
machine remote5 login you password noprob
machine remote8 login you password noprob
machine remote9 login you password noprob

ftp checks in the .netrc file for a login entry. If ftp finds no entry for the machine
you are connecting to, it prompts you for the login name, password, and account
number to log you in to the remote system.

Because the .netre file contains your username and passwords, ftp requires you to
restrict access to this file. To restrict access to yourself only, set your access mode to
600.

For example, if you have a .netrc file with an entry for the remote system remote3,
you can use auto-login by typing the following:
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$ ftp remote3 o

FTP user (DG/UX TCP/IP Release 4.10 07/11/89) ready.

Connected to remote3.

220 remote3 FTP server (DG/UX TCP/IP Release 4.10 07/11/89) ready.
331 Password required for you.

230 User you logged in. No account needed.

ftp>

ftp connects to remote3 and logs you in.

Understanding Error Messages

When you use ftp, you may see error messages generated from the FTP user and
server programs, the DG/UX operating system, and lower layer protocols, such as
TCP/IP. Error messages generated by the FTP user and server programs are
documented in this manual.

This section contains error messages you could see when invoking ftp. It also
includes two general error messages that you may get while using any of the FTP user
commands. For information on error messages that are specific to FTP user
commands, see the command dictionary at the end of this chapter. For error
messages from the FTP server, see Appendix A.
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Table 3-1 lists and explains errors that can occur when you invoke ftp.

Table 3-1

ftp Error Messages

Error

What It Means

ftp: ftp/tcp: unknown
service

ftp: option-name: unknown
option

Unable to read from input

value: bad debugging value

hostname: bad port number

Error - .netrc file not
correct mode

Unknown .netrc option
opt-name

The protocol name (TCP) was not
found in /etc/services file.

FTP user program does not recognize
the option you provided when
invoking ftp.

End of File (EOF) encountered 10
times while reading from standard
input.

You typed in a negative number with
the debug option.

The default port number found in
/etc/services is incorrect or you
invoked ftp with an incorrect port
number argument.

Change mode of .netrc file to 600.
The .netrc file should contain

machine, username, password, and
account fields only.

When issuing any of the ftp commands, you could see one of the following errors:
?Ambiguous command means
that you did not type enough of the command’s name for the ftp program to identify
?Invalid command indicates that the ftp either does not recognize or does not

?Ambiguous command or ?Invalid

it.
support the command you issued.
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Terminating an FTP Connection

There are two ways of terminating an FTP connection: 1) you can terminate the
connection and remain in your local FTP environment; or 2) you can exit from both
your FTP remote and local environments, terminate the network connection, and
return to the shell. Table 3-2 explains your two options for terminating an FTP
network connection.

Table 3-2 Terminating an FTP Network Connection

Command What It Does

close Terminates the network connection. You remain in
or your FTP local environment. You can now create
disconnect another connection by using the open command.

bye, Terminates the connection, and exits from your FTP
exit, local environment. You return to the shell. To form
or another connection, you must execute ftp to create
quit your FTP local environment.
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Understanding ftp File-Naming Conventions

Files specified as arguments to ftp commands are processed according to the
following rules:

1.

If a pathname begins with a slash (/), local filenames are interpreted from the
absolute pathname. Otherwise, local filenames are interpreted from the working
directory. For more information, see the intro(2) manual page in the
Programmer’s Reference for the DG/UX™ System (Volume 1).

If you use the dash (-) instead of a filename, the FTP user program uses
standard input for reading and standard output for writing. For example, if you
enter get testl -, the FTP user program will send the contents of testl to your
screen.

If the first character of the filename is a vertical line ( | ), the rest of the
argument is interpreted as a shell command. The FTP user program then forks a
shell, using popen(3) with the argument supplied, and reads from the standard
input or writes to the standard output. If the shell command includes spaces, the
argument must be enquoted; for example, "| Is =It".

If the above tests fail and globbing is enabled, local filenames are expanded
according to the rules used in the esh (1). Globbing is the method of processing
local filenames for metacharacters. See the description of the glob command
below for details.
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Understanding FTP Transfer Parameters

Because different machines often use different ways to store data, FTP lets you
transform data as well as transfer it. Several parameters control data transmission
and its representation during transfer. These transfer parameters are mode,

structure, and type. Mode defines how the data bits are transferred. Structure and
type define how the data is represented as it is transferred. Table 3-3 lists the transfer
parameters, the ftp commands to change them, and the options available for each

parameter.

Table 3-3 FTP Transfer Parameters

Parameter

Command

Options

mode

structure

mode

struct

FTP supports stream, block, and compress modes. In
stream mode (the default), data is transmitted across the
connection as a stream of data bytes; there are no
restrictions on the representation type. FTP does no
processing, such as data compression or failure
recovery, in this mode.

In block mode, data is transmitted as a series of data
blocks preceded by headers. Record structures are
allowed in this mode and any representation type can be
used. Also, restart procedures are supported.

In compress mode, you can send regular data, which is
sent in a byte string, compressed data, which consists of
replications or filler, and control information, which is
sent in a two-byte sequence. Also, restart procedures
are supported.

FTP supports file, page, and record structures. In the
file structure (the default), the file is considered to be a
continuous sequence of data bytes without any internal
structure.

In the page structure, the file is made up of independent
indexed pages. This structure is accepted only with the
Local Byte type and is supported in the stream mode
only.

In record mode, the file is made up of sequential
records. The DG/UX operating system does not
support Record structured files for storage. By default,
all EOR delimiters are replaced by a new line character.
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Table 3-3 FTP Transfer Parameters

Parameter Command Options

type type FTP supports four transfer types: ascii, image (binary is
identical to image), ebedic, and local-byte.

The ascii transfer type is the default type and is accepted
by all FTP implementations. It is used primarily to
transfer text files.

The image transfer type is used to transfer files in
contiguous bits that are packed into eight-bit transfer
bytes. The receiving site must store the data as
contiguous bits. This type is used to transfer binary
data.

The ebcedic transfer type is used to transfer data between
hosts that use ebcdic for their internal representation. It
is used for text files. Data are represented as eight-bit
ebcdic characters.

The local-byte transfer type is used to transfer text files
in page structure. Data are transferred in logical bytes
specified by the parameter byte size.

(concluded)

If you want a transferred file to be identical to the original file, make sure that you
retrieve the file with the same parameters that it was stored with.

NOTE: Transfer parameters must be the same on both the local and remote hosts.

You can check transfer parameters with the status command (see "ftp
Command Dictionary" later in this chapter).

Restrictions on File Transfer Parameters

The ftp command imposes the following restrictions on the file transfer parameters:
® The local-byte size must be a multiple of eight bits.

¢ The page structure requires local-byte type.

¢ The page structure is supported in the stream mode only.

For more information about the ftp commands that change the transfer parameters,
see "ftp Command Dictionary" later in this chapter.
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Displaying Information About FTP
The help and status commands display information about ftp commands and

parameters both in your FTP local environment and your FTP remote environment.
For information on remote commands, use remotehelp.

Using the ftp Help Command
While in your FTP local environment, you can check on the command line syntax or
meaning of an ftp command. For a list of all available commands, enter either the
ftp help or ? command. The ? command is identical to the help command. For
example, enter

ftp> help 2
to display all ftp commands.

If you want information about a particular command, enter the help or ? command
with the command in question as an argument. For example, enter

ftp> help append

to display the meaning of the append command.

Using the ftp status Command

The status command displays information about your FTP connection. For example
ftp> status 9

will display the following information about your connection:

With regard to the FTP user program, the status command will show the following:

® FTP Connection status

®  struct parameter value

® mode parameter value

® type parameter value

® verbose mode status

® bell mode status
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® prompt mode status

® glob status

® hash printing status

® port protocol command status
® receive unique status

® store unique status

With regard to the FTP server program, the status command will show the following:
o FTP Connection status

®  struct parameter value

® mode parameter value

® type parameter value

e EOR delimiter

® Page size

NOTE: Server information depends on the FTP server, and may vary among
various vendors’ implementations of FTP.

Retrieving a File from a Remote System

Once you are connected to another system, you can retrieve a file from the remote
system. To retrieve a remote file, use the get or the recv command. These
commands are identical. For example, while in remote mode, you can retrieve a file

by typing:
ftp> get file o

This retrieves the remote file and stores it in your current local working directory with
the filename file.

NOTE: If a file already exists in your current local working directory with the same
name as the file being retrieved, the existing file might be overwritten. See
the "ftp Command Dictionary" later in the chapter for more information on
the get and recy commands.
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Taking Precautions

When you are transferring files, the DG/UX system file access permissions apply. For
information on file access permissions in the DG/UX system, see "File Access
Permissions" in intro(2) of the System Manager’s Reference for the DG/UX™ System.
Also, see the commands chmod(1), chown(1), and chgrp(1) in the User’s Reference
for the DG/UX™ System.

As a user of a remote system, you have to learn the remote system’s file structure. It
is especially important to learn the file-naming rules of the remote file system. Some
remote operating systems limit their file names to 14 characters. DG/UX allows 255

characters. An example of a potential problem is as follows:

Suppose you have a DG/UX system directory containing ten files with filenames of
the format SYSTEM_PROBLEMS.identifier. Also suppose that you try to move the
entire directory of files to a remote system that allows filenames of only 14
characters, so that you end up with one file named SYSTEM_PROBLEM.

The reason you ended up with one file is that each time you move a file that has the
same name as an existing file on the remote host, the new file overwrites the previous
file. Any version of FTP that is compatible with Berkeley’s 4.2 BSD release of the
UNIX® operating system deletes a file if it already exists at its destination. In our
example, the remote FTP will first create a file named SYSTEM_PROBLEM, using
the first 14 characters of the first local filename. Since each of the files you are
transferring begins with the same 14 characters, the system will overwrite the previous
file each time a file is transferred. No files transferred, except for the last one, will
exist on the remote system. The file transaction will be useless.

To avoid the problem, rename each file as you transfer it. Use a target filename that
is suitable for the operating system to which you transfer the file. For more
information see get in the "ftp Command Dictionary," which appears later in this
chapter.
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Using ftp Commands

You enter ftp commands from your FTP local environment. Some of these
commands, such as the remotehelp command, display information about your FTP
remote environment. The responses you receive will depend on your remote
operating system’s file structure and its implementation of the FTP server.

NOTE: The FTP user program is case-sensitive. You must type commands in
lowercase. ftp will not recognize commands that are in uppercase.
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Table 3-4 lists the ftp commands by their functions.

Table 3-4 ftp Commands Listed by Function

Function Commands Description
Setting or displaying bell Toggle beeping after completing
transfer parameters some commands.
glob , Toggle expanding local filenames
using metacharacters.
hash Toggle printing "#" for each buffer
transferred.
mode Set file transfer mode.
prompt Toggle prompting for multiple file
transfers.
quote Send commands verbatim to remote
server.
runique Toggle unique naming of files
transferred from other systems.
sendport Toggle port command.
status Show current status of FTP (both
sides of the connection).
struct Set file transfer structure.
sunique Toggle unique naming of files
transferred to other systems.
type Set the character transfer type.
Manipulating directories cd Change remote directory.
cdup Change the working directory on the
remote machine to the parent
directory.
dir List the contents of the current
remote directory.
mdir Display multiple remote directories.
mls Display abbreviated directory listing
of multiple remote files.
led Change local directory.
Is List contents of a remote directory.
mkdir Create remote directory.
pwd Display name of current remote
directory.
rmdir Delete remote directory.
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Table 3-4 ftp Commands Listed by Function
Function Commands Description
Manipulating files append Append to a remote file.
delete Delete a remote file.
get - recv Receive a remote file.
mdelete Delete multiple remote files.
mget Receive multiple remote files.
mput Send multiple files to remote system.
put - send Send a remote file.
rename Rename a remote file.
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